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Abstract

Communication networks are increasingéxposed tonatural and humamduced
disasterswhich resultin servicedisruptionand economic losses. Most existing disaster
recovery frameworkdreat risk as a static factor, overlooking the fact that hazard
conditions evolve over time. For example, in earthquakes, failures propagate outward
from the epicenter across successive time steps, creéategaryingand correlated risk

for network links.In practice, routing must therefore be both dynamic and seavieee,
reflecting class priorities,(Service Level AgreementSLA targets, and capacity
constraintsyet existing models rarely integrate these elements in a unified optimization

framework

This thesis formulatedynamic, serviceware routing under disaster conditions
as a multobjective mixednteger nonlinear program (MINLP)The modeljointly
optimizes five objectives: maximizing revenue and survivability, while minimizing
serviceaware risk, overutilization cost, and SLA penalties, subject to capacity and
servicelevel constraints. A dynamic risk model is introdudtleat considers timevarying
link failure probabilities ands weighted by service prioritiehis includes both hazard
progress and the importance of impacted services. SLA compliance is preserved by class
of service availability constraintsvhich guaranteethe preservation of higpriority

traffic during disruptions

We solve he model using the Nedominated Sorting Genetic Algorithm I
(NSGAII), which approximates the Pareto front and provides a deesipport layer
for service providersExperiments are conducted on realrld network topologies
(ERnet, France, Giul39) under staged and dynamic failure scen@hes.esults show
that adaptive routing shifts flows from higisk to safer links as hazards evolve,
improving survivability and reducing SLA penalties while explicitly exposing tafte
with revenue andverutilization Sensitivity analyseshow how link capacity, service

requestvolume and failureprobability affectthe balanceamong the five objectives



By embedding dynamic risk, service differentiation, and capacity constraints in a
single multiobjective formulation, this work enables decisinakers to explore
balanced recovery strategies rather than commit to a single prescriptive solution. The
approach provides a practical tool for evaluating disastlient routing policies under
uncertainty which helpsstrengthencommunication networks against evolving natural
and humasinduced disruptions

Keywords: ServiceAware Routing Multi-objective optimization; Dynamic Risk;

Disastefresilient communication networks
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Chapter 1: Introduction

1.1 Motivation

Due to the increasing frequency and severity of both natural and anthropogenic disasters,
survivable communication networks are necessary for maintaining continuous service
availability in the face of evolving largecale service disruptiorjd]. Communication
networks remain vulnerable in the event of lasgale natural disasters like floods,
wildfires, and earthquake®], [3] as well as during humanstigated events such as
cyberattacks or infrastructure failurg$. Natural disasters can increase the frequency
and duration of network disruptions, delay emergency response services, and contribute
to data and economic lossg§. For example, the Sichuan earthquake in 2008 damaged
over 30,000 kilometers (km) of fiber optic cables and 4000 telecommunication offices
[6]. Hurricane Sandy in 2012 caused widespread data center outages and service
disruptions across the northeastern[B[S The 2022 Rogers outage in Canada caused an
economic impact; the toll on the Canadian economy was estimated at $142 million for the

approximately 1%0 19 hour outage peridd].

As shown in Figure .1, telecommunication networks suffered the highest percentage
(30%) of publicly reported outages globally in 2023. The other five monitored service
types made uf to 25% of each reported outage that yaad they arall running over

the communication networki8]. All these services are dependent on communication
networks, indicating that interruptions in telecommunications infrastructure can

propagate across other industries, exacerbating the total effects of outages.
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Figure 1.2 shows the global distribution of costs associated with the most recent
serious outages, based on responses from the 2023 Uptime Institute global operator
survey. In this study, an estimated 54% of respondent operators reported communication
network outage costs over $100,000 for their most recent ofhgepproximately 16%
of the respondent operators incurred outage costs exceeding one million dollars [6].
These figures reflect the significant financial burden that communication network outages
can impose on operatorsyhich reinforcesthe critical importance of preventative
measures and infrastructure resilientieese results reflect costs tied to severe incidents,

which highlightsthe high stakes involved in maintaining digital infrastructure continuity.

These financial and operational vulnerabilities underscore the urgent need to
reevaluate the design and effectiveness of current disaster recovery frameworks for

communication networks.
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Existing communication network disaster recovery systems are based on Static
Risk Models (SRMs), which assume fixed failure probabilities for network components
based on historical data or predetermined rerouting politje¥helimitations of SRMs
include lower performance in dynamic timarying disaster scenariowhere the
location, intensity, and impact of disasters evolve over time (e.g., the shifting epicenter of
an earthquake or the spread of a wildfirfEheselimitations often lead to infeasible
routing solutions, where network traffic demand exceeds available bandwidth. Moreover,
the propagation of network failures reduces Quality of Service (Qo0S), resulting in Service
Level Agreement (SLA) violationf2]. SRMs also tend to overprotect levgk network
areas and undgrovision bandwidth for higipriority services. As a result, links in lew
risk regions operate at only 46D% of their total capacity10]. These recovery
framework models are not designed to addrdgsamic tradeoffs between risk
mitigation, economic constraints, bandwidth optimization, and SLA compliance that

service providers should considenenmanaging dynamic disaster scenarios.

To overcome the challenges associated with SRMs, this research presents a
dynamic, novel servicaware risk management framework for disaster recovery in
communication networks. The proposed approach addresses the complexity of decision
making under uncertainty by formulating the problem as a Milifective Mixed Integer

3



Non-Linear Programming (MINLP) modglL1]. This alternative formulation addresses
the tradeoffs between competing objectives, such as maximizing revenue and
survivability, and minimizing risk and utilization. Rather than collapsing objectives into a
predefined weighted function, the model employs a Pdrased optimization strategy to
generate a set of nalominated solutiongl2], which helps with the exploration of trade

offs without predefined weight coefficients for the decisimakers.

This Paretebased MINLP model is implemented using the MNominated
Sorting Genetic Algorithm [I (NSGAI) [11] for generating Paretnondominated
solutions. In our model, revenue reflects the monetary value of fulfilled-grighty
services, while survivability measures the ability to maintain-terehd service
continuity under failure conditions. The model also introduces the notion of service
aware risk, which quantifies the combined impact of both the dynamic probability of link
failures and the criticality of the services traversing those links. Additionally, the model
incorporates penalty functions for SLA violations and inefficient utilization of network
capacity, ensuring that all dimensions of service performance, reliability, and cost are

factored into routing decisions.

This research introduces a novel approach that dynamically adapts to evolving
disaster conditions and prioritizes critical services under constrained bandwidth. Unlike
traditional models, it incorporates dynamic risk awareness and sérvale
differentiation, enabling proactive resource allocation that balances economic value with
survivability goals This framework supports industry stakeholders in maintaining
connectivity during crises, improving both operational resilience and financial outcomes,

and addressing the gaps in disast@are network optimization.

For clarity, readers may refer to the ADef

provides explanations for key technical terms and concepts used throughout Chapter 1.



1.2 Background and Motivation

1.2.1DisasterInduced Failure Patterns

Correlated and cascading failures, where multiple network components fail due to shared
vulnerability through interconnected infrastructure, commonly take place indaaie
disasterd13]. These types of interconnected failures challenge traditionalttdeitnt
designs, which are often equipped to handle random or isolated failures but are not
equipped to handle disruptions affecting multiple network components simultaneously
[14].
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Figure1l.3 Temporal analysis of global natural and anthropogenic disasters-202d([15]

Figure 1.3 shows the increasing global temporal trend in both natural and
anthropogenic disasters over the past century. Since 1980, the absolute number of
communication network disasters has increased by approximately two orders of
magnitude for both natural and anthropogenic types of disagléits This trend
highlights the growing urgency for resilient, adaptive communication networks that can
anticipate and respond to complex cascading failures. The increasing frequency and
severity of such events demand a more dynamic, seaweee, and rislsensitive

approach.



1.2.2Traditional Network Disaster Recovery Strategies

To address the growing impact of correlated and cascading failures, it is critical to
examine how existing recovery strategies function and where they fall short during large
scale disruptions. Network recovery is required to maintain essential services running
during system failures in modern communication systems. Traditionattddedant
network designs were built to handle independent, stochastic faitunesxdom,
uncorrelated failures and generally fall into two categories: protectlmased recovery

and restoratiofbbased recoverjl 3]. Protectiorbased recovery mechanisms establish pre
configured redundant backup patlas well as allocate network resources before any
failures take placefor immediate failove16]. In contrast, restoratiebased recovery
initiates rerouting only after a failure is detected, without relying onajoeated
resources or prestablished backup patfi6]. Both recovery strategies typically rely on
the independent failure and SRMs and thus neglect the risknéerdlependencéy

considering the dynamic and interconnedietiaviorof failures during the disaster.

However, the assumption that the failure probabilities of networks remain static
over time becomes invalid in the presence of l@cpde disasters. As highlighted[iv],
disasters such as earthquakes are not staticthey expand from the epicenter over time.

As a result, network disaster recovery based on static operational assumptions often
suffers from suboptimal service continuity. These traditional recovery systems have
difficulties adapting to disaster developments because they depend mostlypdenpie
failover methods and reactive restoration proced{t8% These methods encounter a
significant challenge because disastetuced failures create complex situations that

make predefined recovery paths unusgbg.
1.2.3Protection-Based Recovery

Protectionbased recovery is tightly coupled with SRM assumptions, as it relies on fixed,
preplanned routing paths and bandwidth reservations based on predefined failure
likelihoods. This static approach does not accommodate the dynamic evolution of risk

during largescale disasters. Protectibased recovery strategies provide high service



continuity and rapid recovery in the event of network failures by usingqrigured
backup paths and reserved network capdbityNetwork backup capacity reservations as
protective measures lead to operational costs. Also, protdudieed recovery systems
demonstrate a limitation when disaster events occur that damage both primary and
backup routes simultaneous[it3]. Furthermore, static protection schemes lack the
flexibility of dynamic adaptation to evolving disaster conditions. The predefined paths
cannot automaticallpdaptdynamicallyto new failures and environmental chan@es],

thus failing to meet SLA targets under laugpale disaster scenarios.
1.2.4Restoration-Based Recovery

Network continuity after disruptions is maintained by implementing restorbtiead
recovery through reactive procedures. The approach differs from protbesed
methods since it starts recovery procedures only when it detects network failures, instead
of using preallocated resources and backup pa#t§. The detection of failure triggers
restoration protocols to calculate new path options through topology evaluation and
resource analysis, and determination of damage level. The dynamic capability of
restoratioAbased recovery systems enables them to adjust according to updated post
failure network conditiongl3].

Restoratiorbased strategies derive from their efficient utilization of network resources.
The operational expense during regular operations stays low because backup resources
are not preallocated[20]. However, despite this flexibility, restoration models are still
often based on SRMs, as their rerouting algorithms typically depend on fixed historical
failure probabilities and predefined assumptions. As a result, these models may not
accurately reflect the evolving and correlated nature of failures duringdeade disaster

events.

The restoratiofbased recovery systems face several obstacles despite their
advantages during network restoration efforts. The restoration process requires an
inevitable time gap between failure detection and service recovery, since alternative route
calculation and setup procedures must run fit8}. The implementation of restoration

algorithms causes computational challenges, especially when networks have extensive
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connectivity patterng21]. Critical applications requiring emergency communications or
financial transactions experience delays, which could activate SLA breaches and degrade
Quality of Service because of their strict performance requirements. Another key
limitation of the current restoration models is that they use SRMs to establish rerouting
algorithms. Historical failure probability models fail to reveal the changing dynamics and
evolving characteristics of disaster effects, particularly the multiple breakdowns that start
from a single network component failufg3]. Static assumptions used in restoration
decisions may prove insufficient when dealing with actual disaster conditions.

1.2.5A Dynamic Risk, ServiceAware Multi -Objective Model

Building resilient communication networks under disaster conditions requires a change
from static to dynamic risk modeling. Disaster recovery planning should expand beyond
static risk modeling to incorporate economic considerations and SLA compliance into
dynamic, resourceonstrained decisiemaking The challenge lies in balancing multiple,
often conflicting objectives simultaneously, which is complex and rdutiensional.
These requirements give rise to Mulibjective Optimization (MOO) models that
balance conflicting objectives, such as minimizing network risk and maximizing revenue
[17]. The underlying decision variables are mixed (binary path selection, continuous
bandwidth), and the relationships among them arelinear, such as survivability and
dynamic failure probabilities. To address these requirements, the problem is formulated
as a MultiObjective MINLP mode[22], with binary pathselection variables, continuous
bandwidth allocations, and nonlinear terms for survivability and dynamic failure
probabilities. This formulation captures serviegel priorities and resource constraints
while addressing the complexity of the decision spddelike singleobjective or
weightedsum optimization techniques, which collapse objectives into a single [\iillje

this work employs a Paretmased optimization strategy that explores a set of non
dominated MINLP solutions. A solution is considered-dominated if no objective can

be improved without worsening anoth@ai7]. This allows decisiormakers to recognize

the tradeoffs between conflicting objectives and choose a solution that most effectively
matches current operational prioritiebhis study introduces a dynamic, serviseare

risk framework, which reflects both the probability of link failure and the priority of the

8



services traversing through the links. In this model, services are categorized into Class of
Services (CoS) based on their availability, revenue contribution, and SLA requirements
[23]. These CoS levels in this work include Platinum, Gold, Silver, and Bronze, where
higherpriority services, such as Platinum, represent the services withatalability
demand. Lowepriority services, while less sensitive, might still be routed when
resources permit, but they might be deprioritized during disaster events based on service
provider decisions. This classification informs both the seragare risk metric and
revenue maximization component of the optimization model. To solve this complex
MINLP formulation, we employ NSGA, an evolutionary algorithm that approximates

the Pareto front and supports dynamic rrolijective decisiommaking under disaster

conditions

1.3 Problem Statement and Research Questions

Largescale, timevarying failures disrupt communication networks operating under
capacity constraints and serving diverse service classes with strict SLA requirements.
Service providers must prioritize and reroute traffic based on evolving risk, while
ensuring SLA compliance and efficient bandwidth use. Existing recovery methods fail to
account for dynamic risk and service differentiation, limiting their ability to maintain
continuity and profitability This research presents a dynamic,-aslare, SLAcompliant
optimization framework to guide service providers in making prioritized -efsttive
recovery decisions under disasitetuced constraints.

My dissertation addresses the following five research questions:

1. How can a dynamic, servigavare risk assessment framework that integrates
service priority impact into the risk calculation evaluate evolving disaster
conditions and support network recovery decisions?

2. How can a MINLP model balance multiple conflicting objectives (revenue,
survivability, overutilization, servicaware risk, penalty) in a Paredptimal

manner?



3. What rerouting strategies can optimize revenue while ensuring efficient

bandwidth utilization and minimizing risk under largeale failure scenarios?

4, How can service providers use a structured ttiéamework to make informed
decisions on prioritizing highevenue services while maintaining network

stability during disaster recovery?

5. How should bandwidth constraints and service priorities be managed dynamically

to prevent SLA violations in disaster scenarios?
1.4 Research Objectives

The primary research objectives of my dissertation are threefold:

1. To develop a mulbbjective Paretdased route optimization framework utilizing
a MINLP model that integrates dynamic, servaveare risk assessment, economic
objectives (revenue, penalty), service prioritization (SLA, survivability), and

overutilization to enhance network resilience and economic efficiency

2. To evaluate the proposed dynamic risk, serae@re routing framework on
selected realorld network topologies by analyzing its adaptability to varying

link capacities and contract types.

3. To conducta comprehensiveensitivity analysis on critical factors to examine
their influence on survivability, risk, and revenue, and to provide insights fer risk

aware, SLAcompliant route optimization under disastarluced disruptions
1.5 Significance of This Study

Existing disaster recovery frameworks often rely on static risk assumptions, lack
integration of servicéevel differentiation,and do not support dynamic, resource
constrained decisiemaking under disaster scenarioBhese limitations reduce their
effectiveness in largecale failure scenarios where service priorities, bandwidth

limitations, and economic objectives must be addressed simultaneously.
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This study addresses these gaps by presenting a dynamic, -seveiee optimization
framework that incorporates tim&rying risk, Class of Service (CoS) differentiation,
bandwidth constraints, and economic considerations. The proposed model formulates
these interdependencies as a MINLP model using a Paaistl metaheuristic.

The contribution of my research is significant in three primary ways. Hirst,
introduces a dynamic risk formulation that evolves with disaster progrestioa
enablesadaptive path selection and bandwidth allocation across time steps under
changing network conditionsSecond, the new model developed here integrates
survivability, revenue, SLA compliance, and overutilization into a unified deeision
support frameworkthat generates Paretptimal solutionswithout relying on fixed
weight coefficients. Third, it provides a performaitteren sensitivity analysis across
multiple network settingsproviding insights to support resilient and economically

sustainable communication network design under disastaced disruptions

1.6 Contributions

This research makes the following contributions:

1 Presenting a dynamic serviegvare risk model that updateser timeto reflect the
evolving disaster conditions. The model incorporates selgiad priorities, which
enables more accurate risk representation and prioritization of vital traffic flow.

2 Presenting a MOO framework under constraints that jointlgximize service
survivability and revenue while minimizing risk, overutilizatiamd SLA violations.

It ensures efficient and adaptive bandwidth allocation under network capacity
constraints

3 Presenting a decisiesupport framework for service providers that implements a
structured Pareto decision layer, solved using the N8G#etaheuristic, that
generated’areteoptimal routing solutions. The approach supports service providers
in performing tradeff analysis across competing objectives and delivers feasible

solutions.

4 Conducting a comprehensive performance and sensitivity analysis acres®ndal
network topologies to evaluate the impact of key parameters, such as failure

11



probability, bandwidth availability, and servitevel mix, on survivability, risk, and
revenueThe findings provide actionable insights to support disastere and SLA

compliant route optimization

1.7 Definitions

Largescale failure scenarios caused by natural or anthropogenic disasters refer to
significant disruptions in the communication network, which differ from a typical
network failure (single or double link failure). These failures are not independent and are
considered correlated based on a variety of factors, such as distance, device types, and
network topology{13].

Cascading failures are referred to as failures that areciimrelated3].

Survivability refers to the performance capability of a network after faji#g which is

critical for uninterrupted service continuity under disaster scenarios.

ARIi sk 1 s often expressed iIin terms of a coc
(including changes in circumstanceRy. and t
I n other words, i t h escalp failuresaldads Itoithe tonoept of risk w o f
in communication networkg26], where the network paths are evaluated based on their

endtoend dynamic availability as/l5t he condi ti

ServiceAware Risk Model (SARM) is an approach that considers service priorities and

their SLA into account during risk evaluation.

Static Risk Models (SRMs) are models where the probability of failures of the component

does not change over tirfie3].

Dynamic Risk Models (DRMs) are models that account for evolving network conditions,

changing failure probabilities, and adaptive responses ovef2bhe

Service Level Agreement (SLA) as defined[B8] i s fAa f or mal contr a

service provider and a subscriber that con
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Class of Service (CoS) is a network traffic classification framework that categorizes
network flow into different service classes based on the appliespiecific

requirements, as defined by the S[29)].

Revenue refers to the income a Service Provider generates from customers by
successfully fulfilling the Quality of Service (QoS) requirements defined by the SLA
[27].

Link utilization is defined as the amount of traffraversingdivided by the link capacity
[30].

1.8 Thesis Structure

The remainder of this thesis is organized as follows. Chaptereviewsand discusses
therelated work on network survivability, risk modeling, ametworkdisaster recovery.
We identify the limitations of static models ardiscussthe need for timearying and
servicedependent risk assessmdntChapterthreewe formulate the proposed problem
as a multiobjective mixedinteger nonlinear prograINLP) with five objectives The
formulation incorporates dynamic risk propagation, sergiware prioritization, and
adaptive path selection within a unified framewdthapterfour presents the NSGA
solution approach and experimental environmékie introduce the path generation
procedure, evolutionary algorithm design, and performance metrics used to evaluate
capacity feasibility, SLA compliance, and dynamic rigRhapterfive applies the
framework to the ERnet topology to establsdnsitivity analysisinder staged random
failures. Chaptersix extends the evaluationf the optimization frameworko two
topologically distinct networks, namely France andi@39. A comprehensive Pareto
front analysis is done fdsroader performance assessment. Chagaeenintroduces the
seismic failure model, which captures correlated and -tlepgendent hazards, and
integrates it into the optimization framework. Finaily,Chaptereight we conclude the
thesis,summarizingthe key contributions, andle outlinedirections for future research

toward reaftime deployment and disastersilient communication systems
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Chapter 2: Literature Review and Related Work

2.1 Introduction

Chapter 1 established the need for disaste
and -bamabe fail Corer ecloantdeégd i aamd . cascading f ai
events such as earthgquabkéetemimunrcatnes, nan
Cur rreenctovery systems are commonly based on
model s assign fixed failure probabilities

temporal or spatpradcbaairliiaty ons i n failure

This <chapter revi ewsespidiiemt wor@knwo niksdr e

organized around siModehe&mbhdsanbDy B&mive cRi Pk i

and Economic Factor s, BGabnjdewci tditvhe QCpntsitmiazi ar
NSGAI . For each t heme, we analyze represeil
strengths and weaknesses, and identify un

framewor k.
2.2 Risk Assessment Models in Network Recovery

2.2.1Deterministic & Static Risk Models (SRMs)

Il n network disaster recovery research, ris
di sruption and the quantification of speci
and i nfrlak@rRicdlur encd alldiicade si gni ng effectiwv
strateggasdes how restoration mechani sms
condiEarlns. research on network survivabil:i
single or doubl eancdfmpgehmeentatsliseuimiende p,.endenc
consecutive] Tappuscaetpltifd eden altwawlds udi es
demonstrated itssdaladediuaayt drors deamragrei os,
correlated and may occur simul tandeaduygl y ac

The wear lsiceaslte ldarsgaes t bdiezteadr dné Ind st i ¢ model

net work components within an affected regi
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damage scenarios and enabl e optimization
example, [S@hopbsal a probabilistawareaributen

—

hat accounts for cor-sepéaitfidcfapauirals iimpa
mod el defines |link failure probability as
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[ 32kt end this by -smeoirfpioc atragi lhiazyawr dat a.
heterogeneous vulnerabidndfyfkaghess reat was ml
uni fporrotbabi | ity approaches. These refinemer
Theywable routing strategies that reduce th

meeting baseline QoS requirements.

Ot her static approaches emerged from tF
(SRLGs), where network elements sharing co
power suppl vy, or geographic corri @§ass$) ar
Probabilistic extensions to SRLGs I|linked f
t he hazar fi 4 eltpipxeni des a mor e nuanced ris

deterministic grouping.

However, al | SRMs sthhaerye far eccearee rliisrki tvaa
pl anning hori zon. Once assigned, probabil
hazard dyhnasmipcasr.t i cul arly probhewangcf oot pk
Il n eart hquakersi,s kt hlei nskest eoxfp ahnidgsh out war d as

wildfires, wind shifts can redirect t he ha
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zone <can spread rapidly through networked

anticipate such transitions, |l eading to mi

SRMs al so cansehsisupyperéconomi c factors
SLA penalties. These gaps have |l ed to the
update failure probadbwaine¢e, escamamiscuglployr t dr
throughout the disaster | ifecycle.

2.2.2Dynamic Risk Models (DRMs)

Dynamic Risk Modéeles s(cieRRddm ipfoisokbeadbti | i t-y t owa
varying, adaptive vulnerability assessment
SRMs , DRMs wupywabé pmobabpbnse to evolving
sensor feedback, [03.3]pFoerdi exampel ef,oriecastst
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Y, while in flooding scenari os, hydrol ogi c
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and time correlations between failures.
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tisméeepped updates, where the probability

refl ect progressive hazard spread. Anot h
Survivability Probabil ilteyvemetfraicl,urwehiprho baagl
entdend measure of service availability ove
Ri sk, defined as the negative |l ogarithm of

suitable for optimization formulations.

Cr edssmai n studi es underscor e t he broad
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component failure probabilities in real t
spati akhapgeapgti3Pedéeaceleppnaent mprobabilist
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2.2.3Dynamic Risk Integration in Optimization
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2.3 SLA Enforcement and Service Priority in Disaster Recovery

2.3.1SLA-Oriented Risk Metrics

As di saster recovery research mat ur ed, roi
statistical availability to capture servioc
SLA Viol athiosn ®Refsikned as the probability t
(SLA) of a connection wil/ be violated, a
and factors I|ike failure ratedeg Remaierct(i MTT

[ 9] An SLA violation occurAd | iofldew®i thuea |( AdoTwn t
[ 9Mhmakes the risk metric directly tied to
rather tihanrkemuoneovabi |l ity.
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l'ink reliability and transmission delay i
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shorpetshts whil e consideringhiwatsh ameleiaabiyl i
toward including multiple quality factors
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commi t ment s, they have yet to-alwar é udi g a ®

recovery context s.

2.3.2CoS-Based Service Prioritization

Dynamic risk assessment should work alongs
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under current conditions. I n practiee, t hi
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scarce capacitwatoecsetvcakbsobuhidgdse s
recovery. Restoration must al so consider
penalty avoidance,Thacsd | ep efroart i coomtail miczoastti so.n

servawaee prioritization with clear revenue
2.3.3SLA Penalty Avoidance and Revenue Optimization

Effective recovery ©planning requires opti
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SLAriven connection allocation by -sitracgeer por
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neglecting transient availability in resou
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perspective, these studies highwamgdétdediesii
| ogic directly into the routing and resour

2.3.4Bandwidth Constraints and Overutilization

Overutilization of network |Iinks can degr a
on specific paths while | eaving others un

efficiency but can al so -dreiadr ittoy SfLIAo wsi od raet
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dropped due Bt @ wag[ndg8efisdiailecssns. t hi s chall enge t
Del ay Aware (UDA) rerouting method that C «
and -teenndd del ay. FIl ows on i nks exceeding
proactively diver-deldayopatehs. | Dadedapprowac|

di stribution and reduces packet | oss compa

Oliveifddpvest i Yattbe ajwédumkt t i on ( VNF) pl a
and routiemapbilrrdNFEFWfrastructures to enhance
scal e, correlated failure scenari oREskWhil e

Awar eo HLULFRP)( RA to maximize the number of s

explicitly incorporates deployment and rou
of f bet ween survivability and economi c e |
expenditures for instantiating VNFs and rc
probabilities, thereby priowietsiziimeqt epan dl
proposed approach al so considers | oad b a

indirectly supporting revenue retention by
failures. AGrceoairpy eime tGiHNdRAOVi des geallabl e
ti me decisions with higher routing costs L

show t-awarei pkovisioning signifiycarmtlty r5ed

fewer fail ur eswiitnhohueturs ishhistcanmtoidael |y i ncrea
integrating cost terms with survivability
di saster event s. However, t he revenue di
mi ni mization and request satisfaction, wit

val ues or dynamic pricing that could furt

maxi mi zati @awaire dionaetxeIs.

2.4 Optimization Approaches in Network Recovery

2.4.1Integer Linear Programming (ILP)

Addressing economic objectives, SLA compl i
require optimization methods capabl e of ba

approaches, -pasé¢édcwmbdel g, | hRve been widel
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treodd s with high precision. -bRlsedf aneltdwidrsg
net work recovery, highlighting their rol e
' imitations in highly dy mMansitcabdii sséhmtdesrd ns cle
system that selects backup paths to decrea
of communication networ ks. The research s
all ocati on system using bandwi dt h reduct i
scal able disaster recovery solution. The
operation of systtienmmes ttrhaaftf i ntca naangde croenatlr ol c o

Col nAMeeni x ner[ 4eptf easle.nt d ac-Awe @B oNMdgt wor k

Di saster( GR&NDR)ernyodel . It extends survivabl
anWwirtual MWmhgnati on with probabilistic
failures, derived from historical net wor k

mi ni mi zes expect edprcoavpasciiotnye dl ocsaspaandtdy.r e De
adaptively after a di sapsrtoevri sriaotnhienrgwt HTeerns ttsh
Wavel ength DivisionopMal cgypyl skowgup WDM) 49 %
and 85% fewer disconne@dt i &™a mo b[hdagni eobpaosskel ianne
| LP model -awar ediVdaMtreet wor k design in dat
provisions both priwspeyi and matkapl| &hghwna
mi ni mi zes nelw nWwavuweslaegnegt &@and the number of

primary path. |t all ows channel sharing a
i mprove resource efficiency. Constraints i
channel assignment for both primary and ba

Tests on NSFNET and ARPANET show it can h
with modest extra resource use. Perf or man
widely distrlhdouecdoptlTihmi zlatPi o[n4 8&lyswedn tdhessti
di saster response recovery times <could be

optimized.

I LP offers strong optimization <capabili

and exhauslthilwemistesaricdhs. use in highly dynami
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conditions and | ink failure probabilities

operati onal neteede, adaegptabngitegal

2.4.2 Stochastic Programming

Stochastic programming offers different Cc
superior results when building extensive n
mul tiple uncertainties i nvolving disaster
handling {Md®flThe ¢krfobsmance of stochasti
ot her met hods because it examines differe
optimized resource distributi ¢b.0pRteaartse f or
failure predictions allow stochastic model

di stinguishes them from | LP.

A s t[ubdilyp v @ ldho ptswtoage st ochastic optimizat
resource di stributie@mnt seydtaearhaur ¢ hmpowdhabiulpi
mi ni mi zing cascading effects in catastroph
stochastic models produce superior out come
they enable dynamic bandwidth control al on
path selection and servjbé¢prgoranbyombnmge
incorporating random el ements for network
towards <critical sercwiictceescadandappodsicait ©o@n i
emergency cases. This study proves how re
l evel s becomes pbasedl edethsooghb mia d k by

approaches.

Sol ving compl ex stochastic optimizat.
computational power . Stochastic progr ammi
computing and high processing capacity to
pl ans based on failure dat a. To reduce th
met aheuri sti c GemeetAhigcds i shiéar ai6GAl) e Swar m Opt
(PSO)Si mmnmldat ed SAnMrmeaslei mepthods produce subo
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greatly reduce computati ont itmeme ,d aatmagkeidn ¢ at

recovery.
2.4.3Heuristics & Metaheuristics

Heuristic and metaheuristic approaches are
too | arge or dynamic faort i ened.ofth mmsenlegudisd & @
search strategies to explore compdexl istoyl ut
solutions that can be updated qui[dRB8] as n
Di fferent heuristics and metaheuristics adc

and | imitations.

The model p6é8pebi @eeésbyLP with heuristic
strategic recovery pl-anmenglethspbpagh cap®bia
heuristic routi nesshowhhtadi runmeti magd od aorgtyi c ul
optimization strategies deliv-qual effyfeoutvce
whi |l e operating at reasonabl esscalmpuides ast

recovery operation efficiency.

| f 1L, MOO withvdéd€@@®nhased to support SLA cc
| owi sksef testi ve pat hs for critical fl ows
Generating a Pareto set of shlasteidondsecalsl
aligned with <contr acTthueayd e utpit fi yne a-o p gt meod meF
solutions (where no objective can be i mpr
points (solutions offering the besACOompro
algorithm has been adapted for MOO i n thi
di scovery and pheromone trails. Modi ficat
updating pher omone matrices based on mu
demonstrated the ACO algorithm's effective
and -poeert solutions, of fering netwofksoper
for pat hHewd wert,i onsuch approaches often om

ter ms, ' i miting their ability to integrate
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parti al recevage, sahedmbul bg. Due to intrac
pure exact optimization to scahasklodeetua i
repair resources based on physical degree
modes, and remap VNs using existing embec
topol ogies show -tahsaegd dS s tyii dblud = df adtoeard r ec
and balanced resource wuse. However, the m

evolving failure probabilities, and relies

|l 58] GA is used withindias&hetuern shmetcwanmok e
and resource allocation. The simulation ac
GAOs evolutionary search reduced downt i me
However, its performance in dense networKks

| arge depl oyment s.

Whi | e -oshijreeclte ve heuri stics can | mprove
they cannot fudolfyscéeptweentserwviaadadil ity,
economic objectives i n doybnjaentitci vdei snaesttaehre usrci

as NSGA address this -gmtpi mayl gsemleutaitd mgy tPha
competing goals. The follll cawvndigi tsecap-plni ¢ atv

awar e net wor k recovery.
2.5NSGA-II for Multi -Objective Network Recovery

Mu l-othij ect i ve evolutionary-llal goroivtildras asiucé
computational substrate for bal ancing con
maxi mi zati on, energy conservation, and e
priofb59jBys encoding service class weights i
explori mpt Pma-bt isr adeder stochag[t6iOcl t haser d
algorithms yield diverse recovery plans fr
operational-l If oltais . b N&SGAwI dab jye catpipvie edap ttiomin
net work design an[dé.lrjfmmaionkeaynscangoipas ati o
solutions represodrtsi mg odigf ftldtreeenR-d wtexirandaet e d n t

sorting t o rank solutions by Pareto d o mi

27



di versity across objectives, such28samd nin

maxi mi zing r-esetgheddr[efeoughput

Xiang [0 hakl e | oad configutagioal i Ai beuph
under random failures. They embleld tao Muond el

stochastic edge outages and compute expecHl

combinatori al sel ecti oeneasngd ucmprrgo ve mlgu tcioonmnv
Objectives include maximizing resilience,
maibnhackup overl ap. The method captures cas
model s. Limitations are no tempor al ri sk e

objective weights.

Silval 29 emapas eolnj encutlitdido aN®8GA pl anning fr
for Optical Tr ans poDensNe tWaovreklse n(g@ hN)Di ovv esri
net wowRNt(hat jointly minimizes capital exopt
and the proportion of s¢iwkcdsaai hor es es Conm
OTNASRI N heuristics and +4xhaypptriovae h-s eaaxrhd he
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enhancements i ncoe @iofriad e i rmpirtoibd leimz at i on h et
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scores that influence selection pressure |

pl ausible futures rather than narrowly opt

Beyond 1tBelngaamh,) 6 4t e sadvhOxOf na mewor k f or P
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recovery, making it the next step in this
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probabiliti-esv edi t pBasrmvtiditehls constraints ar

many studies. Overutili zahtempacti sofrelgeent h
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30



Chapter 3: Problem Setup and Assumptions

This Chapterdefines the parameters, objectives, and structure of the-oljgictive
optimal network traffic routing problenThis is a first step in designing the dynamic,
serviceaware, and rislsensitive framework described in Chapter The model is
designed to enable adaptive, Stémpliant routing decisions under evolving disaster
conditions, constrained bandwidth, and serl@e| heterogeneityThe multiobjective
optimal network traffic routing problem with service awareness and risk management can

be characterized as:

1 A set of Origin-Destination (OD) service requests, each with a known Class of
Service (Coy required bandwidth, projected revenue over the service lifetime,
and an SLAdefined penalty if the request is not fulfilled. The model dynamically
determines which requests to route.

1 A network with a set of nodes and links with known bandwidth capacity and
dynamic probability of failure at each time step; these values change from time
step to the next.

1 A planning horizon consisting of a set of time steps where the probability of
failure of each link may change from one time step to the next time Etép
changedependson events such as natural disasters, security attacks, network
maintenance, or adding/removing new links.

The goals of the mukbbjective optimal network routing problem are

1. Maximize revenue: Revenue is earned for successfully routed service requests and
depends on the CosS tier of each service request.

2. Maximize survivability: Survivability refers to the probability that a routed
service remains operational despite network failutesdepends on both the
reliability of the selected path and the availability of sufficient bandwidth across

all traversed linksSo, the survivability of a service request is defined as the

1 The exact definitions of failure, risk, and survivability defined in Chapter 1
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probability that all links along the selected path remain operational to support the
request.

3. Minimize serviceaware risk: Risk is defined as a nonlinear function of link
failure probabilitiesandservicelevel prioritiesfor theflows using each link. The
model exponentially penalizes routing decisions involving Hnigk links, thereby
encouraging the selection of robust paths that preservephigfity traffic.

4. Minimize penalty: A penalty is incurred when service requests fail to meet their
SLA-defined availability thresholds, which impacts both QoS compliance and
economic performance.

5. Minimize overutilization: To ensure load balancing and avoid performance
degradation, the model seeks to minimize overutilization by distributing traffic in
a way thaminimizesoverutilization.

The multiobjective traffic routing problem presents a fundamental challenge
balancing thdive objectives all while adhering to servidevel agreements and network
capacity constraints. These objectives are often in conflict; for instance, maximizing
revenue may encourage riskier routing choices, whereas minimizing risk may reduce
revenue opportunities by deprioritizitgwer-priority but feasible flows. A sequential or
independent optimization approach leads to suboptimal solutions, as it fails to capture the
tradeoffs among these competing objectives. Instead, a unified,-objéctive model is
required to simultaneously evaluate these t@itie and identify solutions that offer the
most balanced routing strategiefo achieve this, we adopt a Pareto optimality
framework rather than a weightedm optimization approach. Weighted optimization
requires assigning predefined weights to each objective function, effectively forcing a
rigid prioritization of one goal over oth€i®5]. Furthermore, the weighted sum method is
often problematic because determining appropriate weights is nontrivial and highly
sensitive to small variations in network conditions and seifleicel agreements.
Moreover, a weightedum approach tends to favor extreme solutions, where one
objective dominates, rather than truly balancing tweifie [66]. In contrast, Pareto
optimization generates a set of rdominated solutions, each representing a different
tradeoff among the objectivef67]. This allows decisiormakers to select an optimal

routing configuration based on dynamic priorities, such as network overutilization,
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servicelevel agreements, or evolving risk assessmdPdseto optimization ensures that
no objective is unnecessarily sacrificed and provides a flexible decrs&ing

framework adaptable to changing network conditions.

Furthermore, service levels critically impact routing decisions by imposing
constraints on acceptable levels of risk and service quality. In our model, demate
agreements (SLAs) are enforced as part of the feasibility conditions. For instanee, high
priority services are only considered successfully routed if they meet stricter survivability
requirements. This constraint does not interfere with the Pareto optimization process
itself but instead refines the feasible solution space to ensure SLA compliance. In
contrast, lowepriority services are allowed more flexibility in routing, potentially
accepting slightly higher risks in exchange for more efficient bandwidth utilization. By
incorporating these servi@vare feasibility conditions, the model ensures that the
generated tradeff solutions respect SLA requirements while preserving the flexibility to
explore a wide range of objective balandesour multtobjective network optimization

framework, service levels influence routing decisions in several ways:

1 Lower-priority services may be routed through paths with higher utilization or
slightly elevated failure probabilities, optimizing overall network resource
utilization rather than ignoring lowsariority service requests.

1 For lowerpriority services, the model may allow routing over paths with higher
utilization or slightly greater failure probabilities, so that limited bandwidth and
reliable capacity can be reserved for hmfority services.This enables the
framework to maintain service differentiation under resource constraints while
still carrying lowetrtier flows.

1 The model includes constraints to prevent violating any SLA for any service level,
in addition to incurring significant penalties for highevel servicesThis makes
it essential to select the lemsk routing paths.

This study introduces a mulbbjective Paretdbased optimization framework that

accounts for revenue, risk, survivability, overutilization, and penalty in an integrated
mannerln Section 3.1, we introduce the notation, and then in Section 3.2, we provide the

complete mathematical model.
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3.1 Mathematical Notation

The following notation defines the components of the proposed-objéctive routing

model. Sets, parameters, and decision variables are introduced to describe the network

topology, servicdevel structure, bandwidth requirements, failure probabilities, and

routing decisions over a discrete planning horizon. Taldlsummarizes the full notation

used in the model formulation.

Table3.1 Notationused inthe mathematicamodel

Sets
Set of Classes of ®&eéfvice (CoS),
The set of time steps defining t
Ve Set of servicedmadepx@sdt yunder Ca
2] Al l servivw=eg.rwgquest s,
- Set of networK@Onodes indexed by
y Setumdi rneecttweodr k | dpnakésh k. tomeect g
s endpddont s
5 Setf eod pialilhes for Qeratceée¢mehngupath
- i s sequ@nce of | inks
Parameters

Revemare ti meach epefwinée request,

Bandwi dth requir®@ed by service re€

Probability Df. fai bume of | ink

Ju SLAIi mi mwmraavzgpd | abi laity for CoS
w |Priority wevihetite 0f oE GO S
Ha Penalty weightfodo& SLA violation
P Bandwi dt h c &Qpaatc idtiymeof | i nk
Deci gairoinabl es

Binary variable that i0s'ysies d¢ol d
om <

servicedat efarektO0 ot her wi se
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Der i/Awexdi IQuamyt i ti es

O« |Pathsk ©dn path

imi<« | Ser aiwae e ritsweioghpad hby CoS pri (
A |[SurvivabilityQef asebldamseed remueaslt
l“-f» Cl asspseci fic Qoacdtonilnenlktep

Ag': [Total | dad. an Itime step

A« |Utilizatdon of 1ink

TMa'= |Overutilizatiidanatostmenst epk
Objective Functions

4 Total revenue from successfully
4 Aggregate survivability of route
4 Tot al -aswearrvei crei sk over all rout ed
4 Total overwutilization cost acros
4 Total SLA violation penalty fron
3.1.1Sets

The sets defined in this section represent the structural components of the network and
the classification of service requests. These sets provide the foundation for modeling the

dynamic routing environment and form the basis for the formulation of constraints and

decision variables in the optimization madel

1 The set of Classes of Service (CoS) in the network is representeditsindex

aN N to denote each service level (eq.,

dynamically (i.e., at each time stepty. Disaster progression or other network

"

, With each request indexed @ ”

eventsaffectthe probability of failure of a link.
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The set of nodes in the network is denoted asvith index @~ to denote
individual nodes, and we further assume that the set of nodes remains static over
time.
The set of links in the network at the time stepd is denoted as and we
assume that link$ailure probabilitiesupdate over timeEach link'Q N. has
endpointsas’® ~  and®Q  ;
There is a set deasiblé paths/routes for every service request starting fi@de

and ending at a nod® =~ denoted ay O MM whered is the
number of available paths between the corresponding origin and destination nodes
at each time step.
The set of all paths available in the network isat each time step This set of
paths in the network is finite and can be obtainetl as* . V after removing

the duplicates.

3.1.2Parameters

The parameters in this section define the input values required for modeling service

requests, network capacities, failure probabilities, and selevet constraintsThey are

used in the formulation of the objective functions and constraints, and remain fixed

during the optimization process

1

Revenue associated with each service req@est is denoted byi and
depends otthe service level oQN "

The bandwidth required by the service reqi@st” is denoted as), and note
that the bandwidth of each service request depends on the service @v€l of

The probability of failure for the link ~. attimetis denoted ag

3 For each service request, the set of feasible paths is preselected based on connectivity. A path is
considered feasible only if it can allocate sufficient bandwidth without exceeding link capacity limits and if

it supports compliance with the SLA requirements of the corresponding service level. The associated path
risk is then evaluated within the mutibjective optimization, rather than enforced through a fixed
threshold
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For every service levéiN N a predefined availability requiremedt is specified,
representing the minimum acceptable service availability mandated by the
corresponding SLA. This parameter serves as a reference value in quantifying
SLA violations and is usetb determine penalty costs for unfulfilled service
commitments.

A priority parameter denoted as is assigned to each service level. The priority
vector @ is monotone notincreasing to ensure higher priority is given to
premium service levels (i.), 0 E 0).

Denote the capacity of the link N. as O to represent the maximum

available bandwidth linlQ ~. attime step™ J.

A penalty weight' is definedfor each service levelaN n. This parameter
represents the economic cost of SLA violationtf@classt ensuring that unmet
requests from highgriority service levels incur greater penalties than those from

lower tiers

3.1.3DecisionVariables

The decision variables define the allocation and routing choices made by the optimization

model. Theseinclude binary variables for path selection, continuous variables for

bandwidth allocation and overutilization, and senl@eel fulfilment metrics. The

variables capture how traffic is routed through the network over time while satisfying

servicelevel requirements and resource constraints

1 Letd; be a binary decision variable that equals 1 if and only if the (path

V is selected for the service request™ and O otherwise.
3.1.4Auxiliary Variables

1 Let"O denote the value of overutilization at the IakN . at the time step®

D due to traffic and bandwidth allocatio@verutilization refers to the stress

experienced on a link when its carried bandwidth approaches its capgacsty.
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guantified as a function of the utilization ratio, growing sharply as utilization
nears 100%.

1 Let 'Q. be a positive decision variable, representing the total bandwidth

consumption of all successfully routed service requests belonging to the service
level av n that traverselink’Q N. at the time stepo™ D8 This variable
aggregates individual bandwidth allocations across reqtmstse same service
class and is used to monitor clageecific resource usage at the link levebr
examplelink er2 at time t= 3 carries two successfully routed Gdédel requests,

each consuming 4 Mbps and 6 Mbps respectively. TRen; =10 Mbps.

3.2 Objective Functions

The model incorporates a set of functions to quantify key performance metrics and
capture the tradeffs among competing objectives. These functions reflect revenue,
survivability, risk, overutilization, and penalty for SLA compliance. Each function is
formul ated to represent a distinct aspect

dynamic and constrained conditions

Revenue is maximized to prioritize the acceptance of-Wédie service requests.
Survivability is maximized to promote the routing of services through reliable
paths with adequate bandwidth allocation.
1 Serviceaware risk is minimized to discourage the assignment of critical services
to failure-prone routes.
91 Overutilization cost is minimized through a nonlinear function that penalizes
routing decisions that overcommit physical link capacity.
1 SLA penalties are minimized to reduce the cost of unmet sdeneéguarantees.
Each objective function is defined independently to capture its specific performance
role within the network, while all are evaluated jointly over the same feasible solution
space This yields a vectevalued MINLP formulation with multiple conflicting

objectives. In line with multobjective optimization practice, objectives are kept distinct
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and not scalarized into a weighted sufthis allows Paretebased methods such as

NSGA-1l to explore tradeoffs amongall the objectives
3.2.1Revenue

Revenue generation in a servimeented network represents the total income earned by
the service provider from successfully delivering services over the network infrastructure.

L

Each service reque&N " is associated with a projected revemugwhich reflects its

economic contribution if the service is delivered successfully along a selected path.

The total network revenue is the sum of the revenues from all accepted service

requests across all time steps:

| A@ Wp 8i o p

ND Ny

i 83 W j p QN™ o D o q

Ny
Where

1 @y ™ mip indicates whether patld is selected for the service requésat
the time step.
1 i isthe revenue associated with each service request
This objective promotes the admission and routing of profitable service reqgliests
enableghe model to prioritize highralue flows when network resources are constrained.
The constraint fo ; ensures that each service request is routed through at most one

path at each time step, preventing redundant or conflicting assignments.
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3.2.2Survivability

Survivability refers to a network'’s ability to maintain acceptable service continuity in the
face of failures or adverse conditions [1]. Pktiel survivability captures the probability
that a path remains operational despite failures and is computed based on the success

probabilities of its constituent links.

Letr) denote the probability of failure of the lif@ ¥ . at the time step™

D . Thelink survivability is defined as the complement of its failure probability:

~.
g

Y p N c O

Letd M V denote a path composed of a sequence of Ihks. , connecting

L

anOD pair at the time stepN D for aservice requesN
defined ag38]:

. Pathlevel survivability is

At each time step, a request either gets its full demand placed on one path or none
at all. If a path is chosen, the request contributes its path reliab¥ityo the
survivability measure. If no path is chosen, it contributes Zdre.survival probability of

therequesiQat timeois therefore:

) Y 8®p; o U

Ny
Where:

1 @y N mip indicates whether patld is selected for the service requist

the time ste.

The aggregate survivability over all requests and time steps is then defined as:
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Finally, the survivability objective is to maximize the aggregate service survival
probability across the planning horizon:

i A@ “ o X

3.2.2.1 SLA Constraints

To ensure SLA compliance for each Class of Service (CoS), the following consraint
defined. Let denote theninimum acceptable average availability requifedthe CoS

level ¢8Then the availability constraint foine classais:

Where

1 “ w is defined in equation (B86)

1 & sis the total number of service requestE€oSa
This constraint ensures that each service class must achieve an average availability across
all its requests and time steps that meets or exceeds its SLA requirement.

3.2.3ServiceAware Risk

Risk in the context of a communication network refers to the potential for service
degradation or failure due to adverse conditiaugh as link failure§68]. In this work,
risk is defined as a function that combines the likelihood of fadmaethe disruption of

critical or highpriority services.

We define the patievel riski  as the negative logarithm of the path survivabiiity
[38]:
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Here, the total path risk is computed by aggregating the logarithmic risk contributions of
each link. As the number of unreliable links increases or as individual link failure
probabilities rise, the overall path risk grows accordingly. The use of the logarithmic
function ensures that links with higher failure probabilities contribute more heavily to the
total path risklt also keeps the effect of low failure chances visible. In a linear model, a
failure chance of fwould eclipse smaller values like ®Because it is 1000 times
larger. The logarithmic scale reduces this gap and allows both values to influence the

total risk.

To capture the serviemware perspective, we extend this patiel risk by
incorporating the consequences of service loss. Specifically, we account for the
importance associated with each service request traversing the path; Lbe a binary
decision variable indicating whether pathis selected for theervice requesQat time
step0, and 0 denote the priority weight of the servi€® respectively. The service

aware path risk is then defined as:

NV
Where:

1 @y ™ mip indicates whether patld is selected for the service requésat
the time step.
1 0 is the priority weight for Co8&where0 0 E 0).
Aggregatingthis across all services and time steps yields the total seaweaee network

risk:
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This objective ensures that services with higher priority are discouraged from being
routed through highisk paths.

3.2.40verutilization Cost Function

The model introduces a nonlinear overutilization cost funct@mmegulate bandwidth
allocation and promote balanced traffic distributidiiis function discourages routing
decisions that push individual links close to their physical capacity, which may degrade
Quiality of Service (QoS) and compromise survivabil@9]. Although a hard constraint
ensures thathe total allocated bandwidth on any link does not exceed its maximum
capacity[70], such constraints alone may lead to uneven load distribution. Some links
may operate near full capacity while others remain underutilized, increasing operational
risk. To address this issue, a hyperbolic overutilization cost function is introduicieth,

penalizscapacityallocations that lead to disproportionate load on specific links.

The use of a hyperbolic formulation is particularly advantagdmsauseit
captures the nonlinear stress imposed on a link as its utilization nears full cfpacity
Compared to traditional Bureau of Public Roads (BPR$ed models, which originate
from transportation engineering and estimate gradual performance degradation
hyperbolic overutilization functions provide a more realistic approach for dynamic
bandwidth allocationThey inherently reflect the risk of neaapacity saturation, which
is critical for optimizing load balancing and network survivability in lasgele internet
traffic routing [72]. Studies in network resilience and capa@iyare routing have also
adopted inverse capacitipw relationships to improve traffic engineering in software
defined networks (SDNsJ)73] and multipath routing protocols, ensuring efficient
allocation of bandwidth while minimizing the probability of service degrad4#iéh[75]

[76] [77].

We define the classpecific load on a link:

€
52
Q

G PG
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Where:

1 O :Bandwidth capacity of the linR at time ste@™ 2.

And the total load is:

Capacity feasibility is enforced by

O o6 !lQnN. vD

We define the utilization ratio as:

c pT

O=| O

We introduce the overutilization cost functidd for each linkQ at each time
stepoN D as:

"0

° 5 o o Py

Substituting Equation3(14) into Equation §-15) yields an equivalent formulation:

0

m ., p c po

This expression increases and becomes infinity (i.e., extremely large), as utilization
approaches 1. The function captures link overutilization as a function of the utilization
total flow decision variable and capacity parameter, without invoking delay or queueing
assumptions. The cumulative overutilization cost over all links and time steps is

expressed as:
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In combination with the hard capacity constraint, the function encourages balanced traffic
distribution across the network.

3.2.5Penalty UnservedRequest$

We define the penalty as the total cost incurred due to unmet service requests over all
time steps. If a service request is not routed at time t, it violates its SLA and incurs a
penalty based on its Class of Service (Cd@8g total penalty incurred over the planning
horizon ismodeledas:

ND Ny
Where

T Ttis thepenalty weighfor CoSaassociated witla service requed®,
representing the economic cost of SLA violation.
This formulation penalizes unfulfilled routing decisions across all time steps and service

classes, weighted by their respective SLA expectations and business criticality.
3.2.6Multi -Objective Optimization Model

The problem is formulated aan MOO model comprising five objectives. These
objectives reflect key performance dimensions of the network: total revenservice
survivability &, total risk ®, overutilization costo, and SLA violation penaltyy .
Revenue and survivability are benadriented metrics and are therefore maximised,; risk,
overutilization cost, and penalty amstorientedmetrics and are minimised. Because
these objectives conflict, improving one may degrade andtieimodel retains them as
independent components, permitting explicit exploration traideoffs rather than
collapsing them into a single weighted sum.
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For consistency across objectivedl objectives are expressed in minimisation form,

yielding the objective vector

subject to

1 Routing constraints: Eaglequesimay use at most one path per time step.

W j p J QN7 ON D 0 ¢

Ny

M Classlevel link-load definition

Q © & o PG

1 Capacity feasibility:

1 SLA availability constraints:

P
¢ se%

| oy

This formulation provides a flexible decisisnpport framework capable of
revealing the tradeffs between economic gain (revenue), quality of service
(survivability, penalties), and operational constraints (risk, overutilization). The next
chapter presents the experiment al design wu

dynamic network conditions, varying service classes, and risk scenarios.
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Chapter 4: Experimental Design

In this chapter, we present the development of the experimental design and
implementation framework for evaluating the optimization model introduced in Chapter
3. The Nondominated Sorting Genetic Algorithm Il (NSGA is used to solve the
optimization model The chapter outlines the algorithm components, including the

process of evaluating solutions and the mechanisms for maintaining SLA compliance.

4I1INSGA | 1 Framework Overview

Genetic algorithmshave been widely adoptedh routing and network desigfv8].
Motivated by these advancesbjs study developa multiobjective Genetic Algorithm
(GA) framework to address the muttbjective routing of service requests in a dynamic
network environment, where link failure probabilities vary over tiike proposed
framework is designed to maximize revenue and service survivability while minimizing
risk, overutilization, and penalty, subject to bandwidth constraints and minimum service

level requirements

The algorithm is implemented using Distributed Evolutionary Algorithms in
Python (DEAPJ. This computation frameworkupports the modeling of complex multi
objective optimization(MOO) problems. The key components of the methodology
include service request generation, path enumeration, solution encoding, fithness
evaluation, feasibility enforcement, and genetic operators. répeesentation of our

framework is provided idlgorithm 1.

3 https://deap.readthedocs.io/en/master/
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Algorithm 1 Genetic Algorithm for Optimal Demand Routing
1: Tnput: Population size p, offspring size A, number of
generations G, crossover rate C,, mutation rate M,
Initialize population Py with p individuals
Evaluate fitness for each individual in Py
for g =1 to G do
Select A parents using tournament selection
Apply crossover and mutation to produce offspring Q,
Evaluate fitness of all individuals in Qy
Merge populations: Ry = Py—1 U Q4
Select next generation P, < NSGA-II selection on
R.ﬁi
10: end for
11: Output: Pareto-optimal individuals from final popula-
tion Pg

A AT A

The routing problem considersultiple service requests between origlastination
(OD) pairs over a network composed of a fixed set of nhodesiadicected links. Each
link is characterized by a known bandwidth capacity, while each service request specifies
a required bandwidth, a revenue accrued if successfully routed, and a penalty incurred if
unsatisfied. Each service request is assigned@ass of Service (Co%¢.g., Platinum,
Gold, Silver, Bronze). These Classes of Service are governed by a minimum-kxeice
requirement that must be satisfied over the planning horizon. Also, each network link is
assigned a timdependent probability of failure to reflect the dynamic nature of the
event. Following the mathematical model presented in Chapter 3, the optimization
problem considers five objectives: maximize revenue, maximize survivability, minimize
risk, minimize overutilization, and minimize penalty. These objectives arealigmed
and often competing. For instance, minimizing risk may necessitate rerouting high
revenue service requests through Ilowea&pacity links, which may increase
overutilization, or longer routes passing multiple linkisd hence increasing the load on
certain links along the route. Consequently, the model is formulated as abjediive
optimization problem, where traadfs among objectives are evaluated using Pareto
dominance. Under this principle, a solution is said to dominate another if it is no worse in
all objectives and strictly better in at least one, resulting in a set of Pareto frontier
comprising nordominated solutionf79].
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4.2 Solution Representation and Initialization

Each solution candidate, referred to as an individual, is encoded as a list where each
element represents the selected routing path (by index) for a specific OD service request.

A speci al value of 11 denotes that a seryv
individual equals the total number of OD service requests multiplied by the number of

time periods in the planning horizon. As illustrated in Figlite each gene represents the
selected path of each OD at each time step, writtelY a®r example'Y is service

request number 1 at time step 1. A complete solution is represented by populating these
genes with feasible path selections. Given that multiple viable paths are predefined for
each OD pair, a path is randomly assigned to each routed service request during
initialization. The initial population is generated by repeatedly constructing individuals in

this manner, subject to bandwidth capacity and seteis constraints.

Inidivual Solution

R} R} | R} RT RT | RI

Solution Representation

1 0 -1 4 4 2

Figure4.1 Solution representation in the DEATased framework

To ensure that the algorithm starts with a feasible population, the initialization
process includes a custom individual creation function. This function randomly assigns a
path index (or-1) to each service request wighprobability of being routedlt then
validates the individual for compliance with both the minimum service level constraints
(per class) and the link capacity constraints. The algorithm excludes the individuals that
do not satisfy these conditions from the initial population, anehforces constraint

satisfaction throughout the execution. As discussed in Chapter 3, the link capacity
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constraint requires that the sum of all routed flows through any link at any time step must

not exceed the available bandwidth capacity.
4.2.1Fitness Evaluation and Genetic Operators

Fitness evaluation models the relationship between routing decisions adgntraic
network state at each time stdjne algorithm employs crossover and mutation to explore

the solution space.

1 Crossover: Two parent chromosomes exchange segments of their genetic
material to produce offspring during crossover. The first two genes are inherited
from Parent 1, and the remaining genes from Parent 2. This results in @ hild
chromosomethat combine characteristics from both parents.

1 Mutation: The mutation operator randomly selects a service request. It modifies

its assigned path by replacing it with
process, (11) i ndicates t hAaexampleefa ser vi
mutation is illustrated in Figurd.2 , where the second genec
from 1 to 11

The above process enables the algorithm to explore diverse regions of the solution
space. This exploration helps the algorithm to avoid convergence to local optima and
continue searching for better solutioAslocal optimum is a solution that is better than
its immediate neighbors but not globally opting0].

Figure 42 illustrates the application of crossover and mutation operators in the
proposed DEAMased NSGAI evolutionary framework. In this example, each
individual is represented as a chromosome comprising foucoead genes, where each
gene value is selected from the set {11,
parents are selected, and two offspring are generated. The parents are partitioned into two
parts, and the parts make up new individuals. For the mutation operation, one individual
is selectd; then each gene is selected with probability equal to the probability of
crossover, and for genes selected, their solution is changed to create a new individual.
Each chromosome represents a routing solution. Each gene corresponds to a service

request and stores the index of a precompu
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not assignedn the crossover example, two parent chromosomes exchange parts to create
two new offspring. This helps combine routing decisions from both parents and explore

new solutions.

In the mutation example, some gene positions are randomly selected and changed.
The new value may be a different path inde
routing options and maintain diversity. Both operators help the algorithm search the

solution space while respecting limits like bandwidth

Crossover
Parent 1 -1 3 | -1 -1 4 4
Parent 2 2 1 3 3 -1 2
N J

Y
Offspring 1 | -1 | 3 | 1 31| 2
Offspring 2 | 2 1 3 -1 4 4

Mutation

J L

Individual 3 -1 2 3 | -1 2
before

Individual 3 1 2 3 [ -1 | 3
after

Figure4.2 lllustration of crossover and mutation in the DEB&sed genetic algorithm

1 Selection Selection is applied using Pareto dominance and crowding distance to
maintain diversity. |l ndi vidual s are sor
and selection favors individuals with high diversity and superior objective values.

A custom population generation function ensures that mutated individuals remain
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feasible. If a mutation results in an infeasible individual, it is discarded or
reprocessed until feasibility is restored.

The full execution flow of the proposed NSGKAbased evolutionary framework is
outlined in Algorithm 2.The process starts with the initiation of a feasible number of
individuals, each reflecting @mplete set ofouting solutions In each generation, parent
solutions are selected using binary tournament selection based on Pareto rank and
crowding distance[81]. Offspring are generated through crossover and mutation
operators designed to preserve feasibility while introducing diversity. The current
population is then merged with the offspring, and-dominated sorting is applied to
organize solutions into Pareto fronfs.new population is formed by iteratively adding
individuals from the best fronts, with a crowding distance used to maintain diversity
when needed. After a fixed number of generations, the algorithm outputs the final set of

nornrdominated solutionthat reflect optimal tradeffs among the defined objectives.

52



Algorithm 2 NSGA-II for Multi-Objective Demand Request
Routing

S A

ol

34:

Input: Population size 7y.,, Offspring size A, Maxi-
mum generations ngen

: Initialize population PO) with npep individuals
. Evaluate objective functions for all individuals in P(®)

for g = 1 to nge, do
Selection:
Use binary tournament selection based on rank and
crowding distance
Select parents from current population P¥—1)
Crossover:
for each pair of selected parents do
Apply crossover operator (e.g., Order Crossover
(OX) or Partially Mapped Crossover (PMX))
Generate two offspring from the parent pair
end for
Mutation:
for each offspring do
Apply mutation operator (e.g., Swap Mutation,
Inversion Mutation)
Swap: Randomly select two positions in the chro-
mosome and swap them
Inversion: Select a sub-sequence and reverse it
end for
Evaluation:
Evaluate objective functions for all offspring
Merge and Sort:
Create combined population R, = P9~ UQ, 4
Perform non-dominated sorting on R, to form fronts
Fi, o
Initialize new population P9) = ()
for each front F; in order do
if [P9)| + |Fi| < npop then
Add entire front F; to P9)
else
Sort F; by crowding distance
Fill P9 with the most diverse individuals
from F; until size n,,,
break
end if
end for
end for

35: Non-dominated set of solutions from final population Pg
36: Output: Set of non-dominated solutions
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4.2 2lllustration of Genetic Operators in Routing Optimization

In the proposed DEABased NSGAI evolutionary framework, each chromosome
represents a complete routing solution over a planning horizon composed of multiple
time steps. The network operates on a fixed set of service requests, each defined by an
Origini Destination (OD) node pair. No new requests are introduced during one full
planning horizon, anthe set of OD pairs remains constant across all time dbguh

gene in the chromosome corresponds to the selected path for a specific service request at
a specific time stepThe gene value is an integer indicating the index of a precomputed

path or 11 if the request is not routed.

To simplify the example, we assume that there are three service requests over two
time stepsThe chromosome is thus composed of six genes, three OD pairs multiplied by
two time steps. Each gene stores the index of the selected routing path for the
corresponding request and time. For example, the chromosome [1, 11,23]3n Figure

43 can be interpreted as foll ows: at ti me
follows path 1, and OD 1Y4 follows path 2;
12Y5 is not routed (71), and OD 1Y4 follow

7-5 |12-5| 1-4 | 75 [12-5| 14

—— ~—~—

Time Step Time Step
1 2

1 1 2 3 -1 3

Figure4.3 Chromosome representation for three OD pairs over two time steps

Consider that for the request from node 12 to node 5, the path generation algorithm

produces five options:
T 11:]
1 1:[12, 10, 8, 6, 5]
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1 2:[12, 13, 6, 5]

1 3:[12, 10,7, 5]

T 4:[12, 183, 3, 5]

Among these, the four numbered paths ar e
option where the service request is not routed. In the earlier example, the gene value for
OD 12Y5 at time step 1 is 1, indicating th
6, 5]. Suppose the mutation operator selects this gene and changes its value to 3. The new
path would be [12, 10, 7, 5], resulting in an updated solution that reflects an alternative
routing decision based on dynamic risk or capacity conditions. If the mutation instead

changes the value to T1T1, the request i s ex

due to infeasibility or link failure.
To demonstrate the crossover operator, consider two parent chromosomes:

1 Parentl:[1,1, 2, 3], 3]
1 Parent2:[2,3,1,1,2,1]

If crossover occurs after the third gene, the resulting offspring are:

1 Offspring 1: [1, 1, 2, 1, 2, 1]

1 Offspring 2: [2, 3, 1, 3;1, 3]

Offspring 1 inherits routing decisions for time step 1 from Parent 1 and those for time
step 2 from Parent 2. Conversely, Offspring 2 inherits the complementary segments.
while introducing variation through the mixing of different parent solutions.

Next, consider a mutation applied to the second gene of Offspring 1, which
corresponds to OD 12Y5 at time step 1. The
10, 8, 6, 5]. If the gene is mutated to value 3, the path changes to [12, 10, 7, 5], resulting
in the updated chromosome [ 1, 3, 2, 1, 2,
the updated chromosome becomes 112, 1, 2, 1], indicating that the service request is
not routed at that step. Such mutations introduce diversity into the population, allowing
the algorithm to adapt routing strategies to changing network conditions such as risk or

utilization.
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These examples demonstrate how crossover and mutation operators work in tandem
with the chromosome structure to explore a diverse space of routing strategies. The fixed
length and consistent ordering of genes ensure that each individual represents a full,
comparable networlide solution. This framework allows the algorithm to adapt routing

decisions over time in response to evolving network dynamics such as link failure,
utilization, and servicéevel constraints.

Scenario Inputs

v

Preprocessing: K-Paths, OD
Replication, Time-horizon

v

Chromosome Encoding:
Gene = (0D, time period)

v

Initialize NSGA-II Population

v

Evolutionary Generations (loop)

v

Evaluate Objectives over
Full Horizon forallt=1...T

v

Discard Dominated / Inferior Solutions

v

Crowding Distance Assignment,
Selection

v

Crossover

h J

Mutation

v

Form Next Generation
v
More generations?
v NO

Yes

Final Pareto Set routing plans (all t)

Figure4.4 Overall optimizationexecutionflow
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For each scenario, the optimization is triggered once and solved over the full planning
horizon. Each chromosome encodes routing decisions for everyirddpair, so time
periods are represented as genes within an individual, not as separate optimization runs.
During evaluation, all time steps are processed together to compute the five objectives
(revenue, survivability, SARM, overutilization, and penalties), and N3G&olves a

population of such muHperiod routing plans over many generations

4.3 Experimental Setup

All experiments were conducted using Google Colaboratogloudbased development
environment provided by Googl e. We wused
specifications are consistent with the default virtual machine provided by Google Colab:

1 Processor (CPU): Intel(R) Xeon(R) CPU @ 2.20GHz (2 cores)
1 Memory (RAM): 12.7 GB
1 GPU: Not used (all computations were performed on CPU)
1 Operating System: Ubuntu (underlying VM environment)
1 Python Version: 3.10.12
All experiments use fixed seeds and common random numbers across generations for

hazard/demand sampling to reduce evaluation noise.
4.3.1Evolutionary Algorithm Parameters

We investigaed the selection of NSGAl parameters by analysing the algorithm's
convergencebehaviorunder various settings. For each parameter setting, we egcord
both the best objective function values and the computational time, enabling informed
parameter selectiolhe selection of parameter values to test (such as population size,
number of generations, and mutation type) was based on common guidelines in
evolutionary computation literature and our empirical studi82y, [83]. For genetic
algorithms, the commonly used population size range is betweand®D0 individuals.
Inadequate variety from smaller populations might face premature convergence, which
might lead to a limited search space, while if the population size is too large, it might

result in substantial computational expenses without corresponding enhancements in
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solution quality(84], [85], [86] We therefore tested population sizes of 50, 100, 200, and

300 to span this practical range and observe the-tfideetween solution quality and

computational cost. Similarly, the number of generations varied across a representative

range (up to 300 generations) while monitoring the convergbabavior. Mutation

strategies (such as swap, inversion, and scramble) were chosen based on their known

suitability for permutatiorbased representations, as discuss¢84h[88]:

il

Population size: We investigat¢he following values {50, 100, 200} based on
convergencebehavior and computational efficiency; a population size of 50

individuals per generationwasselected (see AppendbigureA.1).

Number of generations: The algorithm is executed for up to 300 generations to
study convergence trends, as illustrated in Figute Based on the convergence
profiles, our results demonstrated that approximately 300 generations are
sufficient: beyond this point, improvements across all objectives diminish
significantly. For instance, the overutilization objective improves by less than 2%
after 300 generations, while the computational time increases by nearly 50%,

indicating diminishing returns.

Mutation method: A polynomial mutation operateasemployed, with mutation
probabilities explored at {0.1, 0.2, 0.3} and a distribution index of 20. A mutation
probability of 0.1was selected based on convergence stability and solution

quality.

Selection method: Tournament selection with a tournament size equakds 3
used. Simulated binary crossoweasapplied with a crossover probability of 0.9
and a distribution index of 20.

Elitism: To preserve higlquality solutions across generations, the best individual

from each generationasretained in the population.
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4.3.2ConvergenceBehavior Analysis

Figure 45 presents the convergenbehaviorof the five primary objective functions:
revenue maximization, survivability maximization, risk minimization, overutilization

minimization, and penalty minimization.

The revenue curve increases rapidly during the first 50 generations, indicating
effective exploration of highhevenue solutions. From generation 50 to 150, the
improvement slows as the algorithm focuses on local search. After generation 200, the
revenue stabilizes near its maximum value of 1.0 with minimal change. The close match
between the raw values and the smoothed fitness curve confirms stable convergence. The
risk objective follows a more complex convergence pattern compared to revenue. In the
early generations, risk values increase slightly due to the algorithm's exploration of
diverse solutions that favor higlbvenue paths, which often involve riskier routes.
Between generations 50 and 150, the algorithm begins to balance revenue with risk,
initiating a gradual decline in risk values. Unlike revenue, risk continues to decrease
beyond generation 300, indicating ongoing adjustments driven by diversity preservation
and the tradeffs along the Pareto front. This extended decline reflects the-multi
objective nature of the problem, where minimizing risk remains a competing objective
even after revenue stabilizes. By generation 500, risk drops below 0.86, demonstrating

the model's ability to mitigate risk while maintaining feasible and profitable solutions

The survivability objective increases steadily throughout the generations. In the early
stages, the improvement is slow, as the algorithm explores different solutions. After
generation 100, survivability begins to rise more clearly. The values continue to improve
until they approach 1.0 near generation 500is indicates that survivability benefits
from continued evolution and is not fully optimized in the early phases. The consistent

trend shows that the algorithm gradually selects more reliable paths over time

The overutilization objective shows a fluctuating pattern during the first 150
generations. This variation reflects the tradie between reducingverutilization and
satisfying bandwidth requirements. After generation 150, overutilization begins to decline

more steadily. By generation 500, the values approach UI86.indicates that the
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algorithm gradually finds routing solutions that distribute traffic more evenly and reduce

pressure on highly loaded links

The penalty objective decreases rapidly during the first 75 generations. The value
reaches zero and stays constant for the rest of the evolitigindicates that the
algorithm quickly filters out solutions that violate serviegel agreements (SLAS). The
flat curve beyond generation 100 confirms that all selected solutions remain feasible and

penaltyfree as the search progresses

Algorithm Convergence
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Algorithm Convergence
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Algorithm Convergence
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Figure4.5 Convergencéehaviorunder five objective functions

The convergence trends show that revenue and penalty stabilize early, while risk,
overutilization, and survivability continue to improve gradually over a longer horizon.
This behaviorreflects typical NSGAI dynamics, where early progress is driven by
easily optimized objectives, and later stages focus on balancingoffad®y generation
300, most objectives exhibit minimal change, indicating that the algorithm has reached a
stable set of higlguality solutions. This point offers a practical balance between

convergence and computational efficiency for the experimental analysis
4.3.3Scalability Evaluation

Figure 46 presents a logpg plot of the CPU computational time versus the number of
service requests, measured over 300 generations. As the number of requests increases
from 300 to 1000, the CPU time scales approximately linearly on théodogcale,
indicating a polynomial growth pattern in computational complexity relative to problem
size. Despite the increase in demand, the algorithm maintains scalability; even at the
largest tested size of 1000 service requests, the total computation time remhins wit
approximately 1500 seconds (around 25 minutes). These results suggest that the

algorithm scales in a computationally tractable manner under increasing problem sizes,
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despite the added complexity of solving a malijective optimization problem with

dynamic link failures and bandwidth constraints.

Log-Log Plot: CPU Time vs Number of Requests

—@— CPU Time vs Requests

6x10°

CPU Time (seconds, log scale)

4x10°

2x10° 3x10° 4x10° Bx10° 10
Number of Requests (log scale)

Figure4.6 log-log plot of the CPU time in seconds as a function of the number of service requests

4.3.4Simulation Framework: Classes of Service and Traffic Modeling

One of the primary motivations behind this wevksto demonstrate how the routing of
service requests belonging to the same CoS and sharing the same OD pair evolves
dynamically over time, as link failure probabilities vary due to disasters such as
earthquakes. To illustrate tHighaviorin this chapter, we utilizéhe European Reference
Network (ERnet), which is shown in Figuder, with 37 nodes and 57 undirectedges,

asa case studi89].
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Figure4.7 European Reference Network (ERMéf}]
To reflect realworld network conditions where service requests vary in importance,
bandwidth, and SLA expectations, we define multiple Classes of Service (CoS) with

distinct characteristics that influence routing priorities and penalty structures

1 Four CoS, Platinum, Gold, Silver, and Bronze, are considered, with corresponding
proportions of 0.12, 0.22, 0.22, and 0.44, respectijgglj,

1 A total of 250 service requests are generated, with OD pairs selected uniformly
across all nodes. Each service request is assigned a priority class according to a
Poisson distribution.

1 We assuméour time periods within the planning horizon.

Table4.1summarizes the key characteristics of each service class, including revenue,

bandwidth, SLA thresholds, and penalty weights, as used throughout the simulation

framework.
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Table4.1 Characteristics of Classes of Service (Ci@3], [91], [92]

QoS .
Revenue I Priority Penalty
CoS Weight Parameter | Availability Weight Weight
(BW) du
bm O Ha
Platinum 1000 15 99.999 2 10
Gold 750 10 99.99 15 10
Silver 500 5 99.95 1 10
Bronze 250 2 99.9 0.5 10

For each OD pair, the algorithm selects routing paths from a predefined subset based
on the shortest available routes. Specifically, the number of candidate paths per OD pair
is limited to four. This path capping strategy is crucial: in legae, partially or fully
connected networks, the discovery of feasible paths between any OD pair will have a
complexity of Of!) [93]. Setting up the value of the number of available paths
connecting each OD pair will be very important for the algorithm. More options for paths
(i.e., higher value of available paths) increase the size of the solution space while offering
more options for routing and hence more flexibility. This flexibility is expected to yield
better solutionshowever, there will be a point where adding more paths for each OD pair
will only add a very small value to the quality of the solutions found by the algorithm.
Therefore, we perform numerical analysis to pick a good value of the number of paths for
each OD that yields a reasonable solution quality. To this end, we explore the following
values for the number of path§3, 4, 5, 6, 7, 8, 9}. Results are provided in detail in
Appendix Table A.1 and we choose the value of 4 paths moving forward. By limiting
eah OD pair to the top four shortest paths, the algorithm reduces the total number of
decision variables in the underlying mathematical model, which results in shorter
processing time. Consequently, the number of decision variables and constraints in the
underlying mathematical model is restricted, leading to improved scalability in both
memory usage and processing time. As a result, the proposed framework maintains
computational feasibility as problem size increases and can be applied in scenarios where
routing decisions need to be made within a bounded time. The detailed procedure for

executing the path generation for each OD pair is outlined in Algorithm 3.
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Algorithm 3 Path Enumeration for Each Origin Destination
Pair
1: Input: Graph G, demand set D, number of paths K
2: for each demand (0,d,t,¢) € D do
3: Drop the time index ¢ and class index ¢
if pair (o, d) not already processed then
Find top-K shortest paths from o to d using Yen’s
algorithm
6: Store the set of paths for (o,d) in P, 4
7: end if
8: end for
9: Output : All path sets {P(, 4)}

vk

Algorithm 3 performs path enumeration by computing a fixed number of shortest
paths for each unique OD pair in the service request set. For each request, the time index
and service class are dropped, and the algorithm checks whether the corresponding OD
pair has already been processed. Il f not ,
shortest paths between the origin and destind®@iéh These paths are then stored in a set
associated with the OD pair. This procedure avoids redundant computation and ensures
that each OD pair is processed only once. The output is a collection of precomputed path

sets, which are later used to support routing decisions in the optimization model.

To ensure consistent comparison of routing decisions across the planning horizon,
each OD service request is duplicated identically across all time periods. Specifically, the
same OD service request, assigned to the same service class, is instantiated at time
periods 1, 2, 3, and 4. This setup is critical for isolating the impact of changing link
failure probabilities on routing decisignas it ensures that observed differences in
routing are attributed solely to network dynamics rather than variations in the demand

structure.

To model the timevarying dynamics of link failurdoehavior we define a base
failure probability for each link, sampled uniformly between 0.03 and &0gresented
in Figure 48. At the second timstep, 30% of the links are randomly selected and their
failure probabilities are increased by 100% relative to their base values, while the
remaining links retain their initial probabilitig89]. For the third time step, 50% of the
links are randomly chosen: their failure probabilities are increased by 50% relative to the

base case, while the other 50% experience a 50% reduction in their failure probabilities.
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At the fourth time step, 30% of the links are again randomly selected for a 60% increase
in failure probability, while another 30% undergo a 60% reduction, both relative to their
respective base values. This staged adjustment introducasiiorm, timedependent
variations in network risk over time due to external eventsch areshown in Figures

48to 4.11.

Service requests are generated using a uniform distribution for OD pair selection,
ensuring that all nodes have an equal probability of being chosen as either origins or
destinations. This approach reduces structural bias and allows the routing algorithm to be
evaluated under balanced and statically balanced flow distributions. In contrast, priority
classes are assigned to service requests asiH@sson distribution, which models the
naturally skewed servieglass frequencies. Most service requests are assigned to mid
priority classes, while fewer requests populate higher or lower priority classes. This
probabilistic setup facilitat bebavibrdtressa v al u a

range of servicelass distributions and under varying network conditions.
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Time Step 2
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Time Step 4

Figure411Net wor k vi sualization of |l inksdé probability of
increase their probability of failure by 60%, randomly select 30% of links and decrease their probability of failure by
60%)

4.4 Normalization of Objective Function Values Across the Pareto Front

In our work, we have five objectives to optimize; each objective function values come
from a different range. For example, total revenue for @&@icerequests and-me

steps usually comes in the range of 500,000,000, depending on the revenue per class
and other factors. On the other hand, the values of risk are usually within the range of
1,000:3,000. Therefore, we normalize the value of each objective function after solving
the model and getting the optimal solution. This process does not affect the procedure of
the NSGAII algorithm; it only changes the values of the objective functions post the
solving process so that the reader can get a better sense of objective function values.
Hence,after solving an instance, the reported value of each objective function for any
given solution (recall that at termination, we receive all Pavptonal nondominated

solutions) is calculatef®5]:

. - U O OoQE "Qavdwd 6 'Q
D1 AR o oadHY—"—-F+"—————— .U
) AOOQABEGA 0QE Qauoumon
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Where

1 U o areféls to the objective function value of a given solution

1 & Q¢ Qdavowwda kefers to the smallest value of that objective across all Pareto
optimal solutions

1T & O Qdaw @ areférs to the maximum value of that objective across all Pareto

optimal solutions.

This process is done for each objective function meliriis important to note that the
normalized objective values displayed in the Pahetot figures donot represent inpiit
output relationships in the traditional sense. In rmlfjective optimization, each axis
corresponds to amdependent objective functipmnd the plotted front visualizes the
tradeoff surface formed by simultaneous optimization rather than a directional
dependency. Therefore, the choice of which objective appears onakis Br yaxis
does not imply functional hierarchy; the treafé can be interpreted in either direction.

This also ensures consistency across figures within the chapter

4.5 Conclusion

This chapter detailed the experimental framework developed to evaluate the proposed
dynamic, servicaware multiobjective routing model. The solution approach is
implemented using the NSGI evolutionary algorithm, tailored for routing in networks
subject to timevarying link failures and bandwidth constraints. The performance of the
proposed approach is evaluated in Chapter 5 through simulation experiments conducted

onarealistic network topolog
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Chapter 5: Performance Evaluation

This chapter presents the performance evaluation of the proposed dynamic;aeariee
mult-obj ecti ve routing framewor k. The analy
adaptability,generated by the NSGH algorithm introduced in Chapter 49 dynamic

link failures, capacity constraints, and SLA requirements. Rolaigvioris evaluated

across time steps under disagtetuced dynamic risk and different network settings. The
chapter also includes a detailed sensitivity analysis to assess the impact of link failure
probabilities and algorithm parametefdl. diagrams presenting objective function values

(e.g., revenue, risk, survivability, overutilization, and penalty) are normalized using min

max normalization, discussed in Chaptert@ enable meaningful comparison across

metrics with different scales.
5.1 Routing Sensitivity Under Time-Varying Risk Conditions

In this sectionwe start with an investigation of the sensitivity of the routing decisions to
the changes in the link failure probabilities over time, which leads to dynamic network
risk. A fourstep disaster scenario in the ERnet topology was simulated based on the
discussions in Chaptéour. The focus was on how path selection changes in response to
risk evolution over 4 time periods aar planning horizon. Link failure probabilities were
varied at each step to reflect increasing disaster impact: starting from a baseline in T1,
30% of links have doubled failure probability in T2; in T3, 50% of links are adjusted
+50%; and in T4, 30% are adjusted £60%. Service requests are fixed across time steps
with identical OD pairs, and CoS (Platinum, Gold, Silver, BronZ®).evaluate the
sensitivity of routing decisions to changing network conditions, a Monte Carlo simulation
with 90 independent runs is conduct&ie then measure how many service requests
change paths between time steps for the sam€@®flows from T1 to T4.

The results are summarized in Figsel, which presents the percentage of
service requests experiencing a routing change between time Wfepsan see that
around twethirds of service requests undergo routing changes between consecutive
intervals (T1YT2, T2YT3, and T3YT4), while

between T1 and T4. This cumulative increase highlights how repeated incremental shifts
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in network risk collectively drive significant rerouting over time. The highest median
change occurs between T2 and WBen risk changes the most across half the links due
to a big shiftinthel i nks & pr oba.binl ictoings asft ,f &i3IYdTHe ex

change, suggesting increased route stability, possibly due to the saturation of feasible
low-risk paths.

Boxplot for percentage of routing change overtime
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Figure5.1 The percentage of dynamic routing varies at each time step

These results demonstrate that the proposed optimization framework delivers dynamic
routing decisions that respond to dynamic network changes, without introducing large

fluctuations between time steps during disruptive events.
5.1.1Sample of Dynamic Routing

To illustrate how the routing framework adapts over time in response to dynamic link
failure probabilities, this section presents a sample edgstination (OD) flow under the
AGol do priority <c¢lass. The origin for t he
destination is node 6. This request remains fixed throughout the planning horizon from

T1 to T4, and its routing path is optimized independently at each time step according to

the evolving failure probabilities
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The routing path selected and the || ink

network ERnet, are illustrated in Figute2 The plots highlight both the active route (in

blue) and the failure probabilities on each link (in black). Red links denote edges whose
failure probability changed from the previous step. As shown, the routing path changes

over time: the path at T1 is [30, 28, 9, 7, 5, 6]; in T2, the route adjusts to avoid more
vulnerable links, resulting in a longer path [30, 28, 9, 7, 10, 8, 6]T3na more

substantial shift occurs due to major risk changes, leading to [30, 28, 29, 11, 10, 8, 6]. At

T4, the route reverts to the same configuration as in T2, indicating that earlier paths may
regain viability when link risks decrease. This example demonstrates thearmtonic

and adaptive nature of routiighaviorin a dynamic risk environment.

Time Step 1
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Time Step 2

Time Step 3
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Time Step 4

\&% 36 014 35

Figure5.2 Dynamicrouting visualization over timd&1 to T4 for Node 30 to Node 6 (Gold CoS)

5.2 Sensitivity to Link Capacity Constraints

5.2.1Performance Sensitivity to Link Capacity by Service Class

This section shifts focus from the tire®olving behaviorof routing paths (discussed in
Section 5.1) to the final service outcomes observed at the end of the planning horizon T4.
We analyze the impact of link capacity constraints on key performance metrics and the
aggregate service level achieved by each CoS. Service levels are computed once, at the
end of the simulation, and represent the overall success rate of fulfilling service requests

per class.

Two sets of experiments are conducted under differing network conditions: one
assuming relatively high link bandwidth capacity (unconstrained netyemkl)the other
assuming relatively low link bandwidth capacity (constrained network). In the

unconstrained network scenario, each link is assigned a capacity dME) while in
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the constrained network scenario, link bandwidth is limited tMBP<'. Service requests

are routed under both conditions to assess the sensitivity of the system to bandwidth
availability. The characteristics of each service class are defined in Section 4.3.4 in
Chapter 4 Figure 5.3 compares the service levels achieved by the four priority classes
(Platinum, Gold, Silver, and Bronze) across the two network configurations, constrained
and unconstrained, using boxploaximum values shown in the plots reach 100%, as
indicated by the upper whiskers in each boxpRiatinum flows achieve the highest
service levels under both capacity scenarios, with relatively low varidh¢esuggests

that the optimizer consistently prioritizes higgvenue, higtpriority flows. Gold services

show a mild improvement under loose capacity but remain stable across both cases
However, the impact of constrained bandwidth becomes more visible in-fpoiwaty
classes. Under the constrained network condition, the "Bronze" class shows the largest
decline in average service level. It has the widest spread in the boxplots, indicating higher
vulnerability to service degradation. Conversely, in the unconstrained network
configuration, all classes, especially Silver and Bronze, benefit from an improvement in

the median service level.

The results show that the model adapts to bandwidth constraints while preserving
classbased service differentiation. Platinum services remain-pegforming, with little
gain from added capacity. In contrast, Silver services degrade almost as much as Bronze
under tight conditionsThis suggests that mitler services are more vulnerable than
expectedThe increased spread in service levels for Silver and Bronze classes under tight
capacity indicates inconsistent performance. This variability means that even when
average service levels remain acceptable, many individual flows may experience
significant degradation. Static prioribased routing may not be sufficient in these cases.
Instead, adaptive mechanisms that consider both mean and variance in service levels are

needed to maintain reliability under constrained conditions

4We decide on the value of 8@bpsas we approach infeasible network with less capacity. Specifically,
under the provided values of service request, the network is infeasible at capaciilgd<t0
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5.2.20verutilization VersusRevenueTrade-off

We examine the tradeff between revenue and overutilization under varying network
capacity conditions. Figur®.4 illustrates the Paretoptimal solutions for both the
constrained and unconstrained network scenarios. the constrained network
configuration, as revenue increases, overutilization cost rises nonlinearly, with values
ranging between B4 and 1.00. This trend indicates that under limited bandwidth,
revenue maximization leads to higher overutilization levels due to repeated use-of high
utility links approaching capacity saturation. In contrast, the unconstrained network
configuration exhibits a smoother, ndi@ear increase in overutilization cost, confined
within a narrower band of approximately00to 0.25. Despite achieving similar revenue
levels in both settings, the unconstrained network can maintain more balanced load

distribution across links, thereby mitigating the overall cost of overutilization.
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Pareto Front: Revenue vs Overutilization
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Figure5.4 Overutilizationvs Revenuaindera constrained network and unconstrained network

The resultan Figure 5.4show thatin our experimers, both network types can
reach similar revenue. However, constrained networks lead to much higher
overutilization costsThis is because limited capacity forces the use of a few critical
links, pushing them close to saturation. In the unconstrained case, traffic is more evenly
spread, keeping overutilization costs lower and more stdbis. shows that network
flexibility improves costefficiency. The Pareto fronts help select solutions that balance

revenue and resource usage.
5.2.3Risk Versus Survivability Trade-off

Figure 5.5 illustrates the Pareto fronts for the tremf& between survivabilityand risk

under constrained and unconstraimeditions In the constrained netwarkisk values

range from QLOto 1.00, and survivabilitgpans the full rangés survivability increases,

risk rises nonlinearly, with a steep climb beyond survivability values of abouTBi$.
indicates that pushing the system toward higher survivability comes at the expense of
sharply elevated risk when capacity is limitéa contrast, the unconstrained network

showsa more gradual increase in risk across survivability levels. Here, risk values remain
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consistently lower for the same survivability outcomes, with the curve shifted downward
relative to the constrained caskhis means the unconstrained network can achieve
survivability levels above 0.8 while keeping risk around 0.8, whereas the constrained
system pushes closer to 0079 risk in the same region

Pareto Front: Survivability vs Risk
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Figure5.5 Risk vs Survivability undera constrained network arah unconstrained network

The constrained caseaherefore produces a steeper tradf#, showing that
capacity limitations force the algorithm to rely on more faHprene links to sustain
survivability. In the unconstrained case, additional path diversity allows high

survivability to be preserved while containing risk at more manageable levels.
5.2.4Survivability VersusRevenueTrade-off

Figure5.6 illustrates the Pareto fronts for the treafé between revenue and survivability
under constrained and unconstrained network configurations. In both scenarios, the
results reveal a positive correlation between the two objectives withlimear and
slightly convex curves. fis outcome reflects the structure of the objective functions.

Survivability is computed from the product of lidvel reliability, while revenue is

79



driven by the allocation of higpriority, high-value serviceequestsServices with higher

revenue weightand priority levelsare assigned to paths with lower risk, which leads to

higher survivability.

Pareto Front: Revenue vs Survivability
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Figure5.6 Survivability vs Revenuaundera constrained network and unconstrained network

At lower revenue levels (0.0.4), both solutions almost overlaphis indicates
that when few services are admitted, both network types can place them on similar high
reliability paths.By the time revenue reaches 0@, the unconstrained solutions
consistently achieve slightly higher survivability values (about i@@5 units higher)
than the constrained ones. This gap shows that when demand grows, limited bandwidth
forces the constrained network to route some flows through less reliable links, reducing
the overall survivability scord he slope of both fronts also changes across the range. Up
to revenue 0.8, the relationship remains nearly linear, but after this point, survivability in
the constrained case increases more slowly and begins to flatten out, while the
unconstrained case continues to rise closer to the diagonal line. This flatieowsthat

further revenue gains come at the expense of survivability in constrained conditions
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5.2.5Risk VersusRevenueTrade-off

Figure 5.7 presents the tradeff between revenue and risk under constrained and
unconstrained network conditions. both cases, the relationship is positige revenue
increases, risk also rise$his is expected, since accepting more flows to maximize
revenue also exposes the network to more potential failures, raising the aggregated

serviceaware risk

Lo Pareto Front: Revenue vs Risk
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Figureb5.7 Risk vs Revenuaundera constrained network and unconstrained network

At low revenue levels (0i@.3), the two fronts overlap closely, with risk values
between 0.0 and 0.2. This indicates that when only a small fraction of service requests is
admitted, both constrained and unconstrained networks can serve them through safe
paths In the highrevenue region (0i&.0), the difference is most pronounced. At
revenue 0.9, the unconstrained network maintains risk values between 0.6 and 0.7,
whereas the constrained network reaches0098This indicates that capacity limits force
the algorithm to route additional flows over more failprene links to capture extra
revenue The figure shows that while revenue maximization inevitably increases risk,

unconstrained networks achieve the same revenue at consistently lower risk exposure
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For operators, this emphasizes the importance of capacity planning: in bankiwitit

conditions, maximizing revenue quickly accelerates risk exposure, while unconstrained

networks preserve more stable tradts.
5.2.6Penalty VersusOverutilization Trade-off

Figure 5.8 presents the Pareto fronts for the traffebetweenpenaltyandoverutilization
under constrained and unconstrained network configurations. In both settings, an inverse
relationship is observeds revenue increases, penalty decreadss. tradeoff reflects
t he mod el thatadmsitsmone dowstarhelp reduce unmet demand penalttast
this also forces higher utilization on critical linkswhich leads tothe higher

overutilization cost

Pareto Front: Overutilization vs Penalty
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Figure5.8 Penaltyvs Overutilizationundera constrained network and unconstrained network
In the unconstrained case, overutilization values remain low, ranging from 0.0 to
0.25. Within this bandthe penalty decreases smoothly from near 1.0 down to 0.0. For

example, at overutilization 0.05, penalties are still highi @8), while at overutilization

0.2, penalties fall to 0iD.2. This curve shows that the unconstrained network can reduce

penalties substantially without driving utilization close to saturation.
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In the constrained case, the front is shifted to the,ragidoverutilization ranges
from 0.55 to 1.0. Herdhe penalty also declines from 1.0 to near 0.0, but at much higher
levels of overutilization. For instance, at overutilization 0.6, penalties are siil).@,6
whereas penalties only approach 0.0 when overutilization exceeds 0.9. This pattern shows
that the constrained network must push links much closer to saturation to eliminate

penalties.

This figure demonstrates that operators in constrained environments cannot
reduce SLA penalties without incurring severe congestion on critical links. In contrast,
unconstrained networks achieve the same reduction in penalties at much lower utilization

levels, emphasizing the efficiency gains from additional capacity
5.3 Failure Probability Impact Sensitivity Analysis

5.3.1Performance Sensitivity to Link Failure Probability by Service Class

In this sectionwe analyze the impact of link failure probability @ervice performance
across Classes of Service (CoB)vo sets of experiments are conducted under differing
network reliability conditions: one assuming a high probability of link failure (risky
network) and the other assuming a low probability of link failure (safe network).

In the risky network scenario, link failure probabilities are sampled uniformly
within the range [0.150.25], whereas in the safe network scenario, they are sampled
within [0.04,0.1].

Figure 5.9 compares the average service levels achieved by each priority class
(Platinum, Gold, Silver, and Bronze) under both network reliability conditions, using
boxplots. Across all service classes, a consistent decrease in median service level is
observed as the network shifts from the safe to the risky configuration. This degradation
is most pronounced for the Bronze class, where both the median and the interquartile
range significantly widen, reflecting reduced reliability and greater variability in service
ddivery. In contrast, the Platinum and Gold classes maintain high and stable service
|l evel s under both conditions, demonstratir

level agreements for higpriority traffic even amid elevated network risk.
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These results highlight two aspects of the proposed muuelprioritization of
high-revenue flows during adverse conditioasdthe reduction in the number of served
lower-priority flows when necessaryhis selective resource allocation preserves quality
of service for highepriority classes, which contributes to maximizing revenue retention

while limiting overall network risk
5.3.20verutilization VersusRevenueTrade-off

Figure 5.10 illustrates the Pareto front between revenue and overutilization under risky
and safe network conditionfn both scenarios, a positive correlation emerdpggher

revenue leads to increased overutilization.
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Pareto Front:
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Figure5.10 Overutilizationvs Revenuainderarisky network and safe network

One immediate observation is that the safe front does not contain any solutions
below a revenueclose to 0.25. This outcome is a direct consequence of Pareto
dominance. In the safe setting, ls@avenue configurations are strictly dominated because
higher revenue can be achieved without incurring greater overutilization. By contrast, in
the risky configuration, the higher variability in link reliability constrains feasible routing
choices, and the front extends across the full revenue range from Brtorithis figure

we can see the risky network consistently requires higher overutilization to achieve the

same revenue. At revenue 0.6, safe solutions record overutilization arour@d40.3

compared to 0i4.55 in the risky case. The gap widens at high revenues: near 0.9, safe

solutions remain around 0.30.8, while risky solutions approach Oi8695. This pattern

refl ects t he

concentrates traffic on the small set of reliable links, increasing utilization. In the safe

model

6s structur e.

Wi

t h

case, more links remain viabl@hich allowsthe flows to spread across the network and

keepsutilization lower So,safe networks deliver the same revenue at substantially lower

overutilization, while risky networks pay a clear congestion premium as revenue

approaches its maximum
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5.3.3Risk VersusRevenueTrade-off

Figure 5.11 illustrates the Pareto front representing the tw@ifidetween revenue and

risk under riskyandsafeconditions In the risky case, risk values remain high across the
entire revenue range, starting around 0.7 even at low revenues and rising steadily toward
1.0 as revenue approaches its maximum. In the safe case, risk values stay extremely low,

beginning near zero and remaining below 0.1 even when revappsaches its

maximum
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Figure5.11 Risk vs Revenuaunder risky network and safe network

One observation is that the safe front begins at revarousd0.25. There are no
safe solutions below this value. The reason is Pareto dominafiitesafer links, low
revenue solutions are always outperformed. Higheenue configurations can be
achieved without adding more risk, so the weak solutions are excluded from the Pareto
set. In the risky case, however, unreliable links force the presence akvewue

options, so the front extends all the way to zero

The sharp contrast between the two fronts follows directly from the sexwiase

risk function, which uses a logarithmic formhis means that small decreases in link
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reliability translate into large additive increases in riskthe risky case, higher failure
probabilities cause even a few accepted services to accumulate substantial risk,
explaining why the curve starts high. In the safe case, reliabilities are close, ®oone

values are near zero, keeping the overall risk almost flat even as revenue increases

The figure shows that both safe and risky networks can reach high revenue, but
the cost in terms of risk is entirely different. Safe networks achieve revenue close to one
with negligible risk, while risky networks are burdened by high exposure from the very

beginning.

5.3.4Survivability VersusRevenueTrade-off

Figure 5.12 presents the Pareto front comparing revenue and survivability under two
network reliability conditionsa risky network anda sak network In the safe case,
survivability remains consistently high, starting near 0.8 and climbing close to 1.0 as

revenue increases. In the risky case, survivability is very low

The safe front begins at revenue around 0.25, while the risky front extends all the
way to zero.This does not mean that the safe network produces less overall revenue.
Instead, it reflects Pareto dominantcethe safe case, any solution below 0.25 revenue is
inefficient because higher revenue can always be achieved without lowering
survivability. These dominated solutions are excluded from the Pareto set, so the curve
only appears from 0.25 upward. In practice, the safe network still reaches the full revenue

range up to 1.0, but it avoids inefficient lo@venue, higksurvivability points.

In the safe case, link reliabilities are close to one, so the product remainardgh
survivability is preserved even as more services are admitted. In the risky case, much
lower reliabilities compound quickly, and survivability collapses despite revenue
increasing.This explains why the risky curve stays flat and low, while the safe curve

climbs steadily toward the upper boundary
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Pareto Front: Revenue vs Survivability
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Figure5.12 Survivability vs Revenueunder risky network and safe network
The figure demonstrates that survivability is strongly dependent on baseline link
reliability. Safe networks deliver both high revenue and high survivability, while risky

networks cannot achieve survivability abovaated threshold
5.3.5Penalty Versus Overutilization Trade-off

Figure 5.13 illustrates the Pareto front betweemerutilizationand penalty under two
network reliability scenariosa risky network anda safe network Both fronts show a
negative relationshjms overutilization increasethe penalty decreaseshis reflects the
tradeoff between admitting more servigeshich reduces unmet demand penalteedd

stressing the networkvhich raises overutilization costs.

The two fronts overlap partly but differ in shape. In the safe case, the curve begins
with penalties around 0.68.7 when overutilization is close to zero and drops smoothly
as overutilization increases. By the time overutilization reaches 0.4, penalties are reduced
below 0.2, showing that the safe network can clear most demand without forcing links to

saturation
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Pareto Front: Overutilization vs Penalty
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Figure5.13 Penaltyvs Overutilizationunder (a) risky network and (b) safe network

In the risky case, penalties start higlaédow overutilization At overutilization

around0.4, penalties remain around 0034, and even when overutilization rises toward

1.0, penalties do not fall as low as in the safe CHsis.means that unreliable links limit

t he

net wor kos

ability to

when utilization is highT h e

profile, more links are reliable enough to carry services, so traffic is spread across

di

fference

f ol

serve

OWwWS

requests

from

reduced quickly without driving

multiple paths. This allows penalties to be

t

overutilization to extreme levels. In the risky profile, fewer usable links exist, so admitted

traffic concentrates on them, raising overutilization while still leaving penalties higgher
direct comparison highlights the efficiency gap. In the safe case, penalties approach zero
at an overutilization level of about 0.9. In contrast, the risky network requires full

saturation to reach similar penalty levélfis means the safe network resolves penalties

with roughly 10% less overutilization, offering a clear margin of efficiency
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5.3.6Minimum Acceptable AverageSLA Satisfaction Ratio

In this section,we analyze the impact of the minimum acceptable average SLA
satisfaction ratio on the objective functions and mean service level by CoS. To this end,
we set two sets of experiments assuming a strict contract and a loose contract. The

minimum service levels under each contract are as follows:

9 Strict contract: Platinum: 0.9, Gold: 0.85, Silver: 0.8, Bronze: 0.75
i loose contract: Platinum: 0.8, Gold: 0.75, Silver: 0.7, Bronze: 0.65

We observe that the algorithm converges to similar performance measures under both
scenarios. However, convergence under the strict contract is fastebhehaigorcan be
attributed to the higher servidevel constraints limiting the solution space, reducing the
number of feasible routing combinations. When the service level requirements are more
stringent, the algorithm has fewer options to explore, which accelerates the convergence

toward SLAcompliant solutions.

Additionally, since the initial population is generated by randomly assigning a
feasible path for each service request, including the option ofroudimg with a
probability equal tgp @ stricter SLAs result in a lower probability of n@outing. This
encourages the population to start closer to promising regions of the search space, thus

reducing the number of generations required to converge.

While strict contracts lead to faster convergence, they mddace flexibility in
accommodating diverse service classésderstringent thresholds, some lowgtiority
services may fall short of the required SLA satisfaction, particularly when resources are
limited or failure probabilities are higfrhis illustrates the tradeff between enforcing
strict compliance for premium services and preserving broader coverage across all

classes

Figure5.14 illustrates thidhehaviorby showing faster revenue stabilization under the

strict contract scenario compared to the unconstrained one.
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Figure5.14 Convergence of total revenue under two cases of minimum service levels

5.4 Performance Gains from Multi-Objective Optimization

5.4.1Comparisonwith Single-Objective Cases

One of the main motives behindur researchwas to consider a muHobjective
optimization framework that considers the objectives of maximizing revenue, minimizing
risk, maximizing survivability, and minimizing overutilization, all simultaneously rather
than independently or sequentially. Hence, it is critical to ask the question of what the
gain is (i.e., value) of such an approach as opposed to the prior work that considers one
and only one objective function at a time. To answer this questiesolve the same

problems under 5 settings:

Case 1: Only maximize the revenue, ignoring all other objectives
Case 2: Only minimize the risk, ignoring all other objectives
Case 3: Only maximize the survivability, ignoring all other objectives

Case 4: Only minimize the overutilization, ignoring all other objectives

= =4 A4 A4 -2

Case 5 oPareto CaseMaximize revenue, minimize risk, maximize survivability,

and minimize overutilization.

Results are summarized in Tablé. For Case 5, the value reported in Table 5.1 does not
represent a uniquely flgotive sensd. lasteadowe sdlectedn i n
a representative Paretptimal solution from the final nedominated set produced by

NSGA-Il. This representative point was chosen because it maintains balanced values
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across the four objectives: revenue, risk, survivability, and overutilization. The purpose of
Case 5 is to illustrate the advantage of the ruldjective formulation: unlike Case$4,

which optimize only one metric at the expense of the others, Case 5 yields-aftrade
solution that performs well across all objectives without relying on subjective weighting

Table5.1 Summaryof normalizedobjectivefunctionvaluesunderoptimization

Objective Function Case 1 CASE 2 CASE 3 CASE 4 CASE 5
Revenue 1.00 0.93 1.00 0.84 1.00
Risk 0.10 0.10 0.11 1.00 0.10
Survivability 1.00 0.97 1.00 0.81 1.00
Overutilization 0.99 0.88 1.00 0.73 0.88

We observe that cases 1 and 3 have the same performance in terms of revenue and
similar performance in terms of overutilization and survivability, while they differ in
terms of risk. This observation highlights that the aim of cases 1 and 3 is somehow
similar, namely to route as many service requests as possible while only considering
revenue or survival, while ignoring overutilization and risk. On the other hand, cases 2
and 4 have similar performance in the sense that service requests are not fully routed,
focusing on minimizing overutilization or risk. Recall that overutilization can be avoided
altogether simply by not routing any service requests (batuircase, due to minimum
service levels, a certain number of service requests have to be routed). As such, the model
targets satisfying that constraint to minimize risk or overutilization. Lastly, we observe
that none of these cases provides a solution that does well in all these key performance
measures (namely, maximum revenue, minimum risk, maximum survival, and minimum
overutilization). On the other handour integrated approach yields a solution that
maintains balance between the 4 objectives without the need for a decision maker to
provide priority weight. However, despite the performance of each objective function
individually, no case outperforms case 5, where all objectives are considered

simultaneously.
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5.4.2Performance Tradeoff Summary

Comparing the values in Talbiel, we calculate the percentage increase/decrease of each
objective function value under each camedwe observe an improvement by at least one
objective function. For example, cas@®case 5, the revenue is 7.90% higher in case 5,

risk is equal, survivability is 2.35% higher in case 5, and overutilization value is almost
the same. If we repeat this analysis across all cases, we conclude that on average the
proposed approach achieves 6.8% higher revenue, 3.79% less risk, 6.23% higher
survivability, and 0.72% less overutilization. While optimizing for a single objective
(e.g., revenue, risk, survivability, or overutilization) can lead to strong performance in
that specific metric, it often comes at the expense of others. Theahjdttive case

(Case 5) strikes a balance across all performance dimensions, achieving optimal trade

offs without significantly sacrificing any objective.

5.5Conclusion

This chapter analyzed how the model responds to varying bandwidth capacities, link
failure probabilities, and SLA constraints. The results showed that routing paths adapt
dynamically as capacities tighten and as failure probabilities evolve. Under both
conditions, higkpriority services remain largely stable, while lower classes face more

frequent service drops when resources are limited or links are highly unreliable.

The Pareto fronts demonstrated clear traffe across revenue, risk, survivability,
overutilization, and penalty. Across all scenarios, the robigctive optimization
consistently produced balanced solutions, avoiding the extbeinaviors observed in
singleobjective optimization. The findings confirm that the model can support reliable,
serviceaware routing decisions in disasf@one networkslt ensuresSLA compliance

while optimizing both economic and operational performance
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Chapter 6: Topological Sensitivity Analysis

In Chapter 5, our framework was applied to the ERnet topology to evaluate the
performance of our proposed dynamic risk, seras@re routing framework under
disastetinduced conditions. However, considering a single topology offers limited
generalizability. In this Chapter, we expanche model 6s sensitivity

by applying it to additional topologse

We 9ecifically examine both dense and sparse topologies. These topologies
differ in link density and structural connectivity, which directly influence bandwidth
availability andfailure propagatiofior routingoptions Dense networks are characterized
by a high number of links relative to the number of nodes, while sparse networks have
fewer links and more limited interconnectivitfhe central question is not whether
topology alone determines outcomes, but whether and how it interacts with capacity and

failure conditions t@ffectthe balance among objectives

This analysistherefore explores whether topological variation leads to consistent
tradeoffs or whether distinct structures exhibit different sensitivities under constrained,

unconstrained, safe, and risky scenarios
6.1 Experimental Setup

To support this analysis, in addition to ERnet with 37 nodes and 57 links, we use network
instances from the Survivable Network Design Library (SNBIlihis library is used as

a dataset repository for realistic Survivable Fixed Telecommunication Network Design
[96] [97]. From the 26 available networks, we select two networks:

1 Giul39 network with 39 nodes and 179 links
I France network with 25 nodes and 45 links.

The density of each network is calculated as the ratio of existing links to the

maximum possible links between nodes. Based on this measure, Giul39 is the densest

5 https://sndlib.put.poznan.pl/home.action
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with a value of 0.24, France has a moderate density of 0.15, and ERnet is the sparsest at
0.086. Knowing the density is important because it reflects the redundancy and path

diversity of each topology

Figures 61 and 62 present visualizations of the two networks, generated in Python
based on coordinate and link data from the SNDIib dataset. In each network graph, the
red numbers on the links represent the physical link lengths in kilometers. France has a
relatively sparse structure with fewer interconnections, while Giul39 represents a dense

mesh with multiple redundant paths.

France Network Visualization with Node IDs and Link Lengths

el

11 143.0

Figure6.1 France network96]
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guil39 Network Visualization with Node IDs and Link Lengths
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Figure6.2 Giul39 network{96]

The NSGAII optimization framework isappliedon ERnet France, and Giul39 to

evaluate thebehaviorof the resulting Pareto front across multiple objective functions.

Then, we compare outcomes across all three networks, uoderexperimental

scenarios:

1 Safenetwork:Limited bandwidth capacity and low failure probability.

1 Risky network:Limited bandwidth capacity and high failure probability.

1 Constrainedetwork:Moderatebandwidth capacity with low failure probability.

1 Unconstrainedhetwork: High bandwidth capacity with low failure probability.

We use the disaster simulation model from Chapter 4 with set parameters: low link

failure is between 0.04 and 0.1, and high failure is between 0.15 and 0.25. Bandwidth

capacity is set at 80bpsfor limited and95 Mbpsfor high.In Chapter 5, ERnet used 80
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Mbps (low) and 120 Mbps (high), which gave clear separation. For France and Giul39,
the same range produced overlapping fronts, so we adjusted the high value to 95 Mbps.

This shows that the effect of capacity depends on network structure

Each experimental condition yields three solution sets, one for each network

topology.
6.2 Results by Topology and Scenario

This section analyzes howeach network topology respondsunder four defined
experimental scenariob all Pareto front plots, overutilization or risk is shown on the y
axis, since these are the two measures most directly tied to link utilization and link failure

probability.

To support interpretation, two reference lines are included: a vertical line at 0.6
and a horizontal line at 0.5. These are not constraints but visual guides that make it easier
to compare across scenarios. Since Pareto diagrams plot two objectives simultaneously,
t he l i nes do not ifi x o0 other dutimstegd enghlighty e t o
representative points that reveal how traffe evolve. This approach differs from
Chapter 5, where ERnet was analyzed by comparing-tfisi@across all objectives.

6.2.1ERnet Results

In Figure 6.3, the constrained fronts show overutilization near 0.30 at the start, even with
low revenue or survivabilityThis reflects the lack of spare paths in a sparse topology. At
an overutilization of 0.5, revenue rises from about 0.6 to nearly 1.0, a gain of 65%, while
survivability improves from 0.6 to about 0.95, or more than 50% higher. Wiefie

show how aduhg capacity delays saturation and pushes the ‘oéfideutward.

Risk and penalty show even sharper contrasts. Under constraint, risk stays below
0.4 at utilization 0.pand penalties remain close to O/8ith unconstrained capacity, risk
extends beyond 0.75 at the same utilizatior9@% increase. Penalties fall from about
0.6 to nearly zero, a drop of over 85%. The fronts are denser in the unconstrained case,
which reflectsthatthere are more feasible routing options. Among all objectives, penalty
and revenue change the most with capacity.
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Figure6.3 ERnet Overutilizationvs Revenue vsinder a constrained network and unconstrained network
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Figure6.4 ERnet:Overutilizationvs Survivability under a constrained network and unconstrained network
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Fl’%reto Front: Objective Risk vs Objective Overutilization
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Figure6.5 ERnet:Overutilizationvs Risk under a constrained network and unconstrained network
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Figure 67 to 6.10showthe risky vs safe experiments, where the probability of
failure is varied Increasing the link failure probability shifts all fronts upwandich
shows higher risk exposurERnet has few alternate routes, so when failures o¢cthue
optimizer either loads the surviving links heavily or rejects requests, leading to higher
penalties. The safe case avoids this by routing through more reliable paths, even if fewer
flows are admittedAt revenue 0.6, the safe case fisklose to 0.25, while the riskyas
a 100% increase in exposure. Survivability follows the same pattern: at 0.6 survivability,
risk rises from about 0.25 in the safe case to more than 0.55 in the risky case, while at
risk 0.5 the safe case maintains survivability above 0.9, compared with only 0.55 in the
risky caseAt risk = 0.5, utilization is about 0.25 in the safe ¢dme more than doubles
in the risky casewhich showsthat surviving links are heavily loadedter increasing
failure probability

. Pareto Front: Objective Revenue vs Objective Risk
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Figure6.7 ERnet:Risk vs Revenueunder risky network and safe network
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Figure6.8 ERnet:Risk vs Survivability under risky network and safe network
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. Pareto Front: Objective Penalty vs Objective Risk
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Figure6.10 ERnet:Risk vs Penaltyunderarisky network and safe network

The penaltyobjectiveprovides the sharpest contrast. At a penalty level of 0.6, the
safe network operatdselow risk 0.2, while the risky case is closer to 0.55, a 175%
increase. At risk 0.5, penalties drop to below 0.1 in the safe case but remain near 0.6 in
the risky caseThis showsthat higherfailure probabilities forcanorerequestsejected to
be rerouted Among all objectives, penalty is most sensitive to increased failure

probability, followed closely by revenue
6.2.2France Results

France has medium density and more path diversity than ERneverutilization 0.5,
revenue increases from about 0.62 to 0.97, a gain of 56%. Survivability improves from
0.6 to above 0.9, or about 50% higher. At revenue 0.6, utilization drops from 0.52 in the
constrained case to 0.18 when unconstraifidgee slope of the constrained fronts is
steeper, while the unconstrained fronts are flatter and show more solutions. In the revenue
front, the slope changes around revenue 0.8cardutilization0.35 0.40 which shows

that beyond this pointurther revenue requisehigher utilization
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Figure6.11 France Overutilizationvs Revenuaunder a constrained network and unconstrained network
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Figure6.12 France:Overutilizationvs Survivability under a constrained network and unconstrained network
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Figure6.14 France:Overutilizationvs Penaltyunder a constrained network and unconstrained network

At utilization 0.5, risk moves from about 0.35 to 0.65, an 85% incredss.
shows that once capacity is availglilee optimizer accepts more demand even if it must
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use less reliable linkg'he risk front becomes sparse beyd@n@ as highrisk solutions

are dominatedPenalty shows the strongest eff¢atreduction of over 90%) asfalls

from 0.55 to nearly zero at the same utilizatidhis reflects that added capacity prevents
early rejection of requestSurvivability has a dense cluster between 0.7 and 0.9, but the

front bends sharply after 0.9, where higher survivability requires more utilization.

The unconstrained fronts are smoother and denser, reflecting a larger set of
feasible routesvailable after increasing the capacimong the objectives, penalty is

themost sensitive, followed brysk.
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Figure6.15 France Risk vs Revenuainder risky network and safe network

105



Risk

Risk

bility vs Objective Risk

1Poareto Front: Objective Surviva

® Pareto Front Safe i e
® Pareto Front Risk =
=== Survivability = 0.6 = }
~—- Risk = 0. )
0.8 1 Risk = 0.5 : ;3
i ° e
i »H°
v
o o
0.6 1 1 & _S¢
i "’
o j
—————————————————————————————— '--'-'.————————————————————
os ] | e, & N
. - [ 4 J
oo’ ¢
o
A oo™ t
P ] _an
0.2 1 : t 4
o | g’
‘ 1
SRV
0.0 . a °% '. |
0.0 0.2 0.4 0.6 0.8 1.0
Survivability

Figure6.16 FranceRisk vs Survivability under risky network and safe network
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Figure6.17 FranceRiskvs Overutilizationunder risky network and safe network

106



. Pareto Front: Objective Penalty vs Objective Risk
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Figure6.18 France Risk vs Penaltyunder risky network and safe network

In Figure 6.6, France shows clear shifts whtre failure probability is increased.
At risk 0.5, revenue dropsiore than30%. Also, survivability falls from 0.95 to about
0.65 at the same risk level, a loss of more than 30%. These reductions show that higher
failure probability forces the optimizer to reroute through less reliable.paths

Overdutilization also rises with higher risk. At risk 0.5, utilization is about 0.25 in
the safe case but nearly 0.55 in the risky case, more than dduidendicates that as
more links fail, surviving links become heavily loaded. Penalty shows the strongest
divergence: at risk 0.5, safe networks keep penalty near 0.05, while risky conditions push
it above 0.45, almost a tdald increaseThis highlights that penalties for unmet demand
grow sharply when failures are widespread, as the optimizer cannot maintain service
guarantees. The fronts ameore densen the safe case, while risky cases show sparse

regions beyond 0.6, reflecting that extrensk solutions are dominated and less feasible
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6.2.3Giul39 Results

Giul39 is the densest netwoik comparison to ERnet and Franéd¢ an overutilization

of 0.5, revenue increase$5%. Survivability also improves strongly, rising from about
0.6 t0~0.95 at the same utilization, an increase of more than 55%. The unconstrained
fronts are denser, reflecting the effect of path redundadege capacity is added, the
optimizer can spread traffic across many links

Risk and penaltghowhow redundancy interacts with capacity. At utilization 0.5,
risk increases byB5%. This shows that more flows are admitted when bandwidth is
available, even if they must use less reliable paths. Penalty shows the strongest shift,
falling from about 0.60 to nearly zero at the same utilization, a reduction of more than
90%. The dense geometry of the Pareto fronts shows that Giul39 provides the optimizer
with a larger pool of feasible solutions than France or ERnet. Among all objectives,
penalty is the most sensitive to capacity, followed by risk, while revesmainshigh

but more gradual due teinga densitytopology.
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Figure6.19 Giul39: Overutilizationvs Revenuaunder a constrained network and unconstrained network
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Figure6.20Giul39: Overutilizationvs Survivability under a constrained network and unconstrained network
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Figure6.21 Giul39: Overutilizationvs Risk under a constrained network and unconstrained network
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Palroeto Front: Objective Penalty vs Objective Overutilization
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Figure6.22 Giul39: Overutilizationvs Penaltyunder a constrained network and unconstrained network

The comparison between safe and risky configurations in Figursh6vgsthat at
risk = 0.5,revenue in the safe network #6€0% higher than in the risky networkhis
shows that more reliable paths allow the optimizer to maintain higher service levels.
Survivability behaves similarly in the safe case, increasing to about 0.9 compared with

only 0.55 in the risky case at the same risk threshold

Overutilization also rises in the risky network. At risk = 0.5, utilization is about
25% higher than in the safe setting, as the optimizer loads more links to reroute services.
At penalty = 0.6, the risky network operates at much higher #8k5) than the safe
network ¢0.15 0.2). This shows that lowering penalties in risky settings comes only by
accepting far greater exposure to failures, whereas the safe network keeps risk bounded
but tolerates higher penalties
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Figure6.23 Giul39: Risk vs Revenueaunder risky network and safe network
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Figure6.24 Giul39: Risk vs Survivability under risky network and safe network
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Figure6.25 Giul39: Risk vs Overutilizationunder risky network and safe network
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6.3 Discussion andConclusion

This chapter extends the experiments of Chaptey &pplying the framework to
sparse (ERnet), medium (France), and dense (Giul39) topologies. The results show that
topology does influence optimization outcomes, but its effect is conditional on available

capacity and failure probabilities

In ERnet, sparse connectivity makes capacity the dominant constraint. Penalties remain
high until additional bandwidth is provided, at which point revenue and survivability
increase significantly. In Giul39, path redundancy produces denser Pareto fronts and a
wider set of feasible solutions. Once capacity is relaxed, penalties drop sharply, reflecting
the networkods ability to reroute traffic
density, shows clearer shifts under varying failure probabilities: -widebend more

sharply, indicating higher sensitivity tailure stress.

The results suggest that denser topologies increase solution diversity but not
necessarily normalized performance, while sparse topologies highlight capacity
bottleneckslt can be concluded th#tte framework is adaptable across different network

structures and that iteehaviorgeneralizes beyond a single topology
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Chapter 7: Seismic Failure Model

In Chapter 5, we introduced a staged failure model to examine how the routing
framework responds to controlled random variations in Hlakure probability In
Chapter 6, we extended this analysis across two additional network topologies, applying
the same staged model to compare t@ifie under different structural conditions. While
those experiments provided valuable baseline insights, they relied on synthetic hazard

dynamics

In this Chaptey we move toward a more realistic representation by developing a
seismic failure model The model consists of several stages: first, simulating the
earthquake event (time, location, and magnitu&gond,we determire the radius of
impact of that earthquake; third, defining impact zones within the affected area; fourth,
modeling the temporal propagation of seismic waves through these zones; and finally,
computing the failure probability of network links using a fragility functidrhe
following subsections describe each stage in detail and show how the resulting time
varying failure probabilities are integrated into the optimization objectives

7.1 Mathematical Notation

Given a network of a set of nodes and a set @f links, and a planning horizom

pltFB HY, an event may occur at a time stepgn our work, such an event is typically
modeledas an earthquake that affects the failure probability of links in the network based
on the magnitude, recovery period, and epicenter of the earthdiéilie. earthquakes

are used as the primary example in this study, the model is generalizable to any natural or

martmade disaster that evolves spatially and temporally.

An earthquake may happen at the epicerder fto  where® s longitude and
w is the latitude and by its magnitude"Q : , where: is the set of all possible
earthquake magnitudes (i.e., T P ). Once an earthquake happens, the

following sequence of events follows:
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1 The probability of failure okachlink in the networkis updated using a logistic
fragility function (introducd in section 7) based on thearthquakemagnitude
and the proximity of a link to the epicenter.

1 The arrival timed j; of the seismic impact at the lifll; is estimated based on its
distance from the epicenter, using discrete distance bands

1 The downtime period (i.e., the duration of repairs) is assumed to be independent
of the earthquake magnitude, p, meaning that a link is affected only during
the period when the earthquake hits and is assumed repaired by the following
period This assumption simplifies the model to focus on transfaitires;
however our model is general enough to handle any valuiesof

1 After 0 time steps, the probability of failure of linksturns to its baseline level

In our experiments, one period corresponds to one week, which aggregates
approximately300 service requestdiVhile 0  p underestimates the duration of real
world outages,and longer recovery times can bmodeledby choosingd por by
settingd Y 0 which represents the wotsase scenario where failed links remain
unavailable for the rest of the planning horizdmis flexibility allows us to include

restoration duration in sensitivity analysis

The restoration assumption directly affects service availability and therefore impacts
optimization objectives such as revenue, risk, overutilization, and penalty. Later in the
computational analysis section, we examine how different valuéssbift these trade

offs.

To demonstrate the concept, we use a small network of 20 nodes and 25 links, as
shown in Figurér.1. Inthis examplean earthquake with a magnitude™@f v& occurs

atcoordinates® oo xfp . The impact is divided into three zones of severity

1 ZoneY (Severe Impact Zoneill links within distanceY from the epicenteare
assigned high failure probabilities (e.g., lifks3), (6,7), (7, 8)).
1 ZoneY (Moderate Impact Zonepll links within distanceY but outsideY are

assigned moderate failure probabibt{e.g., links(3, 5), (5,7))
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1 Zone'Y (Mild Impact Zone): Alllinks within distance’Y but outside’Y are
lower failure probabilities (e.g4,19),(3, 11), (15,16)).

These zones serve as the input to the fragility function defined later, which formalizes the
mapping between distance, magnitude, and link failure probability

Earthquake Impact on Network Links

X Epicenter
CZZ23R1I=1

15

Figure7.1 Time-varying impact of an earthquake on network links across proximity zoné¢R@r1

7.2 Epicenter Timing and Location

Estimating the probability of earthquakat a given epicenter and magnitude iwell-
established problenm the literature of seismic hazard analysis based on seismology,
tectonic dependenciesnd activity rates[98], [99], [100] Developingsuch modelds
beyondthe scope of this work. Insteafd|lowing [98] we note that earthquake arrivals

over time can benodeledas a Poisson process

However, for simulation purposes, we adopt a sce#imsed approachrhe

epicenter @ 0 is generated by sampling uniformly across the geographic extent of

the network, representing the case where no prior hazard map is available.
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7.3 Simulation of Earthquake Magnitude andRadius ofl mpact

The magnitude of an earthquake is sampled from a truncated exponential distribution
since real earthquake magnitudes follow the GutenBeslgter law [98], which is
essentially exponential (i.e., smaller earthquakes are much more frequent than larger

ones).

The radius of impact, denoted ‘&s'Q, refers to the maximum distance from the
earthquake epicenter within which the seismic event can significantly affect network
componentsBased on empirical seismological observations, we first adopt the following
relationship[98]:

YQ pmnd®* 8 + 0 X P
Where

0 "Qis earthquake magnitude (Mw)

In large, sparse networks, however, equatidori)may yield disruptions that are too
limited for meaningful strestesting. For example, in ERné¢he average link separation
is nearly 490 km, so even magnitude 8 earthquakes may only affect a handful of links. To

address this, we introduce an alternative, scesthinien formulation

YQ omnt” 8 + X C

This modified radius function is not derived from seismological literature but is
calibrated to ensure thaighermagnitude events affect a broader portion of the network.

7.4 Modeling the Probability of Failure

Under an earthquake everhe failure probability of a link is affected by two main
factors:(i) t he earthquake magnitude, andnk(i i)
failure probability can benodeledusing a logistic (sigmoid) vulnerability function that
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links ground motion intensity (which depends on both distance and magnitude) to failure
probability[101] [102].

7.5 Zonal Definition and Propagation

Given the impact radiuy "Q from equation X  ¢), we partition the affected area
around the epicenter into three concentric zones of influence, labélled , and’Y .

These zones correspond to increasing distances from the epicenter and are defined as
fractions of the total radiuy "Q. While the value ofY "Q remains fixed for a given
earthquake magnitude, the risk associated with it is dynamic and evolves over time. To
capture thisbehavior, we introduce temporal zonal propagationTable 7.1to reflect

how seismic waves move outward from the epicenter and impact the network

incrementally with time.

Table7.1 Seismicimpactzonesbased ordistance fromepicenter

Zone Radial Limit Seismic Impact Time
Y (severe) 0<Q . <-Y o}
Y (moderate) -Y<Q . <-Y 0+1
Y (mild) -Y<Q . <Y 0+2

Every link in the infrastructure network is classified into one of these three zones (or

Aino impacto if outside R) ba® elethedistances di s
from the earthquake epicenter to the location of the gk (this variable could be

measured as t he di stance t o t he |l i nkos mi

circular footprint of radius is partitioned into three concentric zones:

We defined ; as the arrival time of the seismic impact at the Idk. According to the

scheme above:

to, dij < I

£ — to+1, R < d'ij < Ry (7 T 3)

aij = to+2, Ry<dy; <Ry
00, dij > R
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This staggered timing is a simple way to approximate wave propagation.
Essentially, we assume the seismic waves take one time step to travel from one zone to
the next. The advantage of this approach is that it introduces a dynamic aspect to the
failure simulation.The mapping of zones to distances and impact times is summarized in

Table 7.1 and is formally expressed in equatiars).7

7.6 Failure Probability Modeling

Not every link in the affected zone will necessarily fail; the likelihood of failure depends

on the eart hqguak eprogimity ® thé dpigentaMdednodelthisusihgi n k 6 s
a fragility function, which gives the probability that a link fails given the intensity of
shaking it experiences. Fragility functions are commonly used in seismic risk analysis to
represent the probability of reaching or exceeding a damage state as a function of hazard
intensity[103].

We adopt a logisti¢sigmoid function to compute the failure probability of a link.
The logistic form is convenient for producing arsi@aped probability curve bounded
between 0 and 1, with a smooth transition from low to high probability as the hazard
increasesOutside the earthquake impact window, each link retains its baseline failure
probability i , which reflects ordinary, neseismic operational risks (e.g., maintenance

issues, random outages) and is completely independent of the seismic event

n 0 Op €10 0 O

A S R — o 0 0F O X
p Quwnot™Q Q ot Q Q

Where:

O«

n . is the failure probability of the linky; at timeo

O«

n is the baseline failure probability (pexen)

O«

“Qis earthquake magnitude (Mw)

O«

Q is the distance from the lirfR; closest point to the epicenter (km)

O«

0 is positivesensitivity of failure to magnitude
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0 0 is positivesensitivity of failure to distance (1/km)
0 "Qis the reference magnitude where damage becomes likely (e.g., 5.0)

0 'Q is the reference distance where effects start decaying significantly (e.g., 200
km) [98]

0 0pis the time when the eaf@ hqguakeds i mp.

0 is the duration of elevated failure probability (downtime window)

O«

In Figure7.2, we provide an example of how the valuesjofchange based on the

proximity of an earthquake with a magnitude of 851.2,6=0.08,"Q=5.5, andQ =10

kilometres (km)

Link Failure Probability vs. Distance fram Epicenter

—— Failure Probability
-- Reference Distance dy = 10 km

0.E

o
-3

Failure Probability
=
=

0.2

oo T T t
o 20 40 G0 &0 100

Distance from Epicenter (km)

Figure7.2. Linksd probability of failure as a function

In our baseline setting, we adoj2 @ representing the point at which the
probability of failure begins to rise significantly. Earthquakes with magnitudes below 4.0
are generally not strong enough to cause any physical damage and are typically
imperceptible or felt only as mild vibrations, resulting in no expected impact on physical
infrastructureg[104], [105], [106] Events betweeB.5and5.4, are classified as light and
are very unlikely to affect equipment, especially if standard seismic design is applied

[106]. However, earthquakes with magnitudes betwe@rand6.9 cangeneratanoderate
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ground shaking, particularly near the epicenter, and can affect sensitive or poorly
anchored equipment, such as servers, communication nodes, and industrial machinery,

especially in facilities not engineered for seismic resilighoé).
7.7 Computational Experiments Setup

The computational experiments are designed to demonstrate how routing decisions
evolve dynamically when link failure probabilities change due to earthquékesised
the ERnet topology as the test casbjch allowsus to track how service requests are

rerouted over the planning horizon in respong@ealisruptions

The experimental settings are as follows:

™

0 We consider the priority class séf Platinum, Gold, Silver, and Bronze, with

corresponding proportions of 0.12, 0.22, 0.22, and 0.44, respectively.

O«

A total of 300 service requests generated, with OD pairs selected uniformly
across all nodes.

O«

We assume 6 time periods within the planning horizon.

O«

We assume that each service request may have 6 paths to select from.

O«

At each time step, we assume that 2 earthquakes hit the nefvheik.epicenter
locations and magnitudes are generated according to the models described in
Sections 7.67.4.

7.8 Analysis of Seismic Failure Model

7.8.1Zone-Based Exposure and Risk Profiles

I n the proposed model, each |l inkdos failure
the epicenter and the earthquake magnitude, mapped through the logistic fragility
function shown in Table 7.2By aggregating results across simulated events, we obtain

mean failure probabilities for links in each zone
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Table7.2 Meanlink failure probabilities byseismiczone

Zone Mean F?“.'“re Interpretation
Probability
Zone'Y (severe) 0.79 Nearepicenter links, extremely high ris
Zone'Y (moderate) 0.64 Elevated risk, partial survivability
Zone'Y (mild) 0.5 Moderate risk, most flows remain viabl
Safe 0.046 Baseline failure level

7.8.2Case StudyAnalysis Under Seismic Dynamic¢ERnNet)

Let the first earthquake occur at timhe We report preevent(o 1), during © ), and
postevent(o +1) outcomes and group links by proximity zon&s ¢evere,Y moderate,
Y mild), and downtime 0 p. Table 7.3 summarizes the key parameters of two
earthquake scenarigsompound stress testipcluding epicenter, magnitude, and the sets

of network links affected across the three impact zones

Table7.3 Earthquakeparameters

Parameters Earthquake 1 Earthquake 2
Epicenter (2400, 1400) (1000, 800)
Magnitude 8.2 7.4
Links affected inZone'Y (11, 29) -
Links affected inZone'Y (28, 29), (29, 31) (16, 19)
Links affected inZone'Y ((%)12?;3;)(5}303%)%)(:(3?132?(:(391 é?) (19, 18)

The model is designed to be general enough to accommodate disruptive events at
any time step, whether occurring sequentially or concurrently. Representreyents
within the same period illustrates the moi
and to evaluate routing adaptation under clustered faillirextend the workbeyond

singlehazard assumptions toward a more comprehensive view of dynamic risk

Figure 7.8 shows the resulting timarying failure probability of network links

over the horizonTo isolate evenalignedbehavior, we fix the focal earthquake at= 3
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and compare prevent(pre = Time Step2), during @uring =Time Step3), and post

event post= Time Step4) conditions

Time Step 2
* Magnitude: 0 00
22 A.06. — 23
24
0ps
25
o\z
~eQz

34 3
0\1 oS
36 005 35
Time Step 3
Magnitude. 5.20
Magnitude: 7.40
22 0.06. 23
/‘EV’

24
ofs

030

Figure7.3 Probability of failure per time stgjpreandduring earthquake)
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First, we examine the number sérvicerequests routed on link (11, 29) at time
steps 2and 3. From Figure 74, we observe a clear drop at time step 3 relative to time

steps 2 and 4, due to dynamic rerouting around thefragiity link.

(]
EIJ
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16.0

15

10

Number of demand requests

Time step 2 Time step 3 Time step 4
Time step

Figure7.4 Number of service requests routedtetlink (11, 29) located ithe Zone'Y , Earthquake 1

For comparison, link (16, 19) ithe ZoneY shows a milder version of the same
pattern (Figure B), changing from 20 (time step = 2) to 15 (time step = 3) and 21 (time
step = 4), consistent with its lower seismic impatfe observe that the reductiom
affected links inthe Zone'Y is smaller than the reductionm Zone'Y links. Thisimplies
the model prioritizes risk minimization, since the failure probability in Z¥nes higher

than in Zoney .
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Figure7.5 Number ofservicerequests routed at link (16, 19) locate@one'Y , Earthquake 2
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We further decompose routed volumes by priority class to show how the model

treats different classes during the earthquake. For link (11, 29), Fighigresents a

stacked bar chart of routed requests at time steps 2, 3, and 4:

T
T
T
T

Platinum: 4¢) Yo Yo} (
Gold:50) Yo Yoy (
Siver:56) Yo Yo) (
Bronze: 16¢) Y 0) 4 Y(0) 9 (

At 0 Platinum and Gold flows on link (11,29) drop to zefbis shows that the

optimization engine is riskware and SLAsensitive It actively sacrifices link utilization

to preserve availability guarantees for higiority services Silver and Bronze flows are

reduced This reflects the tradeff logic of NSGAII: low-priority services are still routed

through risky links if necessary to balance revenue maximization and overutilization

control. The optimizer knows that dropping them would impose penalties, but it also

knows they are not as costly (in SLA terms) as Platinum/Gold

Platinum

Gold

Silver
= Bronze
25

20

15 1

10 A

Number of demand requests

4 4

Time step 2 Time step 3 Time step 4

Figure7.6 Stacked bars by CoS on (11, 29)

At 0, all classes are restored, and Bronze flows e@higher thanpre-event levels.

This overshoot is a dynamic adaptation effect: when Zone 1 recovers, the optimizer shifts

Bronze requests back onto the link, because higherity flows are already secured on
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safer pathsThis avoidsoverutilization ofthe safezone once hazards roll outwardafe

links carry the rerouting burden.
7.9 Pareto Fronts under Static vs Earthquakelnduced Failures

In this section, we compare Pareto fronts under two failure mdodeld andearthquake
induced In the fixedscenarig link failure probabilities are from a uniform distribution
between 0.04 and 0.1 and remain constant tweplanning horizon The earthquake
induced case follows the dynamic hazard model introduced in this chapter, where failures
propagate outward from epicenters with spatial clustering and temporal varidtider.

fixed probabilities, the Pareto front is smoo#imd shows that a higher revenue,
survivability, or lower penalty can be achieved with gradual increases inQrskhe
otherhand in the earthquake scenartbe solutions form scattered clustensich reflects

the nonconvex nature of the feasible set when failures evolve over space and time.

. Pareto Front: Objective Revenue vs Objective Risk
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Figure7.7 Risk vs Revenuaunder fixed failure probabilities arehrthquakeénduced
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. Pareto Front: Objective Penalty vs Objective Risk
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Figure7.10 Risk vs Penaltyunder fixed failure probabilities arehrthquakeénduced

In the static case, risk remains below 0.2 across all four objectives. Revenue
increasesmoothlyfrom O to nearly 1 with only a 0.16 rise in risk, survivability reaches 1
while still below 0.18 riskAs a result, more than 90% of static solutions fall entirely

within the risk O 0.5, producing smooth an

In the earthquake modedimost all points lie above 0.45 risk, with 780%
concentrated in the 0.48.7 band. Revenue above 0.9 consistently pushes risk into the
0.851.0 range, and survivability beyond 0.6 produces the same sharp rise.
Overdtilization spreads up to 0.9, with only a narrow subset staying below both 0.6
overutilization and 0.5 risk. Survivability collapses into thei 0.2 range, with fewer
than 10% of solutions r eadclfboogpa@dtoBearlwi t hou
all solutions in the static baseline. Penalties scatter between 0.1 and 0.95, but fewer than
30%f al | bel ow both t he Theeathduaky dyramics@lecraased r i
feasible lowrisk solutions by 6090% across all objectives. Instead of smooth curves, the
results break into fragmented clusters, and even moderate performance (O&xtor

axis) objectivesquickly push the network into higtsk zones
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7.9.1Downtime Sensitivity

In Section7.8, we assumea oneperiod outage window  p. However, inpractice the
disruptioncan lastlonger To illustrate how the duration of an earthqualtiects the
performance of the network, we explore three scenarios with different values of
earthquake impact duration; nameély plp ¢Mandb  "Y(the effect lasts till the end

of the horizon). Results in Figuré11 show convergenceébehaviorfor each objective
function over 300 generations under the three scenarios. We obserimntjeatoutages
increase risk and decrease survivability at convergence (e.g= @Gigdfor 0 p vs~

0.89for b Y survivability ~0.99vs ~0.74). Penaltyapproachesgero for all three cases,

but0  p converges fastest. Overutilization differences are mo8eshe curves are not
strictly monotone because NS@Roptimizes a set of tradeffs: diversity maintenance

and rebalancing among objectives can cause temporary regressions in a single objective
even as the overall Pareto set stabilizes. These results confirm that outage duration is a

first-order driver of the revenugski survivability tradeoff under seismic dynamics

Revenue progress

Figure7.11 Convergencéehaviorof therevenueunder different downtime values
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Penalty progress
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Genera tion

Figure7.15 Convergencéehaviorof the penaltyunder differentdowntimevalues

7.10Conclusion

This chapter shows that seismic failuegectdynamic routing in ways thatredifferent
from the uniform probability of failure modelThe analysis of dynamic risk differs/ b
incorporating temporal propagation, spatial clustering, and-8lare prioritizationThe
results show that linksloser to theepicenterface the highestfailure, which results in
moretraffic reductions during the eve§s safe links are unaffected directly loysaster
their utilization increases as flows are rerouted away from risky zorssferones This
highlights their rolen supporting continuity of service during disruptiolge could see
that through dynamic reroutingygh-priority CoS are preservedand low-priority CoS
experiencemorepenalties The comparison of Pareto fronts under static and earthquake
induced failures further shows how seismic dynamics replace smoothoffadeith
fragmented clustersteducing the set of feasible lowisk solutions These results
complete the development of our disastemare routing framework by extending from

staged failures to seismic dynamics.
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Chapter 8: Conclusion and Future Works

8.1 Conclusion

This thesis addressediynamic network recoveryunder largescale disasters.Service
providers must respondb evolving risk while managingcapacity and SLAs. We
developed a mukbbjective mixedinteger nonlinear program (MINLP) that optimizes
five objectives: maximize revenue, minimize serveeare risk (SARM), maximize
survivability, minimize overutilization, and minimize SLA penalties. The model operates
under link capacity and Class of Service (CoS) requirements. We sbivild a Parete
based approach (NSGW to produce nordominated routing solutions over the planning

horizon

Service requests traverse a network, with each arigstination(OD) flow routed
on a feasible path from a precomputed set. We evaluate routing within-abjeative
framework and use a Pareto decision layather than fixed weightdo reveal the
operating tradeffs. Because these objectives can conflict (e.g., revenue with penalties,
revenue against risland utilization), the result is a set of Rdominated choices rather

than a single prescriptiofihe model enforces two core constraints:

T Minimum CoS service levels, requiring each class to meet its SLA availability

over the horizon.
T Link capacity, ensuring aggregate flow on any link never exceeds its bandwidth.

We solvel within a Pareto evolutionary framework (NSGA and maintain
feasibility throughout, producing diverse rdaminated solutions that expose tranfs
without reweighting. Experiments span three topologies (ERnet, France, Giul39).
Parameters were tuned to balance solution quality and computational effort

(1) Dynamic Routing Behavior under Evolving Risk
In the baseline dynamigsk experiments, routing for the same TQIDS adapts
across time as link failure probabilities changbese adjustments lower service
aware risk and improve survivability while controlling utilization. Under

unconstrained capacity, revenue and penalties remain near stable; under
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constrained capacity, higher revenue tends to require higher utilization and risk to
keep penalties low. Within the Pareto decision layer, these adaptations yield non
dominated choices rather than a single prescription

(2) Impact of Bandwidth Capacity on Multi-Objective Performance
Varying link capacity shows that higiriority classes maintain their service
levels with little variation, while constrained bandwidth primarily impacts lewer
priority classes. Increasing capacity preserves SLA compliance for top tiers and
improves fairness for lower tiers. Across the Pareto fronts (revenue
overutilization and survivabilifyrisk), routing choices shift to use bandwidth
more efficiently while containing risk, providing nalominated options for
operators

(3) Metric Interactions and Network Risk Profiles
Overdtilization increases ndmearly with revenuggently when unconstrained
and steeper under capacity limits. Survivability and risk move in opposite
directions, with a sharper tradéf when bandwidth is tight. Revenue and risk are
positively correlated; higher revenue generally coincides with lower penalties
an unconstrained scenari€omparing safes risky reliability scenarios (low vs
high failure probabilities), safeaseshift frontswith lower risk and utilization for
a given revenue/survivability, whereas risky profiles compress feasibleidbw
solutions. These interactions provide a decision layer for selecting routing policies
that cebalance revenue and utilization while containing risk and respecting. SLAs

(4) Parameter Variation
We vary three inputs to examine their influence on the five objectives and on the
Pareto set:

A Number of service requests per per{tmv/medium/high. As demand increases,
revenue rises while penalties remain low where feasible paths exist; risk and
overutilization increase nonlinearly, especially under tight capacity.

A Minimum CoS service levelgstrict vs loose)Stricter scenario reduces penalties
(notably for highpriority CoS) but increases risk and overutilizatiand reduces
flexibility for lower-priority classes; loosetasegives more freedom to lower

risk/overutilization at the cost of higher potential penalties
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(5) SeismicExtension

We extend the framework to earthquakduced failures by treating dynamic risk as
a time and spacearying link-failure probability. A logistic fragility function,
parameterized by earthquake magnitude and
probabilities across time steps and locations, capturing transient, spatial impact. We
evaluate tradeffs under our Pareto approach and contrast this with the concept of
weightedsum scalarization (weiglitependent) and with singtébjective baselines that

optimize one metric

A Under seismic failures with zonal propagaticserviceaware risk rises and
survivability falls the most. Overutilization and SLA penalties also increase when
capacity is tight orthe outage duration is longer. Revenue can remain near
baseline, but typically at higher riskhis follows from the SLA availability
constraints by CoS: minimum service is maintained for each @asisit shifts
pressure to the risk and overutilization objectives dutdisgsteiperiods.

A In time stepswith no earthquake, a larger share of requests is routdéchpiact
steps, routing is reduced to control servaweare risk while meeting SLA
minimums. Highpriority CoS (Platinum, Gold) are preserved by rerouting to
safer corridors/links, while lowepriority CoS (Silver, Bronze) absorb more

penalties when capacity constraints bind.

Each of the dissertationds research ques
Research Question 1 is answered in Chapter 3, where the dynamic-aerareerisk
model (SARM), link failure evolution, and priorityeighted risk formulation are
developed, and further validated under the seismic setting in Chapter 7. Research
Question 2 is addressed in Chapter 3 through theofiyective MINLP formulation and
in Chapter 4 via the Parebmsed NSGAI solution design. Research Question 3 is
answered in Cdpter 5 through the analysis of adaptive routing under evolving risk and
capacity constraints, and in Chapter 7 through the earthaundkeed rerouting patterns.
Research Question 4 is addressed through the Pareto decision layer arstenaltio
experiments in Chapterstd 7, which provide operators with interpretable tradlesets

for revenue, survivability, risk, utilization, and penalties. Research Question 5 is
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answered across Chapters 5 and 6 through capacity and SLA sensitivity analyses,
showing how dynamic bandwidth constraints and CoS priorities shape feasible routing,

penalty behavior, and SLA preservation under disaster conditions

The results of the optimization algorithm provide operators with an actionable
decisionsupport layer. Instead of prescribing a single routing solution, the Pareto front
exposes how revenue, survivability, risk, overutilization, and penalties trade off under
evolving disaster conditions. An operator can select a routing strategy aligned with real
time operational prioritigs for example, favoring lowisk solutions during early
disruption, higherevenue solutions once conditions stabilize, or balanced solutions when
preserving higkpriority CoS is essential. The dynamic behavior across time steps also
indicates when rerouting becomes necessary, which links or corridors to avoid, and how
bandwidth should be allocated across service classes to prevent SLA violations. In
practice, this supports disaster response teams in making informedcotisistent
decisions under uncertainty, and in planning capacity buffers anepatfecorridors

ahead of future events

8.2 Limitation and Threats toValidity

We assume singlpath routing per OD per time step with a precomputepai set,
which constrains path diversity; more diverse alternatives (e.g., lhoitedap Kpaths)
could expand feasible traddfs. Hazard dynamics use a logistic fragility relation and
zonal propagation to capture spatgonporal shocks, but these choices abstract away site
and perioddependent spatial correlation in ground motion and rely on generic calibration
of fragility parameters; longer outage windows are simplified as fixed. These
simplifications are standard for tractability but may understate localized variability and

correlation effects during real earthquakes

The seismic layer uses zonal propagation and a logistic fragility function driven
by magnitude and distance to epicenter, with a simplified outage dur&tiagility
parameters are generically calibrated;-specific factors (soil, asset hardening), deeper
spatial/temporal correlations beyond zones, staged repair logistics, and interdependent
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failures (e.g., power/ducts) are abstracted. These choices aid tractability but camunder

overestimatdocalizedserviceaware risk and survivability

Finally, the model relies on several simplifying assumptiswch as fixed
demand sets, independent link failures outside the seismic layer, static CoS parameters,
and idealized recovery timinghat may limit external validity. Under real operational
conditions, jointly evolving service requests correlated multhazard effects,
heterogeneous equipment resilience, andideal repair schedules could lead to system

behaviors not fully captured by the present abstraction

8.3 Future Work

Future work should extend the dynamic risk layer to incorporate stochastic demand and
hazard inputs. For demand, fass origifidestination occurrence can Imeodeled
probabilistically, enabling the evaluation of expected revenue, survivability, service
aware risk (SARM), overutilization, and penalties over sampled scenarios. For hazards,
the existing SARM structure can be retained while fitting empirical distributions for

fragility parameters and failure rates, and then solved via scenario sampling.

The current offline planning assumption can be relaxed by adopting a folling
horizon scheme that ingests updated link status and demand at each time step. Such a
formulation should account for longer outage windows, aftershocks or-ewefti
sequences, and state caomer between periods, thereby allowing routing to react to
evolving failures rather than a fixed horizon snapshot. This online approach would
support timeconsistent policies that preserve Ge8el SLA commitments as conditions

change

A natural extension is to incorporate arrival times, travel times, and node
gueueing into the objective set and constraints. Dsdagitive objectivesr delaybased
SLA terms would capture performance when congestion and restorati@xis and
they would make explicit the trad#fs among risk, survivability, overutilization,
penalties, and latency that operators face during disruptions.

Strategic design decisions such as topology selection and capacity placement can
be integrated with the present mwdbjective routing model in a ével framework. At
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the upper level, the planner would choose links and capacities under budget constraints;
at the lower level, the current MINLP (solved by NS@Awould route services under
SARM, capacity, and CoS constraints. This joint perspective is particularly relevant for
SDN-enabled or disast@aware infrastructures and can reveal where capacity buffers

deliver the largest resilience gains

The computational efficiency of NSGK can be improved by learninguided
initialization and selection, as well as by surrogate models for expensive objective
evaluations (e.g., survivability and SARM across many scenarios). Predictive models
trained on solution featuresuch as path patterns, class mix, and link utilizatcam
focus exploration on promising regions of the search space and preserve Pareto quality in
larger networks Machine learning techniquesoffer a complementary mechanism to
adaptively reroute traffic using observed risk, utilization, and SLA stakes. example,
an RL controller can learn timeonsistent actions under evolving failures (seismic or
staged), targeting survivability or revenue while respecting CoS minima and capacity
limits. Combining RL policies with the Pareto frontier would provide operators with both
pre-computed tradeff sets and reactive, statependent contral§he decision layer can
be augmented with lightweight kneeint detection or mukcriteria decision analysis to
surface a small set of operatore a d y choi c-ebsk,ed giibaitndmmoned,
revenueo) . This addition would preserve P;

with organizational preferences and operational policies.

Additional directions for future work include enriching the failure model to
capture clustebased disruptions and netivel outagesThis often accompany large
scale hazards and can reshape feasible routing corridors. Furthermore, the proposed
framework can be mapped to other network domains such as 5G/6G architectures, cloud
infrastructures, or distributed edg@mpute systems, where dynamic risk, differentiated

service classes, and capacity constraints similarly interact during disruptions

137



References

[1]

(2]

(3]

[4]

[5]

[6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

A. |l zaddoost and S. S. Heydari, fHABalkflrei ng net wc

s ¢ e n aJournalof, COmmunications and Netwarksl. 16, no. 5, pp. 53447, Oct. 2014, doi:
10.1109/JCN.2014.000092.

A.lzaddooseend S. S. H e yasedmrogctivdinEtavqrkapioteation in lasmle
Fai l ur e Brocedm&ompuat Scvob 34, pp. 111117, 2014, doi:
10.1016/j.procs.2014.07.061.

J.Rak,R.Gir&&si | va, T. Gomes, G. Ellinas, B. Kantar ci
optical net works: State of OptibagéSwachingandc hal | enges,
Networking vol. 42, p. 100619, Nov. 2021, doi: 10.1016/j.0sn.2021.100619.

A. |l zaddoost and S. S. Heydari, fPrsealetiutei ve net

s c e n ar 2024EEB Globecom WorkshopEEE, Dec. 2012, pp. 85862. doi:
10.1109/GLOCOMW.2012.6477688.

L. Song, J. Zhang, and B. Mukherjee, ADynamic ptr
di fferentiated ser vi celBEEiJaurnad anSelectedaAlerdsén mes h net we

Communicationsvol. 25, no. 4, pp. 3%3, May 2007, doi: 10.1109/TWC.2007.024505.

F. Di kbiyik, M. Tornator e, and B. Mukherijee, i Mi

backbone Joenawflightwayedechnologyol. 32, no. 18, pp. 3173183, 2014, doi:
10.1109/JLT.2014.2334713.

A. Xu, AAttachment 3: Rogers Communications Jul

& Potential for ConnectTO to Mitigate Future EvVe

https://investors.rogers.com/vgontent/uploads/2022/10/Rogeps-.

AExecutive summary Uptime Intelligence: actionat

ecosystem,0 2024.

A. Das, AMaxi mi z-awgr pr pf b tva0H8EER Netw§rk @perations
and Management SymposiulBEE, Apr. 2012, pp. 39300. doi: 10.1109/NOMS.2012.6211923.

C.-Y. Honget al, AAchieving high -durtiivl e nz/UNANGEOMMI t h soft we

Computer Communication Revievol. 43, no. 4, pp. 126, Sep. 2013, doi:
10.1145/2534169.2486012.

D. Powel | and J. Hilp web-énabted, pacaliet optimizafioh fravhsv@ik for
NLP and MProceedings of ihen9th annual conference on Genetic and evolutionary
computationNew York, NY, USA: ACM, Jul. 2007, pp. 2148150. doi:
10.1145/1276958.1277372.

0. Cuate and O. Sche¢tze, APareto explorer for f

p r o b | Mathematicsvol. 8, no. 10, pp.i6l5, 2020, doi: 10.3390/MATH8101651.

A. |l zaddoost and S. S. Heydari, AA probabilisti
fail ure s20®25hrIHEE €anatlian Qonference on Electrical and Computer
Engineering (CCECE)EEE, Apr. 2012, pp.i5. doi: 10.1109/CCECE.2012.6335005.

A. J. Gonzalez and B. E. Hel vik, AGuaranteeing
in 2012 15th International Telecommunications Network Strategy and Planning Symposium
(NETWORKS)IEEE, Oct. 2012, pp.i5. doi: 10.1109/NETWKS.2012.6381678.

138

C

C



[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

V. M. Cvetkovil, R. Renner, B. Al eksova, and T.
Natural and MafMade (Technological) Disasters (19@024): Insights from Different Socio

Economi c and De mo gApplipdscience®(8witzepaadplt 14,\n@ $8, Sep.

2024, doi: 10.3390/app14188129.

A. |l zaddoost and S. S. Heydari, fHBealkfaknrei ng net wc
s ¢ e n aJournalof Communications and Netwarksl. 16, no. 5, pp. 53447, Oct. 2014, doi:
10.1109/JCN.2014.000092.

S. T. Motlagh, A. lbrahim, S. S. Heydari, and K:KkEh a t i b ;ObjéctMe Optimization for
Managi ng Di sr upt ROthinterRatienal CanfierenSelbh thedDesign of Reliable
Communication Networks, DRCN 2Q24stitute of Electrical and Electronics Engineers Inc., 2024.
doi: 10.1109/DRCN60692.2024.10539138.

S. H. Hajiet al, ACompari son of Software Defined Network
Asian Journal of Research in Computer Sciepge 1 18, May 2021, doi:
10.9734/ajrcos/2021/v9i230216.

M. Chiesa, A. Kami sinski, J. Ra k -RecveryRet var i, ar
Mechanisms in Pack&wi t ched Net wo r kditutéof Blgrtrical ar@®l Electrdhifs2 1 ,
Engineers Incdoi: 10.1109/COMST.2021.3063980.

R. Lopes, D. Ros§&8ri o, E. Ce r g u-awaredraffic iduting@ndi vei r a,
resource allocation mechanismforspdce vi si on mul ti pl exi rCgmpatérasti c o
Networks vol. 218, Dec. 2022, doi: 10.1016/j.comnet.2022.109389.

P. K. Agar wal , A. Efrat, S. K. Ganjugunt e, D. H
resilience of WDM networ ks tIBEE/ACM Trandadtionsant i ¢ geo
Networking vol. 21, no. 5, pp. 1524538, 2013, doi: 10.1109/TNET.2012.2232111.

é
(

G. Dobreff, A. Bader, a n d-Aware Freneewdrkdor NefwArk SiceE and /
Pl acement and RdEERB Access2024hdoi: 10.64109/ACEESS.2024.3523900.

A. S. Santos, J. De Santi, G. B-Aware Begvicee i 1 e d 0, anoc
Degradati on i n EI| dEEE TransaQipns ondNatwork ldred tSevice k s , 0
Managementvol. 19, no. 2, pp. 94961, Jun. 2022, doi: 10.1109/TNSM.2022.3154331.

D. Tipper, S. Ramaswamy, and T. |IHEBWielssr g, APCS
Communications and Networking Conference, WCIN&litute of Electrical and Electronics
Engineers Inc., 1999, pp. 102832. doi: 10.1109/WCNC.1999.796827.

X.WangandMA. Wi |l | i ams, ARi sk, UncerOtlali nltEyE Ea nTchi Ras ¢l i
Conference on Privacy, Security, Ri sk and Trust
Computing IEEE, Oct. 2011, pp. 1278283. doi: 10.1109/PASSAT/SocialCom.2011.130.

A. |l zaddoost andadSaptS.v eHesytdraartie gificRinsekt wor k pr ot e
Journal of Communications and Netwarksl. 19, no. 5, pp. 56§%20, 2017, doi:
10.1109/JCN.2017.000082.

M. Xia, M. Batayneh L . Song, C. u. Ma r {Awake,Prodsioming fr. Mukher|j
Revenue Maximization i nlEHEGL@BEOCOM 206082008 IEEE t wor ks, O
Global Telecommunications ConferenteEE, 2008, pp. 5. doi:

10.1109/GLOCOM.2008.ECP.266.

139



(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

(38]

[39]

[40]

[41]

W. Fawazetal, A Service | evel agreement IBEEd provisioni
Communications Magazingol. 42, no. 1, pp. 363, Jan. 2004, doi:
10.1109/MCOM.2004.1262160.

D. Bat ham and V. V. Th ak-basedclassiohservicerpovisonmg d cost f
scheme for el as Computen etwbrksmll 243, Apt. 2084y, dois , O
10.1016/j.comnet.2024.110283.

A. Hassi di m, D. Raz, M. Segalov, and A. Shaged,
Available: http://www.nanog.

H.Huangetal, A A probabilistic risk axsHeghghetavior fr ame w
i nt er &cignde €mna formation Sciencesl. 63, no. 9, Sep. 2020, doi: 10.1007/s11432
01929830.

M. Liwu, X. Qi , and H. Pan, AConstruction of nety
tel ecommuni c &omputer Netwerkswlo20% noo61877067, p. 108764, 2022, doi:
10.1016/j.comnet.2022.108764.

B. Liwu, P. Yu, X:Awdpd Seryice outks PlanninGfbriSystem Ratestion
Communication Networks of Softwafee f i ned Net wor ki nlgEEiAocesvaler gy | nt
8, pp. 9100691019, 2020, doi: 10.1109/ACCESS.2020.2993362.

A. Agrawal , V. Bhatia, and S. Prakash, fANetwork
Analysis of Backbone Opt Joormalof Lbtwarmeulrachnolagyol. on Net wc
37, no. 10, pp. 2352362, 2019, doi: 10.1109/JLT.2019.2904328.

J. He, A. Luo, J. Z h aRiskyBalareenBased. Virtual Meaworlg Mapging o po | o g
Al gorithm of EI as2020d2thOnpetnaticnal IConferericanoo €Edmmunization
Software and Networks, ICCSN 20p0. 9 12, 2020, doi: 10.1109/ICCSN49894.2020.9139063.

R. Zou, H. Hasegawa, and S. Subramani am, i DRAMA:
Mi tigation Awar eness {2021 17hliriemational Cahferericeconthe Net wo r k
Design of Reliable Communication Networks, DRCN 20p11 7, 2021, doi:
10.1109/DRCN51631.2021.9477320.

S. Wang, S. Xu, S. Guo, P.-Awane JTaskDffloaBingande ng, and .
Resour ce Al | oc at iEeBRIntérnatiodal Sywiposkirm onNBeoadbandMultimedia
Systems and Broadcasting, BM$BI. 2022June, 2022, doi: 10.1109/BMSB55706.2022.9828720.

S. A. Astaneh, S. Shah Heydar i, -8ffsbetwaean Risky i Mot |
and Operational Cost i Rutuhirndiveli 14,mo. @ Sep.2@28,ver y Pl
doi: 10.3390/fi14090263.

Y O)

A. Sharma, P. Chol da, R-awaré aptmaized quiekestpatscompdting ma n,
technique f or cr Cdmputessland Electrital Engineesirgpl. 95 no.eAsgust
p. 107436, 2021, doi: 10.1016/j.compeleceng.2021.107436.

S. T. Motlagh, S. S. Heydari,and K-Elh at i b, {B&edRsk andaRevenue Optimization
for Networ k Di s24s IntermatioRabGorfereace gn,thie Dasign of Reliable
Communication Networks, DRCN 20Q25stitute of Electrical and Electronics Engineers Inc., 2025.
doi: 10.1109/DRCN65040.2025.11046142.

R. TrestianMobile and Wireless Communications with Practical {T&se Scenario8oca Raton:
CRC Press, 2022. doi: 10.1201/9781003222095.

140



[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

M. T. Gardner, Y. Cheng, R. May, C. Beard, J. St
resilience against di sast e046 latlsinterrgptiotmer vi ce Level
Conference on the Design of Reliable Communication Networks (QRERE, Mar. 2016, pp.

62/ 70. doi: 10.1109/DRCN.2016.7470836.

M. . Bi swas, S. Mc Cl ean, P. Morr ow, B. Scotney,
in Softwar e De018 10th GompNutet Stiencekand Etectronic Engineering
Conference, CEEC 2018Proceedingspp. 148153, 2019, doi: 10.1109/CEEC.2018.8674202.

D. Oliveira; J. Crichigno; N. Siasi; E. Bedarb; N. GhaniJoint Mapping and Routing of Virtual
Network Functions for Improved Disaster Recovery SuppBeBEE, 2018.

Y. Tan, F. Qi u, A. K. Das, D. S. Ki r-Bisadtee n , P. Ar
Repairs in EIl ectr i clEEEyTraidacsonsron Rower Systgmsl.84 howh r ks, O
pp. 26112621, Jul. 2019, doi: 10.1109/TPWRS.2019.2898966.

C.ColmanMe i xner , M. Tor nat or eNetwarkDRisasBer Reddvekylagainsi e e, A C
Cascadi ng 20kIEERGIaba Conmunitations Conference (GLOBECOREE,
Dec. 2015, pp.il5. doi: 10.1109/GLOCOM.2015.7417558.

S. Al Mamoori, A. Jaekel ,avare@WDMNetwokaeasignyfar gatad hy ay ,
c e nt r AGM, International Conference Proceeding Serissociation for Computing
Machinery, Jan. 2017. doi: 10.1145/3007748.3007765.

L. Ma , X. Jiang, B. Wu, T. T aJeffictent data AackugPfart t avi na,
data center retmeorekas | ayg aniar2Ghéi |IEEE 17chinematianar , 0 i n
Conference on High Performance Switching and Routing (HASEE, Jun. 2016, pp. 226. doi:
10.1109/HPSR.2016.7525634.

S. Saei and N-Basd&dOptimkationdfiNSwoekrRasilienae: Integrating
Vul nerability Assessments and Traffic Flow. 60

J. Wu and PAver¥éOptimizatigh i Redilience Enhancement of Complex
Engineering Systems under Uncertainties, o0 2021.
https://www.elsevier.com/opesccess/userlicense/1.0/

B. Wang, W. Deng, Z. Ta n-stage stoclzastiaaptgnjzatianfod F. Chen,
di saster rescue resource di sBnginedringtOptimizatiogvoln si der i r
56, no. 1, pp. 17, 2022, doi: 10.1080/0305215X.2022.2144277.

A. Ghol ami, N. Torkzaban, and J. S. Bar as, i Mo b i
A Stochastic Pr og 203MEBEEE Bt IntémaionabConfdrenae on Network

Softwarization: Boosting Future Networks through Advanced Softwarization, NetSoft 2023
Proceedingslinstitute of Electrical and Electronics Engineers Inc., 2023, pp.2/& doi:
10.1109/NetSoft57336.2023.10175453.

D. T. Hai, M. Morvan, and P. Gravey, ACombining
routing and spect rlEMOpoaestiogasvoleld, ho. Z) ppo2, Apn, 0O
2018, doi: 10.1049/ievpt.2017.0013.

H. Sunetal, A Emergency path planning bakXwemloon i mpr ove
Building Engineeringvol. 100, Apr. 2025, doi: 10.1016/j.jobe.2024.111725.

l. A. Abdul hameed, A. O. Akanni, and E. O. Omi di
Decongest TrafficinaMuiRoad Coor di n a tFEQYE Joorhatof Engiredringamd, 0
Technologyvol. 8, no. 2, Apr. 2023, doi: 10.46792/fuoyejet.v8i2.987.

141



[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

H. Orojloo and
10607.
M. Pourvali, C.

infrastructure

10.1016/j.comcom.2017.07.003.

F. Wang, Z . Pe
usingmuliobj ect i ve

10.1109/ACCESS.2020.2991865.

A.

T.

Haghighat,
n et woWilelass Networkssol. 22, no. 5, pp. 1711724, Jul. 2016, doi: 10.1007/s1120865

Cavdar, K.

, L.

Dong,

fA Tabu search &

S Hadluvearapair fod cloudfased ¢ hi gn o,
s Gomput Corensyrva. fL1t1,p. 20640, Gch 2017¢dois , O

and

J . -pevi@d postiidastee r gency
c el | ullEEE Acgessvok &, ppc8225832P6b6y 2D20, o, o

J.C. Silveetal, A Mbbjéctivé evolutionary algorithm for the design of resilient OTN over
DWDM n et WpticakFber @echnologyol. 93, Sep. 2025, doi:

10.1016/j.yofte.2025.104204.

N. Xiang, Y. Dou,

Fiber Optic Cable Networks Based on NNSGA-1 |

S. Ver ma, M. Pant ,

Combinatori al

10.1109/ACCESS.2021.3070634.

H. Ma , Y.

Y. Fu, X.

Q.

Ji a,

and V.

Zhang, S.

Sun, T.

Al go

Y Dai

rith

., Y. Huang,

and

m in Raf28om Fai l
9th International Conference on Big Data and Information Analytics, BigDIA 2628ceedings
Institute of Electrical and Electronics Engineers Inc., 2023, pg.591 doi:
10.1109/BigDIA60676.2023.10429234.

S n a slifdr MultifObjecive mpr e he n s i
O p tIHEEBAczessvol. ®, pp. 3775t 179 1e 201, doi:

Liu,

Categorized QoS Provisioning in
on Communicationsrol. 72, no. 3, pp. 17902803, Mar. 2024, doi:
10.1109/TCOMM.2023.3335414.

H. Bingadhi, A. Bineshag, and M.AMlu hai ni , AOpti mal

Power Systems Using Mu® b j ect i v e

a-hfdr mMiti- S han, i /
objective opt i mi zAtflntellRevaval. 86, roplp, pp. 521524, Dec, 0
2023, doi: 10.1007/s104623-10526z.

Wa n g, -Ohjettive MultiDifReansiogal RegSoltoel Allocation for

[EEE/Toansdctidnss and 6 (

Resilience

and Energy Conference, iISPEC 208#stitute of Electrical and Electronics Engineers Inc., 2024,
pp. 297 302. doi: 10.1109/iISPEC59716.2024.10892417.

R. S. Beed, S.

solvingmulttobj ect i ve
Technologyvol. 13, no. 4, pp. 1331341, Aug. 2021, doi: 10.1007/s418@R1-006439.

Sar kar , and

rout e

Cai , filnsights

Probl ems, o

A. Williams and Y.
Deci sion Making
N . Wan g, Q. Qi an,

of sludge:

Process

J.

devel opment ,JBEoyrdniCmemErgt i on

Ren,

A.

Roy,

Apr .

and

C.

vol. 13, no. 5, p. 118903, Oct. 2025, doi: 10.1016/j.jece.2025.118903.

B. Mukherjee,

M.

F.

Habi b,

and

F.

Enh

Ev ol ut 20M4nEEE SustdinalgedPowet hm, o i

AHIi erarchical
lotprmatiomal Jownialiofdnfiorm@atioro b | e m, 0

i -Critedia Wei ght ed

2025, [Online].

He, Al ntegrat ec

Di kbiyik,

cascadi n ¢eEEE Gominunicaions Magazineol. 52, no. 5, pp. 23@38, May 2014, doi:

10.1109/MCOM.2014.6815917.

142

anec

i Net



[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

Z . Duan, Z. L. Zhang, and Y. T. Hou, fAService O\
Pr ovi s iIEGEYACM Jransactions on Networkingol. 11, no. 6, pp. 87@83, Dec. 2003,
doi: 10.1109/TNET.2003.820436.

S. Yang, F. Li, S. Trajanovski, R. Yahyapour, ar
in Networ k Fun c {EEBTransadtions an &drallet and Distribufed Systenas.
32, no. 2, pp. 29814, Feb. 2021, doi: 10.1109/TPDS.2020.3017001.

G. Tychogiorgos, A. Gkelias, and K. K. LLeung, @l
tiered mul ti me @ilalEEELCpnfeienca dniCampwter ©omimunications
(INFOCOM), IEEE, Apr. 2015, pp. 1718723. doi: 10.1109/INFOCOM.2015.7218552.

G. Casey, B. Zhao, K. -$¢pecificavolymedelayadurviés by dmhbigneng A Cont e
crowdsourced traffic data with aut omabDaadentric af fi c ¢
Engineering vol. 1, no. 3, Dec. 2020, doi: 10.1017/dce.2020.18.

A. Bhavani, Y. Ekshitha, A. Mo u n-Bdsed Trafficn d U. Prat
Engineering in SDN: Probl em For mul ait328odoi Par amet
10.1007/97881-19-49609 25.

K. T. Di nh, S. Kukl i Gski, T. Osi GEBski , and J. Wyt
Journal of Information and Telecommunicatjaol. 4, no. 3, pp. 25266, 2020, doi:
10.1080/24751839.2020.1755528.

P. Betaly d SDNR®Putoemcti ve routing optimization in
Comput Commurvol. 225, pp. 250278, Sep. 2024, doi: 10.1016/j.comcom.2024.07.015.

0. M. Mohamed, T. M. Ma h moud, and A. A. Ali, i Sc
optimization: A systematic |iterature review,o (
K. Qu, W. Zhuang, Q. Ye, X. S. Shen,-oréntedLi , and

5G networks with SDANNF Vi n t elBBEE &létw voln34, do. 4, pp. 234241, Jul. 2020, doi:
10.1109/MNET.001.1900508.

A. Obeidatand M. Ak hal abi , AAn Efficient Approach towar d:¢
Al g o r INTERNATOONAL JOURNAL OF COMPUTERSDMMUNICATIONS &
CONTROL.vol. 17, no. 5, Sep. 2022, ddi0.15837/ijccc.2022.5.4815.

K. Deb and K. Deb, AMultiobjective OOHectimei zati on
Optimization Using Evolutionary Algorithms: An |
http://www.iitk.ac.in/kangal/deb.htm

wW. A. Bukhsh, A. Grot hey, K. . M. Mc Ki nnon, anc
power f | o WEEPTramdadtiensgn ®ower Systewal. 28, no. 4, pp. 478@788, 2013,
doi: 10.1109/TPWRS.2013.2274577.

Erfu Yang, N. Haridas, A.BRayi s, A. T. Erdogan, T. Arslan, anc
Optimal Designh of MEMSBased Reconfigurable and Evolvable Sensor Networks for Space

App!l i c atSecand NASA/ESA c€onference on Adaptive Hardware and Systems (AHS 2007)

IEEE, Aug. 2007, pp. 484. doi: 10.1109/AHS.2007.76.

T. M. Hamdani, JM. Won, A. M. Al i miobjectvnFabatufe.SeléCtionwith y , 7 Mu |
NS GA | Adaptive &nd Natural Computing AlgorithnBerlin, Heidelberg: Springer Berlin
Heidelberg, 2007, pp. 24247. doi: 10.1007/978-540-716181_27.

K. Deb, A. Pratap, S. Agarwal, and T. Meyarivan,
Algorithm: NSGAI | , 6 200 2.

143



[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

(93]

[94]

[95]

[96]

[97]

G. Kootstra and B. de Boer, ATackl| iCarp t he pr emat
| oc al iRobAutomSysval. 57, no. 11, pp. 1107118, Nov. 2009, doi:
10.1016/j.robot.2009.07.003.

S. Lin, Y. Yang, Y. Nagata, and H. Yang, AEIlite
Optimization f or ReMathematesval. d3, noo9nMap 3085 deims , O
10.3390/math13091398.

L.AI-Ter kawi and M. Mi gl iavacca, fAAn automated par
adaptation for diSsitRepivoh L5t ne.d, Déca 2025, dainl@.10$841598 O
025-939430.

P. Vijai and P. B a g a v a-bblective ®ptimization approach withA hy br i d r
NSGAIl | f or f e a Decision Aralgticselauinalal.ri4, Mar. 2025, doi:
10.1016/j.dajour.2025.100550.

J. Al caraz, 0 R-Hmetabdurgtic fontle bobjectiV® Support Vector Machine
wi t h f eat uGomputsOpdr Bewadl.il#2,nDead 2024, doi: 10.1016/j.cor.2024.106821.

S. A. Astaneh and S. Shah Heydari, -Failrpt i mi zati or
Rest or at i olEEESamrsactonsiom Network and Service Managenveht13, no. 3,
pp. 421432, Sep. 2016, doi: 10.1109/TNSM.2016.2580590.

A. S. Santos, J. De Santi, G. BAwakEbgyicei redo, anc
Degradation i n EI| dEEE TransaQipns ondNatwork ldred iSevvice k s , 0
Managementvol. 19, no. 2, pp. 94961, Jun. 2022, doi: 10.1109/TNSM.2022.3154331.

R. B. R. Lourenco, M. Tornator e, C. u. Martel, e
Connection Provi si onilBEE Tanmsactons ofRNesvorkiandServicer unc h, 0
Managementvol. 15, no. 4, pp. 1613629, Dec. 2018, doi: 10.1109/TNSM.2018.2875103.

iRel i ab i- AWS Well-Adhitet¢teal FrameworkRe | i abi |l ity Pill ar. o0 Acce
2025. [Online]. Available: https://docs.aws.amazon.com/wellarchitected/latest/reliability
pillar/welcome.html

G. H. Harri s, iReview of O6Algorithms 4in C++, thi
We s | ey AZN 8I@SOFDSoftware Engineering Noted. 28, no. 2, pp. 385, Mar. 2003,
doi: 10.1145/638750.638762.

Q. We n , R. Chen, L. Nai , L. Zhou, and Y. Xi a, i F
space Ef ib5thdntemationgl Workshop on Graph Data Management Experiences and

Systems, GRADES 2041To-located with SIGMOD/PODS 201Association for Computing

Machinery, Inc, May 2017. doi: 10.1145/3078447.3078460.

M. Daietal, A Energetic, economic and environmental (1
process from codbiomass cayasification based on a novel method of Ordering Preference

TargetingatBil deal Aver age SoComputChensEngoOTsd, B. 108®BY,, 0

Jan. 2023, doi: 10.1016/j.compchemeng.2022.108084.

S. Orl owski , R. Wess?al|y, M. RBi Survivahle Netwadk A. T o ma s 2
Desi gn Networksavol.\b5, 00. 3, pp. 21286, May 2010, doi: 10.1002/net.20371.

A. Satja Kurdija, G. Ilii, and | . Begil, H#A Frar
2-EdgeConnect ed Subgr ap histernatonal jobraal df eleBtrical ane computem , o
engineering systemsol. 15, no. 8, pp. 61585, Sep. 2024, doi: 10.32985/ijeces.15.8.5.

144



[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

A. Valentiniet al, ANet wor k Resi | i enc2019AlghdntemationalEar t hquake:
Workshop on Resilient Networks Design and Modeling (RNIBBE, Oct. 2019, pp.iZ. doi:
10.1109/RNDM48015.2019.8949088.

M. Merdasse, M. Hamdache J. A. Pel aez, J. Henares, and T. M
Parameters in Major Cities of PbreAppl GeophgsolAl ger i a
180, no. 1, pp. 690, Jan. 2023, doi: 10.1007/s000222-032182.

J. Greenhough and I . G. Main, AA poisson model f
hazar d &eophlysyRed Lettol035, no. 19, Oct. 2008, doi: 10.1029/2008GL035353.

J. Han, S. Park, S. Kim, S. Son, S. Lee, and J.
Support Vector Machines for Seismic Vulnerability Assessment and Mapping: A Case Study of the

12 September 2016 ML5. 8 Gy eaostaiggbility (Bnatzedamdyjoh a k e, SoL
11, no. 24, Dec. 2019, doi: 10.3390/su11247038.

J. Cui, A. Che, S. [Lassoregressiorbdsed s€ismicfragility afalysid ogi st i ¢
met hod for el ectrical equi pment considering stri
Earthquake Engineering and Engineering Vibrationl. 24, no. 1, pp. 16986, Jan. 2025, doi:
10.1007/s1180825-23001.

R. Rincon and J. E. Padgett, AFragility model i nc¢
resilience analysi s: F r o ntarthueke Speatrarot. 40uno.el, pp.o t he r
647673, Feb. 2024, doi: 10.1177/87552930231219220.

J-B. Dastous and A. Der Kiureghian, APACI FI C EART
Guide for the Design of Flexible and Rigid Bus Connections between Substation Equipment
Subjected to Earthquakes, 0 2010.

Y. Lee, JS. Kim, J:H. Seo, and MJ . Kim, AComparison & Analysis of
standards for harmonization of seismic qualification of safetyl at ed equi pments. O

fiEarthquake Magnitude Scales. o0 Accessed: Aug. 1 ¢
https://www.earthquakescanada.nrcan.gc.cafiygfio/scaleechelles/magnituden.php

145



Appendix A

We report the results of various choices of the number of paths between each
origin-destination pairas shown inTable A.1. First, we observe that as the number of
paths increases, the computational time increases at a slowlinggas because our
NSGA Il explores the solution space by simply changing the path of a selected set of
demand requests without performing any local search mechanism that includes full
enumeration or exploitation. Secondly, we notice that as the number of paths increases,
there is a point where the quality of the solutions only improves marginally, and then the
guality of the solutions deteriorates. Thighaviorcanbe explained by the fact that the
NSGA algorithm will requirea largernumber of generations to explore suchame
solution spaceand that it can be trapped at local optimal solutions due to the large

number of them.

TableA.1 The results of various choices of the number of paths between eachdasgimation pair

Number of pathg Time (sec.)| Revenue| Risk Survivability | Overutilization | Penalty
3 606 0.9956 | 0.8566| 0.9693 0.8000 1.0000
4 624 0.9993 | 0.8772| 1.0000 0.8667 0.2500
5 646 1.0000 | 0.9026| 0.9489 0.8400 0.0000
6 654 1.0000 | 0.8959| 0.9455 0.8667 0.0000
7 660 1.0000 | 0.9607| 0.9239 0.9067 0.0000
8 678 1.0000 | 0.9226| 0.9250 0.9600 0.0000
9 682 1.0000 1.0000| 0.8830 1.0000 0.0000

To investigate how NSGA parameters, namely the number of generations,
population size, and mutation rate, affect optimization performance, we conduct a
sensitivity analysis. Results of these experiments are displayed in FAyGresnd A7
network. We observe that a population size of 100 is the best choice among the options of

50, 100, and 200, as it leads to more stable convergence. Increasing the population to 200
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does not yield noticeable improvements. For the mutation rate, the mutation rate of 0.2

yields better results than 0.1. A mutation rate of 0.2 helps maintain diversity in the

population, which supports continued improvement in later generations.

Normalized value

Normalized Value

Revenue over 300 generation

1.00 A
0.98 4
0.96 1
0.94 -
0.92 4
0,90 1
088 1 —— caselRev
— caselRev
o864 — case3fev
o 50 100 150 200 250 300
Generation
Survivability over 300 generation
l.ﬂa -1 o ——— P— ——
0.98 - — — =
0.96 1
0.94 4
0.92 1
0,90 1
0.88 4
— caselsur
0.86 1 — caselsur
—— case3isur
o 0 100 150 200 250 300
Generation

147




Risk over 300 generation

1.0 1 —— caselRisk
— case2Risk
—— case3Risk
0.8 4
3
=
]
- 06 -
=
=
g
=]
Z 0.4
0.2 4
li] 50 100 150 200 250 300
Generation
Overutilization over 300 generation
1.00 4 — caselOver
caseZOver
case30ver
0.95 4
5 0.90 1
2
h=]
#
= 0.85 4
£
[=]
=
0.80 4 r,I T L‘"I
| —ALA
"'I
0.75 4 I
I_‘ﬁ-\.
T ey A e
v] 50 100 150 200 250 300
Generation

FigureA.1 Convergencdehaviorof objective functions under different population sizes in the France network. (casel:

We analyze the effect of various mutation probability values on the performance
of the NSGAII, considering the convergendeehavior We conducted a number of
experiments by varying the probability values. We observed that probabilities higher than
0.25 yield poor performance that is highly fluctuating. Hence, we demonstrate two

50, case2: 100, case3: 200)
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values, namelyr@®h® . The convergendeehavioris displayed in FigueA.6 and A.8.
We observe that the best value of probability will be 0.1, and hence we set the probability

value at 0.1 for all subsequent computational experiments.
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FigureA.2 Convergencéehaviorof objective functions under different mutation rates in the France network (0.1 and
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FigureA.4 Convergencéehaviorof objective functions under different mutation rates in the Giul39 network (0.1 and
0.2)

Figure A.5 shows how computational time increases as the number of service requests
grows. All networks take more time as requests increase, which is expected. The France
network takes the least time in all cases. This is likely because it has a more organized

and regular structure, making it easier to compute paths. ERNet and Giul39 take more
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