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Abstract 

 

Communication networks are increasingly exposed to natural and human-induced 

disasters, which result in service disruption and economic losses. Most existing disaster 

recovery frameworks treat risk as a static factor, overlooking the fact that hazard 

conditions evolve over time. For example, in earthquakes, failures propagate outward 

from the epicenter across successive time steps, creating time-varying and correlated risk 

for network links. In practice, routing must therefore be both dynamic and service-aware, 

reflecting class priorities, (Service Level Agreement) SLA targets, and capacity 

constraints, yet existing models rarely integrate these elements in a unified optimization 

framework.  

This thesis formulates dynamic, service-aware routing under disaster conditions 

as a multi-objective mixed-integer nonlinear program (MINLP). The model jointly 

optimizes five objectives: maximizing revenue and survivability, while minimizing 

service-aware risk, overutilization cost, and SLA penalties, subject to capacity and 

service-level constraints. A dynamic risk model is introduced that considers time-varying 

link failure probabilities and is weighted by service priorities. This includes both hazard 

progress and the importance of impacted services. SLA compliance is preserved by class 

of service availability constraints, which guarantee the preservation of high-priority 

traffic during disruptions. 

We solve the model using the Non-dominated Sorting Genetic Algorithm II 

(NSGA-II), which approximates the Pareto front and provides a decision-support layer 

for service providers. Experiments are conducted on real-world network topologies 

(ERnet, France, Giul39) under staged and dynamic failure scenarios. The results show 

that adaptive routing shifts flows from high-risk to safer links as hazards evolve, 

improving survivability and reducing SLA penalties while explicitly exposing trade-offs 

with revenue and overutilization. Sensitivity analyses show how link capacity, service 

request volume, and failure probability affect the balance among the five objectives. 
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By embedding dynamic risk, service differentiation, and capacity constraints in a 

single multi-objective formulation, this work enables decision-makers to explore 

balanced recovery strategies rather than commit to a single prescriptive solution. The 

approach provides a practical tool for evaluating disaster-resilient routing policies under 

uncertainty, which helps strengthen communication networks against evolving natural 

and human-induced disruptions. 

 

Keywords: Service-Aware Routing; Multi-objective optimization; Dynamic Risk; 

Disaster-resilient communication networks 
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Chapter 1: Introduction  

1.1 Motivation  

Due to the increasing frequency and severity of both natural and anthropogenic disasters, 

survivable communication networks are necessary for maintaining continuous service 

availability in the face of evolving large-scale service disruptions [1]. Communication 

networks remain vulnerable in the event of large-scale natural disasters like floods, 

wildfires, and earthquakes [2], [3] as well as during human-instigated events such as 

cyberattacks or infrastructure failures [4]. Natural disasters can increase the frequency 

and duration of network disruptions, delay emergency response services, and contribute 

to data and economic losses [5]. For example, the Sichuan earthquake in 2008 damaged 

over 30,000 kilometers (km) of fiber optic cables and 4000 telecommunication offices 

[6]. Hurricane Sandy in 2012 caused widespread data center outages and service 

disruptions across the northeastern US [3]. The 2022 Rogers outage in Canada caused an 

economic impact; the toll on the Canadian economy was estimated at $142 million for the 

approximately 15 to 19 hour outage period [7].  

As shown in Figure 1.1, telecommunication networks suffered the highest percentage 

(30%) of publicly reported outages globally in 2023. The other five monitored service 

types made up 7 to 25% of each reported outage that year, and they are all running over 

the communication networks [8]. All these services are dependent on communication 

networks, indicating that interruptions in telecommunications infrastructure can 

propagate across other industries, exacerbating the total effects of outages. 
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Figure 1.1 Sector distribution of severe publicly reported global outages in 2023 [8] 

Figure 1.2 shows the global distribution of costs associated with the most recent 

serious outages, based on responses from the 2023 Uptime Institute global operator 

survey. In this study, an estimated 54% of respondent operators reported communication 

network outage costs over $100,000 for their most recent outage [8]. Approximately 16% 

of the respondent operators incurred outage costs exceeding one million dollars [6]. 

These figures reflect the significant financial burden that communication network outages 

can impose on operators, which reinforces the critical importance of preventative 

measures and infrastructure resilience. These results reflect costs tied to severe incidents, 

which highlights the high stakes involved in maintaining digital infrastructure continuity.   

These financial and operational vulnerabilities underscore the urgent need to 

reevaluate the design and effectiveness of current disaster recovery frameworks for 

communication networks. 
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Figure 1.2 Cost of the most recent serious outage (global operator survey, 2023) [8] 

Existing communication network disaster recovery systems are based on Static 

Risk Models (SRMs), which assume fixed failure probabilities for network components 

based on historical data or predetermined rerouting policies [1]. The limitations of SRMs 

include lower performance in dynamic time-varying disaster scenarios where the 

location, intensity, and impact of disasters evolve over time (e.g., the shifting epicenter of 

an earthquake or the spread of a wildfire). These limitations often lead to infeasible 

routing solutions, where network traffic demand exceeds available bandwidth. Moreover, 

the propagation of network failures reduces Quality of Service (QoS), resulting in Service 

Level Agreement (SLA) violations [9]. SRMs also tend to overprotect low-risk network 

areas and under-provision bandwidth for high-priority services. As a result, links in low-

risk regions operate at only 40-60% of their total capacity [10]. These recovery 

framework models are not designed to address dynamic tradeoffs between risk 

mitigation, economic constraints, bandwidth optimization, and SLA compliance that 

service providers should consider when managing dynamic disaster scenarios.  

To overcome the challenges associated with SRMs, this research presents a 

dynamic, novel service-aware risk management framework for disaster recovery in 

communication networks. The proposed approach addresses the complexity of decision-

making under uncertainty by formulating the problem as a Multi-Objective Mixed Integer 
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Non-Linear Programming (MINLP) model [11]. This alternative formulation addresses 

the trade-offs between competing objectives, such as maximizing revenue and 

survivability, and minimizing risk and utilization. Rather than collapsing objectives into a 

predefined weighted function, the model employs a Pareto-based optimization strategy to 

generate a set of non-dominated solutions [12], which helps with the exploration of trade-

offs without predefined weight coefficients for the decision-makers.  

This Pareto-based MINLP model is implemented using the Non-dominated 

Sorting Genetic Algorithm II (NSGA-II) [11] for generating Pareto-non-dominated 

solutions. In our model, revenue reflects the monetary value of fulfilled high-priority 

services, while survivability measures the ability to maintain end-to-end service 

continuity under failure conditions. The model also introduces the notion of service-

aware risk, which quantifies the combined impact of both the dynamic probability of link 

failures and the criticality of the services traversing those links. Additionally, the model 

incorporates penalty functions for SLA violations and inefficient utilization of network 

capacity, ensuring that all dimensions of service performance, reliability, and cost are 

factored into routing decisions. 

This research introduces a novel approach that dynamically adapts to evolving 

disaster conditions and prioritizes critical services under constrained bandwidth. Unlike 

traditional models, it incorporates dynamic risk awareness and service-level 

differentiation, enabling proactive resource allocation that balances economic value with 

survivability goals. This framework supports industry stakeholders in maintaining 

connectivity during crises, improving both operational resilience and financial outcomes, 

and addressing the gaps in disaster-aware network optimization. 

For clarity, readers may refer to the ñDefinitionsò section at the end of this chapter, which 

provides explanations for key technical terms and concepts used throughout Chapter 1. 
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1.2 Background and Motivation 

1.2.1 Disaster-Induced Failure Patterns 

Correlated and cascading failures, where multiple network components fail due to shared 

vulnerability through interconnected infrastructure, commonly take place in large-scale 

disasters [13]. These types of interconnected failures challenge traditional fault-tolerant 

designs, which are often equipped to handle random or isolated failures but are not 

equipped to handle disruptions affecting multiple network components simultaneously 

[14].  

 

Figure 1.3 Temporal analysis of global natural and anthropogenic disasters (1900-2024) [15] 

Figure 1.3 shows the increasing global temporal trend in both natural and 

anthropogenic disasters over the past century. Since 1980, the absolute number of 

communication network disasters has increased by approximately two orders of 

magnitude for both natural and anthropogenic types of disasters [15]. This trend 

highlights the growing urgency for resilient, adaptive communication networks that can 

anticipate and respond to complex cascading failures. The increasing frequency and 

severity of such events demand a more dynamic, service-aware, and risk-sensitive 

approach. 
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1.2.2 Traditional Network Disaster Recovery Strategies 

To address the growing impact of correlated and cascading failures, it is critical to 

examine how existing recovery strategies function and where they fall short during large-

scale disruptions. Network recovery is required to maintain essential services running 

during system failures in modern communication systems. Traditional fault-tolerant 

network designs were built to handle independent, stochastic failures - random, 

uncorrelated failures - and generally fall into two categories: protection-based recovery 

and restoration-based recovery [13]. Protection-based recovery mechanisms establish pre-

configured redundant backup paths, as well as allocate network resources before any 

failures take place, for immediate failover [16]. In contrast, restoration-based recovery 

initiates rerouting only after a failure is detected, without relying on pre-allocated 

resources or pre-established backup paths [16]. Both recovery strategies typically rely on 

the independent failure and SRMs and thus neglect the risk and interdependence by 

considering the dynamic and interconnected behavior of failures during the disaster. 

However, the assumption that the failure probabilities of networks remain static 

over time becomes invalid in the presence of large-scale disasters. As highlighted in [17], 

disasters such as earthquakes are not static, and they expand from the epicenter over time. 

As a result, network disaster recovery based on static operational assumptions often 

suffers from suboptimal service continuity. These traditional recovery systems have 

difficulties adapting to disaster developments because they depend mostly on pre-planned 

failover methods and reactive restoration procedures [18]. These methods encounter a 

significant challenge because disaster-induced failures create complex situations that 

make predefined recovery paths unusable [19]. 

1.2.3 Protection-Based Recovery 

Protection-based recovery is tightly coupled with SRM assumptions, as it relies on fixed, 

pre-planned routing paths and bandwidth reservations based on predefined failure 

likelihoods. This static approach does not accommodate the dynamic evolution of risk 

during large-scale disasters. Protection-based recovery strategies provide high service 
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continuity and rapid recovery in the event of network failures by using pre-configured 

backup paths and reserved network capacity [5]. Network backup capacity reservations as 

protective measures lead to operational costs. Also, protection-based recovery systems 

demonstrate a limitation when disaster events occur that damage both primary and 

backup routes simultaneously [13]. Furthermore, static protection schemes lack the 

flexibility of dynamic adaptation to evolving disaster conditions. The predefined paths 

cannot automatically adapt dynamically to new failures and environmental changes [16], 

thus failing to meet SLA targets under large-scale disaster scenarios.  

1.2.4 Restoration-Based Recovery 

Network continuity after disruptions is maintained by implementing restoration-based 

recovery through reactive procedures. The approach differs from protection-based 

methods since it starts recovery procedures only when it detects network failures, instead 

of using pre-allocated resources and backup paths [20]. The detection of failure triggers 

restoration protocols to calculate new path options through topology evaluation and 

resource analysis, and determination of damage level. The dynamic capability of 

restoration-based recovery systems enables them to adjust according to updated post-

failure network conditions [13].  

Restoration-based strategies derive from their efficient utilization of network resources. 

The operational expense during regular operations stays low because backup resources 

are not pre-allocated [20]. However, despite this flexibility, restoration models are still 

often based on SRMs, as their rerouting algorithms typically depend on fixed historical 

failure probabilities and predefined assumptions. As a result, these models may not 

accurately reflect the evolving and correlated nature of failures during large-scale disaster 

events. 

The restoration-based recovery systems face several obstacles despite their 

advantages during network restoration efforts. The restoration process requires an 

inevitable time gap between failure detection and service recovery, since alternative route 

calculation and setup procedures must run first [13]. The implementation of restoration 

algorithms causes computational challenges, especially when networks have extensive 
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connectivity patterns [21]. Critical applications requiring emergency communications or 

financial transactions experience delays, which could activate SLA breaches and degrade 

Quality of Service because of their strict performance requirements. Another key 

limitation of the current restoration models is that they use SRMs to establish rerouting 

algorithms. Historical failure probability models fail to reveal the changing dynamics and 

evolving characteristics of disaster effects, particularly the multiple breakdowns that start 

from a single network component failure [13]. Static assumptions used in restoration 

decisions may prove insufficient when dealing with actual disaster conditions. 

1.2.5 A Dynamic Risk, Service-Aware Multi -Objective Model 

Building resilient communication networks under disaster conditions requires a change 

from static to dynamic risk modeling. Disaster recovery planning should expand beyond 

static risk modeling to incorporate economic considerations and SLA compliance into 

dynamic, resource-constrained decision-making. The challenge lies in balancing multiple, 

often conflicting objectives simultaneously, which is complex and multi-dimensional. 

These requirements give rise to Multi-Objective Optimization (MOO) models that 

balance conflicting objectives, such as minimizing network risk and maximizing revenue 

[17]. The underlying decision variables are mixed (binary path selection, continuous 

bandwidth), and the relationships among them are non-linear, such as survivability and 

dynamic failure probabilities. To address these requirements, the problem is formulated 

as a Multi-Objective MINLP model [22], with binary path-selection variables, continuous 

bandwidth allocations, and nonlinear terms for survivability and dynamic failure 

probabilities. This formulation captures service-level priorities and resource constraints 

while addressing the complexity of the decision space. Unlike single-objective or 

weighted-sum optimization techniques, which collapse objectives into a single value [17], 

this work employs a Pareto-based optimization strategy that explores a set of non-

dominated MINLP solutions. A solution is considered non-dominated if no objective can 

be improved without worsening another [17]. This allows decision-makers to recognize 

the trade-offs between conflicting objectives and choose a solution that most effectively 

matches current operational priorities. This study introduces a dynamic, service-aware 

risk framework, which reflects both the probability of link failure and the priority of the 
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services traversing through the links. In this model, services are categorized into Class of 

Services (CoS) based on their availability, revenue contribution, and SLA requirements 

[23]. These CoS levels in this work include Platinum, Gold, Silver, and Bronze, where 

higher-priority services, such as Platinum, represent the services with high-availability 

demand. Lower-priority services, while less sensitive, might still be routed when 

resources permit, but they might be deprioritized during disaster events based on service 

provider decisions. This classification informs both the service-aware risk metric and 

revenue maximization component of the optimization model.  To solve this complex 

MINLP formulation, we employ NSGA-II, an evolutionary algorithm that approximates 

the Pareto front and supports dynamic multi-objective decision-making under disaster 

conditions.  

1.3 Problem Statement and Research Questions  

Large-scale, time-varying failures disrupt communication networks operating under 

capacity constraints and serving diverse service classes with strict SLA requirements. 

Service providers must prioritize and reroute traffic based on evolving risk, while 

ensuring SLA compliance and efficient bandwidth use. Existing recovery methods fail to 

account for dynamic risk and service differentiation, limiting their ability to maintain 

continuity and profitability. This research presents a dynamic, risk-aware, SLA-compliant 

optimization framework to guide service providers in making prioritized, cost-effective 

recovery decisions under disaster-induced constraints. 

My dissertation addresses the following five research questions: 

1. How can a dynamic, service-aware risk assessment framework that integrates 

service priority impact into the risk calculation evaluate evolving disaster 

conditions and support network recovery decisions? 

2. How can a MINLP model balance multiple conflicting objectives (revenue, 

survivability, overutilization, service-aware risk, penalty) in a Pareto-optimal 

manner? 
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3. What rerouting strategies can optimize revenue while ensuring efficient 

bandwidth utilization and minimizing risk under large-scale failure scenarios? 

4. How can service providers use a structured trade-off framework to make informed 

decisions on prioritizing high-revenue services while maintaining network 

stability during disaster recovery? 

5. How should bandwidth constraints and service priorities be managed dynamically 

to prevent SLA violations in disaster scenarios? 

1.4 Research Objectives 

The primary research objectives of my dissertation are threefold: 

1. To develop a multi-objective Pareto-based route optimization framework utilizing 

a MINLP model that integrates dynamic, service-aware risk assessment, economic 

objectives (revenue, penalty), service prioritization (SLA, survivability), and 

overutilization to enhance network resilience and economic efficiency. 

2. To evaluate the proposed dynamic risk, service-aware routing framework on 

selected real-world network topologies by analyzing its adaptability to varying 

link capacities and contract types. 

3. To conduct a comprehensive sensitivity analysis on critical factors to examine 

their influence on survivability, risk, and revenue, and to provide insights for risk-

aware, SLA-compliant route optimization under disaster-induced disruptions. 

1.5 Significance of This Study 

Existing disaster recovery frameworks often rely on static risk assumptions, lack 

integration of service-level differentiation, and do not support dynamic, resource-

constrained decision-making under disaster scenarios. These limitations reduce their 

effectiveness in large-scale failure scenarios where service priorities, bandwidth 

limitations, and economic objectives must be addressed simultaneously.  
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This study addresses these gaps by presenting a dynamic, service-aware optimization 

framework that incorporates time-varying risk, Class of Service (CoS) differentiation, 

bandwidth constraints, and economic considerations. The proposed model formulates 

these interdependencies as a MINLP model using a Pareto-based metaheuristic. 

The contribution of my research is significant in three primary ways. First, it 

introduces a dynamic risk formulation that evolves with disaster progression. This 

enables adaptive path selection and bandwidth allocation across time steps under 

changing network conditions. Second, the new model developed here integrates 

survivability, revenue, SLA compliance, and overutilization into a unified decision-

support framework that generates Pareto-optimal solutions without relying on fixed 

weight coefficients. Third, it provides a performance-driven sensitivity analysis across 

multiple network settings, providing insights to support resilient and economically 

sustainable communication network design under disaster-induced disruptions. 

 

1.6 Contributions 

This research makes the following contributions: 

1 Presenting a dynamic service-aware risk model that updates over time to reflect the 

evolving disaster conditions. The model incorporates service-level priorities, which 

enables more accurate risk representation and prioritization of vital traffic flow. 

2 Presenting a MOO framework under constraints that jointly maximize service 

survivability and revenue while minimizing risk, overutilization, and SLA violations. 

It ensures efficient and adaptive bandwidth allocation under network capacity 

constraints. 

3 Presenting a decision-support framework for service providers that implements a 

structured Pareto decision layer, solved using the NSGA-II metaheuristic, that 

generates Pareto-optimal routing solutions. The approach supports service providers 

in performing trade-off analysis across competing objectives and delivers feasible 

solutions. 

4 Conducting a comprehensive performance and sensitivity analysis across real-world 

network topologies to evaluate the impact of key parameters, such as failure 
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probability, bandwidth availability, and service-level mix, on survivability, risk, and 

revenue. The findings provide actionable insights to support disaster-aware and SLA-

compliant route optimization. 

1.7 Definitions 

Large-scale failure scenarios caused by natural or anthropogenic disasters refer to 

significant disruptions in the communication network, which differ from a typical 

network failure (single or double link failure). These failures are not independent and are 

considered correlated based on a variety of factors, such as distance, device types, and 

network topology [13]. 

Cascading failures are referred to as failures that are time-correlated [3]. 

Survivability refers to the performance capability of a network after failure [24], which is 

critical for uninterrupted service continuity under disaster scenarios.  

ñRisk is often expressed in terms of a combination of the consequences of an event 

(including changes in circumstances) and the associated likelihood of occurrence.ò [25]. 

In other words, ñthe probabilistic view of large-scale failures leads to the concept of risk 

in communication networks [26], where the network paths are evaluated based on their 

end-to-end dynamic availability as the conditions on the ground changeò [15]. 

Service-Aware Risk Model (SARM) is an approach that considers service priorities and 

their SLA into account during risk evaluation. 

Static Risk Models (SRMs) are models where the probability of failures of the component 

does not change over time [13]. 

Dynamic Risk Models (DRMs) are models that account for evolving network conditions, 

changing failure probabilities, and adaptive responses over time [25]. 

Service Level Agreement (SLA) as defined in [28] is ña formal contract between a 

service provider and a subscriber that contains detailed technical specifications.ò 
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Class of Service (CoS) is a network traffic classification framework that categorizes 

network flow into different service classes based on the application-specific 

requirements, as defined by the SLA [29]. 

Revenue refers to the income a Service Provider generates from customers by 

successfully fulfilling the Quality of Service (QoS) requirements defined by the SLA 

[27].  

Link utilization is defined as the amount of traffic traversing divided by the link capacity 

[30]. 

1.8 Thesis Structure 

The remainder of this thesis is organized as follows. Chapter two reviews and discusses 

the related work on network survivability, risk modeling, and network disaster recovery. 

We identify the limitations of static models and discuss the need for time-varying and 

service-dependent risk assessment. In Chapter three we formulate the proposed problem 

as a multi-objective mixed-integer nonlinear program (MINLP) with five objectives. The 

formulation incorporates dynamic risk propagation, service-aware prioritization, and 

adaptive path selection within a unified framework. Chapter four presents the NSGA-II 

solution approach and experimental environment. We introduce the path generation 

procedure, evolutionary algorithm design, and performance metrics used to evaluate 

capacity feasibility, SLA compliance, and dynamic risk. Chapter five applies the 

framework to the ERnet topology to establish sensitivity analysis under staged random 

failures.  Chapter six extends the evaluation of the optimization framework to two 

topologically distinct networks, namely France and Giul39. A comprehensive Pareto-

front analysis is done for broader performance assessment. Chapter seven introduces the 

seismic failure model, which captures correlated and time-dependent hazards, and 

integrates it into the optimization framework. Finally, in Chapter eight, we conclude the 

thesis, summarizing the key contributions, and we outline directions for future research 

toward real-time deployment and disaster-resilient communication systems.  
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Chapter 2: Literature Review and Related Work 

2.1 Introduction  

Chapter 1 established the need for disaster recovery models that operate under dynamic 

and large-scale failure conditions. Correlated and cascading failures that evolve during 

events such as earthquakes, hurricanes, and cyberattacks affect communication networks. 

Current recovery systems are commonly based on Static Risk Models (SRMs). These 

models assign fixed failure probabilities to network components and do not account for 

temporal or spatial variations in failure probability. 

This chapter reviews prior work in disaster-resilient network recovery and is 

organized around six themes: Dynamic Risk Models, SLA and Service Priority, Revenue 

and Economic Factors, Bandwidth Constraints, Multi-Objective Optimization, and 

NSGA-II. For each theme, we analyze representative studies, highlight methodological 

strengths and weaknesses, and identify unresolved gaps that motivate the proposed 

framework. 

2.2 Risk Assessment Models in Network Recovery 

2.2.1 Deterministic & Static Risk Models (SRMs) 

In network disaster recovery research, risk is widely defined as the potential for service 

disruption and the quantification of specific negative outcomes for network performance 

and infrastructure [16]. Risk modeling is crucial for designing effective recovery 

strategies, as it guides how restoration mechanisms allocate resources under failure 

conditions. Early research on network survivability focused on providing recovery from 

single or double component failures, and often they assume the independence of 

consecutive failures [5]. This approach simplified the related analysis, and studies 

demonstrated its inadequacy for large-scale disaster scenarios, where failures are often 

correlated and may occur simultaneously across multiple network components [16][21].  

The earliest large-scale disaster models utilized deterministic models where all 

network components within an affected region were assumed to fail with certainty, for 
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example, failure probability = 1 [13]. This worst-case approach ignores the stochastic 

nature of hazard effects. Some assets may survive even within the impact zone. As a 

result, network designs become over-provisioned, raising costs without delivering 

proportional survivability gains. It also lacks a mechanism to balance protection with 

economic or operational limits. 

Static probabilistic risk models marked a turning point. In these models, each 

network element has a fixed failure probability, which might be based on historical 

outages or hazard maps [4]. Unlike deterministic models, these models capture partial 

damage scenarios and enable optimization objectives beyond pure survivability. For 

example, Sen et al. [31] propose a probabilistic failure model for disaster-aware routing 

that accounts for correlated failures through hazard-specific spatial impact functions. The 

model defines link failure probability as a function of hazard intensity and geographical 

location, which enables a more realistic partial damage in large-scale events. Zhang et al. 

[32] extend this by incorporating hazard-specific fragility data. The model captures 

heterogeneous vulnerability across network elements and offers higher realism than 

uniform-probability approaches. These refinements make hazard modeling more realistic. 

They enable routing strategies that reduce the expected path failure probability while still 

meeting baseline QoS requirements. 

Other static approaches emerged from the concept of Shared Risk Link Groups 

(SRLGs), where network elements sharing common vulnerabilities (e.g., fiber conduits, 

power supply, or geographic corridors) are grouped to reflect correlated risks [13]. 

Probabilistic extensions to SRLGs linked failure likelihood to geographic proximity to 

the hazard epicenter [4]. This provides a more nuanced risk estimate than fixed 

deterministic grouping. 

However, all SRMs share a core limitation, they freeze risk values over the 

planning horizon. Once assigned, probabilities remain static, regardless of evolving 

hazard dynamics. This is particularly problematic in events with time-varying footprints. 

In earthquakes, the set of high-risk links expands outward as seismic waves propagate; in 

wildfires, wind shifts can redirect the hazard front; in cyber intrusions, the compromised 
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zone can spread rapidly through networked systems [18][19]. Static models cannot 

anticipate such transitions, leading to misallocated recovery resources.  

SRMs also cannot support time-sensitive economic factors such as revenue loss or 

SLA penalties. These gaps have led to the use of Dynamic Risk Models (DRMs), which 

update failure probabilities and support service-aware, economically driven decisions 

throughout the disaster lifecycle. 

2.2.2 Dynamic Risk Models (DRMs) 

Dynamic Risk Models (DRMs) shift the scenarios from fixed-probability toward time-

varying, adaptive vulnerability assessments of network components and paths. Unlike 

SRMs, DRMs update probability of failure in response to evolving hazard conditions, 

sensor feedback, or predictive forecasts [33]. For example, in earthquake scenarios, 

aftershock forecasts can be incorporated to increase the failure probability ὴȟ for links 

Ὡȟ, while in flooding scenarios, hydrological sensor data can adjust risk levels over time 

[17]. Probabilistic models are used in dynamic risk assessment to capture both location 

and time correlations between failures.  

Izaddoost and Heydari [20] formalize DRM for earthquakes by representing the 

epicentral zone as a dynamic radius that expands, recalculating each linkôs risk according 

to its distance from the advancing front. Rak et al. [21] extend this concept with discrete 

time-stepped updates, where the probability of link failure is adjusted at each step to 

reflect progressive hazard spread. Another conceptual contribution is the Path 

Survivability Probability metric, which aggregates link-level failure probabilities into an 

end-to-end measure of service availability over the disaster horizon. Its complement, Path 

Risk, defined as the negative logarithm of survivability [10], provides an additive metric 

suitable for optimization formulations.  

Cross-domain studies underscore the broader applicability of temporal risk 

adaptation. Mahzarnia et al. [33] introduce a DRM for power grids that adjusts 

component failure probabilities in real time, accounting for both hazard intensity and 

spatial spread. Zhang and Peeta [13] develop a time-dependent probabilistic failure model 
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for transportation networks, coupling hazard propagation with performance metrics to 

identify critical links over a planning horizon. While these frameworks validate the 

general utility of dynamic risk modeling, their domain-specific constraints, such as 

homogeneous service types or the absence of SLA compliance, mean they cannot be 

directly ported to telecommunication networks without significant adaptation. 

DRMs enhance network risk assessment but often stop at survivability 

optimization, without addressing service differentiation, bandwidth limits, or economic 

goals. Bridging this gap is crucial for adaptive, service-aware, and economically viable 

disaster recovery. 

2.2.3 Dynamic Risk Integration in Optimization 

Some studies embed dynamic or scenario-based risk into optimization models, but static 

elements often remain, reducing their adaptability. For example, Moura et al. [34] use a 

stochastic optimization framework for post-disaster restoration, with failure probabilities 

based on historical data and hazard-specific scenarios. The model aims to reduce 

expected connectivity loss within budget and resource limits. It accounts for uncertainty 

during planning but keeps risk values fixed, with no updates as the disaster changes or 

cascading effects occur. Similarly, Zhang and Wang [35] combine spatial hazard data and 

vulnerability indices to estimate varied link failure probabilities in optical backbone 

networks. These are used in a QoS-aware routing algorithm to choose low-risk paths. 

While it reflects geographic differences, the hazard footprint is fixed, which keeps the 

risk map unchanged from the start of the disaster. 

Some models adapt to specific applications but still lack fully continuous 

temporal modeling. Chand et al. [36] embed hazard-specific fragility curves into a single-

objective recovery optimization that minimizes disruption costs under bandwidth and 

restoration time constraints. While spatial variability is accounted for, the probabilities 

are again anchored to initial conditions. Wang et al. [37] address uncertainty in MEC-

enhanced FiWi HetNets using Conditional Value at Risk (CVaR) to model both the 

likelihood and severity of service failures under delay or processing violations. The 
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method enables adaptive decisions for different service requests, but it updates risk only 

in discrete steps, without capturing the hazardôs continuous change. 

Astaneh et al. [38] propose a restoration framework that updates link failure 

probabilities during large-scale disasters, representing risk as the negative logarithm of 

path survivability. Flows are classified into high- and low-risk categories in real time, 

with high-risk flows proactively rerouted to safer paths. This reduces network path risk 

compared to static baselines, but the optimization still relies on discrete network 

snapshots, limiting its adaptability to dynamic hazard propagation between decision 

cycles. 

Building on this line of work, Taghavi Motlagh et al. [17] present a multi-

objective Software-Defined Networking (SDN) recovery framework that jointly 

considers operational cost and probabilistic risk. An Ant Colony Optimization (ACO) 

metaheuristic produces non-dominated paths balancing cost and dynamic availability, 

with evolving link failure probabilities guiding path selection. While this demonstrates 

the feasibility of multi-objective dynamic risk optimization, the formulation still 

evaluates risk within static topology snapshots rather than embedding hazard progression. 

Critically, neither this nor earlier work considers service-level differentiation, bandwidth 

and overutilization limits, or revenueïpenalty trade-offs. As a result, economic goals and 

SLA compliance are not addressed.  

Optimization-based recovery models have incorporated risk representations, 

moving from deterministic to probabilistic to dynamic formulations, but the integration 

remains incomplete. The limitation is that risk is rarely modeled as a continuously 

evolving function within the optimization horizon, and is even more rarely coupled with 

multi-objective, service-aware decision-making. Fully adaptive recovery requires risk 

models that not only track hazard evolution in real time but also drive routing, 

restoration, and resource allocation in a manner that respects bandwidth constraints, CoS 

priorities, and economic objectives.  
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2.3 SLA Enforcement and Service Priority in Disaster Recovery 

2.3.1 SLA-Oriented Risk Metrics 

As disaster recovery research matured, risk began to be redefined beyond simple 

statistical availability to capture service quality guarantees. One prominent example is 

SLA Violation Risk. This is defined as the probability that the Service Level Agreement 

(SLA) of a connection will be violated, accounting for the stochastic nature of failures 

and factors like failure rate, connection holding time, and Mean Time to Repair (MTTR) 

[9]. An SLA violation occurs if actual downtime exceeds the Allowed Down Time (ADT) 

[9]. This makes the risk metric directly tied to user experience and contractual obligations 

rather than purely linked to survivability. 

Sharma et al. [39] develop a risk-aware quickest path framework that integrates 

link reliability and transmission delay into a single scalar cost. A tunable coefficient 

balances the negative log of link reliability with end-to-end delay. The method finds the 

shortest paths while considering both reliability and latency. This was an early step 

toward including multiple quality factors in routing decisions. While SLA violation risk 

measures improve the alignment between recovery strategies and service quality 

commitments, they have yet to be fully exploited in dynamic, service-aware disaster 

recovery contexts. 

2.3.2 CoS-Based Service Prioritization 

Dynamic risk assessment should work alongside service prioritization so that restoration 

actions meet both operational needs and the economic goals of service providers. During 

a disaster, priorities can change. For example, in an evacuation phase, bandwidth for 

emergency services may need to increase. In the optimization model, priority weights are 

adjusted to reflect these shifts [40]. Class-of-Service (CoS) differentiation is applied at 

provisioning time [29], ensuring network resources are spent where they protect revenue 

under current conditions. In practice, this can mean reallocating resources from lower-

priority traffic to high-priority public safety channels when risk assessments show failure 

along existing routes.  Categories such as enhanced Mobile Broadband (eMBB), ultra-
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Reliable Low-Latency Communications (uRLLC), and massive Machine-Type 

Communications (mMTC) from 5G networks illustrate the concept [41]. For example, 

uRLLC-like emergency services take top priority, eMBB flows with high economic value 

follow, and mMTC traffic is restored opportunistically. Such categorization demonstrates 

the scalability of prioritization across technologies. Integrating it into the optimization 

framework allows priority weights to be updated in real time based on hazard exposure, 

network state, and socio-economic imperatives [40].  

Batham et al. [29] propose an improved cost function-based Class of Service 

Provisioning (ICFCoSP) framework for elastic optical networks, designed to handle 

heterogeneous bandwidth demands under resource constraints. The model categorizes 

static traffic into three CoS levels: prime/fixed, deadline-driven, and delay-tolerant. A 

cost function, based on CoS, required slots, and path length, ranks connection requests. 

Two spectrum allocation methods are used: first-fit or last-fit based on slot parity, and 

cost-function thresholds. Tests on INDIAN and ARPANET topologies show lower 

blocking probability and higher revenue than existing schemes. However, static CoS 

definitions and fixed cost parameters limit its use in dynamic disaster recovery.  

Santos et al. [23] propose the Application-Aware Minimum Degradation with 

Proportional QoS (AA-MDP-QoS) algorithm. It enforces SLAs by mapping application-

layer CoS to lower-layer resources. Degradation is allowed only within each classôs delay 

and bandwidth limits. A proportional QoS model ensures fair prioritization, and revenue-

aware selection reduces operator loss. This approach works for static SLA enforcement 

but does not adapt to changing risk during a disaster. It fixes priorities and allocations in 

advance, leaving no link to evolving hazards or economic goals. 

In [42], the authors improve resilience to geographically correlated disasters by 

using SLAs to guide provisioning and post-disaster rerouting. They combine a MILP-

based geo-diverse planning model with heuristic algorithms. SLA targets for response 

time, availability, and survivability help prioritize critical services. Tests on small-to-

medium topologies show the approach works, though some MILP cases need relaxation 

for larger networks. The work shows the value of SLA customization and the trade-off 

between cost and performance in disaster-aware design. Prioritization frameworks direct 
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scarce capacity to critical or high-value services but address only part of post-disaster 

recovery. Restoration must also consider economic effects such as revenue retention, 

penalty avoidance, and operational costs. This calls for optimization models that link 

service-aware prioritization with clear revenue and cost structures. 

2.3.3 SLA Penalty Avoidance and Revenue Optimization 

Effective recovery planning requires optimization frameworks that balance revenue 

generation against penalty avoidance, ensuring that restored services remain both 

operationally viable and economically sustainable. Gonzalez and Helvik [14] address 

SLA-driven connection allocation by incorporating interval availability into a two-stage 

stochastic programming framework. Unlike conventional multi-commodity flow models 

that rely on steady-state availability and ignore penalty-driven profit trade-offs, their 

approach maps availability requirements to the time domain and explicitly models the 

stochastic downtime of network components, including correlated failures. Evaluated on 

realistic topologies such as UNINETT, the results highlight the economic risks of 

neglecting transient availability in resource allocation. 

The research paper [9] analyzes the essential problem of SPs seeking profit 

optimization under strict optical network SLA requirements. The author develops a 

framework consisting of two steps, which first uses SLA-aware routing to minimize 

violation probabilities by employing single-path or pair-path solutions, while admission 

control determines profitability through analysis of expected profit and opportunity cost. 

The evaluation results show better performance for admission rates and profit alongside 

SLA compliance than statistical availability methods. From a disaster recovery 

perspective, these studies highlight the importance of embedding penalty-aware decision 

logic directly into the routing and resource allocation process.  

2.3.4 Bandwidth Constraints and Overutilization 

Overutilization of network links can degrade overall performance by concentrating traffic 

on specific paths while leaving others underutilized. This imbalance not only reduces 

efficiency but can also lead to SLA violations when high-priority flows are delayed or 
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dropped due to congestion. Biswas et al. [43] address this challenge through a Utilization 

Delay Aware (UDA) rerouting method that continuously monitors both link utilization 

and end-to-end delay. Flows on links exceeding an 80% utilization threshold are 

proactively diverted to less loaded, lower-delay paths. This approach improves bandwidth 

distribution and reduces packet loss compared to reactive rerouting schemes.  

Oliveira et al. [44] investigate joint Virtual Network Function (VNF) placement 

and routing in NFV-enabled infrastructures to enhance service survivability under large-

scale, correlated failure scenarios. While the primary optimization goal in their ñRisk-

Awareò ILP (RA-ILP) is to maximize the number of satisfied service requests, the model 

explicitly incorporates deployment and routing costs into the objective, enabling a trade-

off between survivability and economic efficiency. Costs include datacenter setup 

expenditures for instantiating VNFs and routing costs that are weighted by link failure 

probabilities, thereby prioritizing economically efficient yet risk-resilient paths. The 

proposed approach also considers load balancing to prevent link overutilization, 

indirectly supporting revenue retention by avoiding service degradation and churn during 

failures. A complementary Greedy Heuristic (RA-GH) model provides scalable near-real-

time decisions with higher routing costs but acceptable survivability. Simulation results 

show that risk-aware provisioning significantly reduces service disruption by up to 50% 

fewer failures in heuristic mode, without substantially increasing costs, suggesting that 

integrating cost terms with survivability objectives can preserve operator revenues during 

disaster events. However, the revenue dimension is treated implicitly via cost 

minimization and request satisfaction, without explicit modeling of differentiated service 

values or dynamic pricing that could further align provisioning decisions with profit 

maximization in disaster-aware contexts. 

2.4 Optimization Approaches in Network Recovery 

2.4.1 Integer Linear Programming (ILP)  

Addressing economic objectives, SLA compliance and dynamic risk in disaster recovery 

require optimization methods capable of balancing multiple, evolving constraints. Exact 

approaches, particularly ILP-based models, have been widely applied to capture these 
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trade-offs with high precision. The following section reviews ILP-based methods in 

network recovery, highlighting their role in modeling complex objectives and their 

limitations in highly dynamic disaster scenarios. A study [45] established an ILP-based 

system that selects backup paths to decrease network outages and enhance the reliability 

of communication networks. The research showed that ILP creates a dynamic path 

allocation system using bandwidth reduction techniques that produce an effective, 

scalable disaster recovery solution. The implementation of ILP drives the successful 

operation of systems that manage real-time traffic and control congestion.  

Colman-Meixner et al. [46] present a cascading-failure-aware Cloud-Network 

Disaster Recovery (CA-CN-DR) model. It extends survivable virtual network embedding 

and Virtual Machine (VM) migration with probabilistic risk modeling of cascading 

failures, derived from historical network outage data. The ILP, solved with CPLEX, 

minimizes expected capacity loss and re-provisioned capacity. Decisions are made 

adaptively after a disaster rather than through static pre-provisioning. Tests on a US-wide 

Wavelength Division Multiplexing (WDM) topology show up to 49% less capacity loss 

and 85% fewer disconnections than baseline recovery. Al Mamoori et al. [47] propose an 

ILP model for disaster-aware WDM network design in data centre environments. It 

provisions both primary and multiple disaster-specific backup light paths. The model 

minimizes new wavelength-link usage and the number of disasters that disrupt the 

primary path. It allows channel sharing across backup paths for different disasters to 

improve resource efficiency. Constraints include flow conservation, optical reach, and 

channel assignment for both primary and backup routes. The ILP is solved with CPLEX. 

Tests on NSFNET and ARPANET show it can handle multiple simultaneous disasters 

with modest extra resource use. Performance improves when file replicas are more 

widely distributed. The ILP-based optimization system designed by [48] showed that 

disaster response recovery times could be reduced while bandwidth resources were 

optimized.  

ILP offers strong optimization capability but relies on centralized computation 

and exhaustive search. This limits its use in highly dynamic disaster environments where 
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conditions and link failure probabilities change quickly. Solution times often exceed 

operational needs, reducing real-time adaptability. 

2.4.2 Stochastic Programming 

Stochastic programming offers different capabilities than ILP. Such methods deliver 

superior results when building extensive network resilience plans because they manage 

multiple uncertainties involving disaster intensity and network failure spread while 

handling traffic shifts [49]. The performance of stochastic programming also exceeds 

other methods because it examines different network reliability conditions to design 

optimized resource distribution plans for multiple disaster scenarios [50]. Real-time 

failure predictions allow stochastic models to modify recovery plans automatically, which 

distinguishes them from ILP.  

A study [51] developed a two-stage stochastic optimization framework to adjust 

resource distribution systems through up-to-date failure probability readings for 

minimizing cascading effects in catastrophic situations. Research findings confirm that 

stochastic models produce superior outcomes than static recovery approaches because 

they enable dynamic bandwidth control alongside service deployment options as well as 

path selection and service priority management features. [52] design an optimizer system 

incorporating random elements for network slicing to allocate dynamic virtual resources 

towards critical services and position mission-critical applications above all else in 

emergency cases. This study proves how resource distribution across various service 

levels becomes possible through risk-based decisions made by using stochastic 

approaches. 

Solving complex stochastic optimization problems demands significant 

computational power. Stochastic programming models require advanced parallel 

computing and high processing capacity to make rapid, iterative adjustments to network 

plans based on failure data. To reduce this complexity, researchers use heuristic and 

metaheuristic methods such as Genetic Algorithms (GA), Particle Swarm Optimization 

(PSO), and Simulated Annealing (SA). These methods produce suboptimal solutions but 
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greatly reduce computation time, making them useful for real-time, large-scale disaster 

recovery. 

2.4.3 Heuristics & Metaheuristics 

Heuristic and metaheuristic approaches are useful when disaster recovery problems are 

too large or dynamic for exact methods to solve in a timely manner. They use guided 

search strategies to explore complex solution spaces efficiently, producing high-quality 

solutions that can be updated quickly as network and hazard conditions change [40] [33]. 

Different heuristics and metaheuristics address these challenges with varying strengths 

and limitations.  

The model presented by [53] combines ILP with heuristic algorithms to provide 

strategic recovery planning through ILP and real-time decision capabilities through 

heuristic routines. Their methodology shows that uniting particular and imprecise 

optimization strategies delivers effective solutions by maintaining high-quality outcomes 

while operating at reasonable computer speeds, thus enabling large-scale disaster 

recovery operation efficiency.  

In [17], MOO with ACO have been used to support SLA compliance by selecting 

low-risk, cost-effective paths for critical flows under dynamic network conditions. 

Generating a Pareto set of solutions allows operators to make CoS-based decisions 

aligned with contractual uptime requirements. They identify a set of Pareto-optimal 

solutions (where no objective can be improved without worsening another) and knee-

points (solutions offering the best compromise between conflicting objectives). The ACO 

algorithm has been adapted for MOO in this context, leveraging its probabilistic path 

discovery and pheromone trails. Modifications include penalizing visited links and 

updating pheromone matrices based on multiple objectives. Empirical testing 

demonstrated the ACO algorithm's effectiveness in identifying numerous nondominated 

and knee-point solutions, offering network operators a range of best possible trade-offs 

for path selection. However, such approaches often omit explicit penalty or revenue 

terms, limiting their ability to integrate SLA compliance with economic optimization.  
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Furthermore, suboptimal algorithms like Iterative Risk Reduction (IRR) and 

Lagrangian Relaxation (LR) have been proposed for finding paths with minimal 

operational cost under risk thresholds. IRR iteratively finds paths with lower risk, 

prioritizing the lowest operational cost as a tiebreaker. LR uses penalty functions for 

constraint violations. Simulations showed that these suboptimal methods could 

significantly reduce operational costs (up to 50%) compared to traditional shortest-path 

algorithms, particularly when risk thresholds are low, demonstrating a clear trade-off 

between operational cost and path survivability/risk [38]. 

The authors in [54] applied ACO, which is a bio-inspired meta-heuristic to 

optimize route allocation in wireless sensor networks that face disasters. The path success 

level in simulations reached 87% alongside improved performance in reducing the route 

setup time and lowering packet loss rates. ACO proved challenging to use in real-world 

applications because parameter settings affected its performance, thus requiring domain 

knowledge for achieving optimal results. 

The authors in [55] apply Simulated Annealing (SA) with a probabilistic 

neighborhood search to address congestion control and traffic redistribution. Its transition 

rules improved load distribution and reduced link failures, achieving 85% better 

performance than static methods. However, SA required long convergence times in sparse 

networks, delaying disaster recovery. Tabu Search (TS) served as a meta-heuristic with 

memory optimization to manage bandwidth reallocations after node or link failures 

according to [56]. Through its implementation, TS resolved both routing loop problems 

(route cycling) and improved the response times in disaster recovery situations. Its 

requirement for memory storage, together with the quality of initial solutions, made it 

both a resource consumer and potentially ineffective for poorly predicted initial 

assumptions. 

Pourvali et al. [57] address post-failure recovery for cloud-based virtual network 

services after large-scale disasters. They note that pre-provisioned survivability is 

resource-intensive and ineffective for unpredictable multi-failure events. Instead, they 

propose a progressive recovery model that stages physical repairs and VN remapping 

over time. The problem is formulated as a MINLP to capture limited repair resources, 
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partial recovery, and multi-stage scheduling. Due to intractability, the authors shift from 

pure exact optimization to scalable heuristics and SA metaheuristics. These allocate 

repair resources based on physical degree or virtual load, in distributed or selective 

modes, and remap VNs using existing embedding algorithms. Simulations on large 

topologies show that distributed, load-based SA yields faster recovery, lower penalties, 

and balanced resource use. However, the model assumes static risk, does not adapt to 

evolving failure probabilities, and relies on fixed resource placement rules. 

In [58] a GA is used within a heuristic model for post-disaster network restoration 

and resource allocation. The simulation accounted for changing topologies after disasters. 

GAôs evolutionary search reduced downtime and avoided wasteful resource use. 

However, its performance in dense networks was limited, creating scalability issues for 

large deployments. 

While single-objective heuristics can improve recovery speed and resource use, 

they cannot fully capture the trade-offs between survivability, risk, SLA compliance, and 

economic objectives in dynamic disaster scenarios. Multi-objective metaheuristics, such 

as NSGA-II, address this gap by generating Pareto-optimal solutions that balance these 

competing goals. The following section reviews NSGA-II and its application to disaster-

aware network recovery. 

2.5 NSGA-II for Multi -Objective Network Recovery 

Multi-objective evolutionary algorithms such as NSGA-II provide an effective 

computational substrate for balancing competing goals of survivability, throughput 

maximization, energy conservation, and economic return while honoring service 

priorities [59]. By encoding service class weights into the fitness evaluation function and 

exploring Pareto-optimal trade-offs under stochastic hazard simulations [60], these 

algorithms yield diverse recovery plans from which operators can select based on current 

operational focus. NSGA-II has been widely applied to multi-objective optimization in 

network design and recovery scenarios [61]. It maintains a population of candidate 

solutions representing different trade-offs along the Pareto front. It uses non-dominated 

sorting to rank solutions by Pareto dominance and crowding distance to preserve 
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diversity across objectives, such as minimizing maximum composite path risk [29], and 

maximizing restored revenue-weighted throughput [9].  

Xiang et al. [60] tackle load configuration in coupled physicalïlogical fiber networks 

under random failures. They embed a Monte Carlo simulation into NSGA-II to model 

stochastic edge outages and compute expected resilience. The problem is reframed as 

combinatorial selection, reducing solution space sparseness and improving convergence. 

Objectives include maximizing resilience, redundancy, and balance while minimizing 

mainïbackup overlap. The method captures cascading impacts often ignored in static 

models. Limitations are no temporal risk evolution, possible scalability issues, and fixed 

objective weights. 

Silva et al. [59] propose a multi-objective NSGA-IIïbased planning framework 

for Optical Transport Networks (OTN) over Dense Wavelength Division Multiplexing 

network (DWDM) that jointly minimizes capital expenditure (number of OTN interfaces) 

and the proportion of services not restored after double-link failures. Compared with 

OTN-PASRIN heuristics and exhaustive search, the NSGA-II approach achieves near-

optimal solutions, consistently reducing interface count (up to ~13%) while meeting 

survivability requirements. Hybrid variants of NSGA-II have been proposed to address 

specific limitations in convergence speed and solution distribution. For instance, 

embedding local search strategies based on Covariance Matrix Adaptation Evolution 

Strategy (CMA-ES) into the NSGA-II framework accelerates convergence toward the 

true Pareto front while maintaining diversity among trade-off solutions [62]. Other 

enhancements incorporate problem-specific initialization heuristics, such as seeding 

initial populations with extreme solutions optimized separately for survivability or 

economic return, to ensure early coverage of critical regions in the objective space [59]. 

This seeding reduces the number of generations required to approximate a well-

distributed Pareto front, which is essential when re-optimization must occur frequently 

due to hazard progression or shifting service priorities [63].  Monte Carlo simulations 

embedded within the evaluation phase test candidate solutions against stochastic 

realizations of hazard progression and demand variation [60], producing robustness 
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scores that influence selection pressure toward resilient configurations across multiple 

plausible futures rather than narrowly optimized for nominal forecasts.  

Beyond telecom, Binqadhi et al. [64] present a MOO framework for power 

system resilience enhancement under windstorm hazards, balancing load-shedding 

reduction and investment cost via strategic transmission line reinforcement. Failure 

probabilities are modeled through a hazard-specific Rankine vortex and fragility curve, 

and resilience is quantified with a weighted ñresilience trapezoidò metric. NSGA-II is 

employed to generate Pareto-optimal reinforcement strategies, outperforming single-

objective and weighted-sum approaches by preserving trade-off diversity. While effective 

for pre-disaster asset hardening, the model lacks dynamic reconfiguration, service-level 

objectives, and operational constraints. 

The studies above show that NSGA-II can manage complex trade-offs and 

produce diverse solutions for network recovery. Most, however, focus on static or pre-

disaster settings. They rarely integrate evolving risk, SLA compliance, and revenueï

penalty trade-offs. MOO offers a broader framework to balance these factors in dynamic 

recovery, making it the next step in this discussion. 

2.6 Research Gaps  

The review of prior work highlights several unresolved challenges. To our knowledge, no 

existing model integrates dynamic risk, SLA- and CoS-based service prioritization, 

revenue and penalty terms, and bandwidth capacity with overutilization constraints within 

a single multi-objective optimization framework for disaster recovery. Most studies treat 

these elements separately or in limited combinations, restricting their relevance in large-

scale, multi-service scenarios. 

In prior work, hazards are often modeled through static failure probabilities or 

fixed hazard zones, with disruptions represented as single-stage events or coarse multi-

stage approximations. The events are typically represented by binary states or 

deterministic threshold models, without capturing probabilistic progression over time. 

These approaches treat risk as a fixed parameter rather than a dynamic process. In 

contrast, the gap remains in integrating time-varying, spatially correlated failure 
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probabilities with service-level priorities. Bandwidth constraints are also simplified in 

many studies. Overutilization is frequently ignored, as is the impact on the transmission 

of higher-priority services during traffic surges. These omissions limit the precision of 

resource allocation during recovery. Economic and SLA objectives are commonly 

modeled in isolation. Without a unified Pareto-based optimization, trade-offs among 

survivability, revenue preservation, service-aware risk, overutilization cost, and SLA 

penalties cannot be fully characterized. Closing these research gaps requires a framework 

that simultaneously incorporates dynamic, service-aware risk assessment, realistic 

capacity constraints, and economic objectives within a multi-objective formulation. The 

next chapter presents such a methodology, including the mathematical model and the 

NSGA-IIïbased approach used to produce Pareto-optimal recovery strategies for disaster-

affected communication networks. 
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Chapter 3: Problem Setup and Assumptions  

This Chapter defines the parameters, objectives, and structure of the multi-objective 

optimal network traffic routing problem. This is a first step in designing the dynamic, 

service-aware, and risk-sensitive framework described in Chapter 1. The model is 

designed to enable adaptive, SLA-compliant routing decisions under evolving disaster 

conditions, constrained bandwidth, and service-level heterogeneity. The multi-objective 

optimal network traffic routing problem with service awareness and risk management can 

be characterized as: 

¶ A set of Origin-Destination (OD) service requests, each with a known Class of 

Service (CoS), required bandwidth, projected revenue over the service lifetime, 

and an SLA-defined penalty if the request is not fulfilled. The model dynamically 

determines which requests to route. 

¶ A network with a set of nodes and links with known bandwidth capacity and 

dynamic probability of failure at each time step; these values change from time 

step to the next. 

¶ A planning horizon consisting of a set of time steps where the probability of 

failure of each link may change from one time step to the next time step. This 

change depends on events such as natural disasters, security attacks, network 

maintenance, or adding/removing new links. 

The goals of the multi-objective optimal network routing problem are1: 

1. Maximize revenue: Revenue is earned for successfully routed service requests and 

depends on the CoS tier of each service request. 

2. Maximize survivability: Survivability refers to the probability that a routed 

service remains operational despite network failures. It depends on both the 

reliability of the selected path and the availability of sufficient bandwidth across 

all traversed links. So, the survivability of a service request is defined as the 

 

 

1 The exact definitions of failure, risk, and survivability are defined in Chapter 1 
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probability that all links along the selected path remain operational to support the 

request. 

3. Minimize service-aware risk: Risk is defined as a nonlinear function of link 

failure probabilities and service-level priorities for the flows using each link. The 

model exponentially penalizes routing decisions involving high-risk links, thereby 

encouraging the selection of robust paths that preserve high-priority traffic. 

4. Minimize penalty: A penalty is incurred when service requests fail to meet their 

SLA-defined availability thresholds, which impacts both QoS compliance and 

economic performance. 

5. Minimize overutilization: To ensure load balancing and avoid performance 

degradation, the model seeks to minimize overutilization by distributing traffic in 

a way that minimizes overutilization.  

The multi-objective traffic routing problem presents a fundamental challenge, 

balancing the five objectives, all while adhering to service-level agreements and network 

capacity constraints. These objectives are often in conflict; for instance, maximizing 

revenue may encourage riskier routing choices, whereas minimizing risk may reduce 

revenue opportunities by deprioritizing lower-priority but feasible flows. A sequential or 

independent optimization approach leads to suboptimal solutions, as it fails to capture the 

trade-offs among these competing objectives. Instead, a unified, multi-objective model is 

required to simultaneously evaluate these trade-offs and identify solutions that offer the 

most balanced routing strategies. To achieve this, we adopt a Pareto optimality 

framework rather than a weighted-sum optimization approach. Weighted optimization 

requires assigning predefined weights to each objective function, effectively forcing a 

rigid prioritization of one goal over others [65]. Furthermore, the weighted sum method is 

often problematic because determining appropriate weights is nontrivial and highly 

sensitive to small variations in network conditions and service-level agreements. 

Moreover, a weighted-sum approach tends to favor extreme solutions, where one 

objective dominates, rather than truly balancing trade-offs [66]. In contrast, Pareto 

optimization generates a set of non-dominated solutions, each representing a different 

trade-off among the objectives [67]. This allows decision-makers to select an optimal 

routing configuration based on dynamic priorities, such as network overutilization, 
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service-level agreements, or evolving risk assessments. Pareto optimization ensures that 

no objective is unnecessarily sacrificed and provides a flexible decision-making 

framework adaptable to changing network conditions.  

Furthermore, service levels critically impact routing decisions by imposing 

constraints on acceptable levels of risk and service quality. In our model, service-level 

agreements (SLAs) are enforced as part of the feasibility conditions. For instance, high-

priority services are only considered successfully routed if they meet stricter survivability 

requirements. This constraint does not interfere with the Pareto optimization process 

itself but instead refines the feasible solution space to ensure SLA compliance. In 

contrast, lower-priority services are allowed more flexibility in routing, potentially 

accepting slightly higher risks in exchange for more efficient bandwidth utilization. By 

incorporating these service-aware feasibility conditions, the model ensures that the 

generated trade-off solutions respect SLA requirements while preserving the flexibility to 

explore a wide range of objective balances. In our multi-objective network optimization 

framework, service levels influence routing decisions in several ways: 

¶ Lower-priority services may be routed through paths with higher utilization or 

slightly elevated failure probabilities, optimizing overall network resource 

utilization rather than ignoring lower-priority service requests. 

¶ For lower-priority services, the model may allow routing over paths with higher 

utilization or slightly greater failure probabilities, so that limited bandwidth and 

reliable capacity can be reserved for high-priority services. This enables the 

framework to maintain service differentiation under resource constraints while 

still carrying lower-tier flows. 

¶ The model includes constraints to prevent violating any SLA for any service level, 

in addition to incurring significant penalties for higher-level services. This makes 

it essential to select the low-risk routing paths. 

This study introduces a multi-objective Pareto-based optimization framework that 

accounts for revenue, risk, survivability, overutilization, and penalty in an integrated 

manner. In Section 3.1, we introduce the notation, and then in Section 3.2, we provide the 

complete mathematical model. 
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3.1 Mathematical Notation 

The following notation defines the components of the proposed multi-objective routing 

model. Sets, parameters, and decision variables are introduced to describe the network 

topology, service-level structure, bandwidth requirements, failure probabilities, and 

routing decisions over a discrete planning horizon. Table 3.1 summarizes the full notation 

used in the model formulation. 

Table 3.1 Notation used in the mathematical model 

Sets 

 Set of Classes of Service (CoS), indexed by ὰɴ Ὓ 

 The set of time steps defining the planning horizon 

 Set of service requests under CoS ὰ indexed by Ὠ ■שּ

ẕ = שּ ,All service requests שּ ᶰ■שּ  

︣ Set of network nodes indexed by ὭȟὮ 

 ◄תּ
Set of undirected network links at time ὸȠ each link Ὡ ᶰ꜡ connects 

endpoints  ὭȟὮɴ ﬞ 

▀
◄ 

Set of feasible paths for service request Ὠᶰ꜠ at time t; each path ὖᶰע 

is a sequence of links Ὡ  

Parameters 

►▀ Revenue per time step for each service request, Ὠᶰ꜠  

╫▀ Bandwidth required by service request Ὠᶰ꜠ 

▬▄░▒
◄ Probability of failure of link Ὡ ᶰ꜡ at time ὸ 

♪■ SLA minimum average availability for CoS ὰ  

◌■ Priority weight for CoS ὰ where ύ ύ Ễ ύ).  

Ⱨ■ Penalty weight for SLA violation for CoS ὰ  

╒▄░▒◄ Bandwidth capacity of link Ὡ at time ὸ 

Decision Variables 

●▀ȟ╟◄ 
Binary variable that is set to 1 if and only if the path ὖᶰע is selected for 

service request Ὠ at time ὸ and 0 otherwise 
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Derived/Auxiliary Quantities 

♫╟◄  Path risk on path ὖ  

♫▀ȟ╟◄ Service-aware risk on path ὖ weighted by CoS priority ύ 

♬▀
◄ Survivability of service request  Ὠᶰ  ꜠ at time ὸ based on selected path 

█■ȟ▄░▒◄ Class-specific load on link Ὡ ᶰ꜡  at time step ὸ 

╕▄░▒◄ Total load on link Ὡ ᶰ꜡  at time step ὸ 

Ɑ▄░▒◄ Utilization of link Ὡ  

╖▄░▒
◄ Overutilization cost on link Ὡ ᶰ꜡  at time step ὸ 

Objective Functions 

╩  Total revenue from successfully routed service requests 

╩  Aggregate survivability of routed services across all time steps 

╩  Total service-aware risk over all routed paths 

╩  Total overutilization cost across all links and time steps 

╩  Total SLA violation penalty from unmet service requests 

3.1.1 Sets 

The sets defined in this section represent the structural components of the network and 

the classification of service requests. These sets provide the foundation for modeling the 

dynamic routing environment and form the basis for the formulation of constraints and 

decision variables in the optimization model: 

¶ The set of Classes of Service (CoS) in the network is represented as ה with index 

ὰɴ ה ,.to denote each service level (e.g ה ὖὰὥὸὭάόὲȟὋέὰὨȟὛὭὰὺὩὶȟὄὶέὲᾀὩ). 

For each service class ὰ , the corresponding set of service requests is represented 

by ꜠  , with each request indexed by Ὠᶰ꜠. 

¶ The set of time steps is denoted as כ ρȟςȟȣȟὝ; the network evolves 

dynamically (i.e., at each time step tᶰὝ). Disaster progression or other network 

events affect the probability of failure of a link.  
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¶ The set of nodes in the network is denoted as ﬞ with index Ὥɴ ﬞ to denote 

individual nodes, and we further assume that the set of nodes remains static over 

time.  

¶ The set of links in the network at the time step ὸɴ ꜡ is denoted as כ  and we 

assume that links failure probabilities update over time. Each link Ὡ ᶰ꜡ has 

endpoints as Ὥɴ ﬞ and Ὦɴ ﬞ;  

¶ There is a set of feasible2 paths/routes for every service request starting node Ὥɴ

ﬞ and ending at a node Ὦɴ ﬞ denoted as ע ὖȟὖȟȣȟὖ  where ὓ is the 

number of available paths between the corresponding origin and destination nodes 

at each time step.  

¶ The set of all paths available in the network is ὖ at each time step ὸ. This set of 

paths in the network is finite and can be obtained as ὖ ᷾ ᶰ꜠ ע  after removing 

the duplicates. 

3.1.2 Parameters 

The parameters in this section define the input values required for modeling service 

requests, network capacities, failure probabilities, and service-level constraints. They are 

used in the formulation of the objective functions and constraints, and remain fixed 

during the optimization process: 

¶ Revenue associated with each service request Ὠᶰ꜠ is denoted by ὶ and 

depends on the service level of Ὠᶰ꜠.  

¶ The bandwidth required by the service request Ὠᶰ꜠ is denoted as ὦ, and note 

that the bandwidth of each service request depends on the service level of Ὠᶰ꜠.  

¶ The probability of failure for the link Ὡ ᶰ꜡ at time t is denoted as ὴ .  

 

 

3 For each service request, the set of feasible paths is preselected based on connectivity. A path is 

considered feasible only if it can allocate sufficient bandwidth without exceeding link capacity limits and if 

it supports compliance with the SLA requirements of the corresponding service level. The associated path 

risk is then evaluated within the multi-objective optimization, rather than enforced through a fixed 

threshold. 
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¶ For every service level ὰɴ  ,a predefined availability requirement ὥ is specified ה

representing the minimum acceptable service availability mandated by the 

corresponding SLA. This parameter serves as a reference value in quantifying 

SLA violations and is used to determine penalty costs for unfulfilled service 

commitments.  

¶ A priority parameter denoted as ύ is assigned to each service level. The priority 

vector ὡ is monotone non-increasing to ensure higher priority is given to 

premium service levels (i.e., ύ ύ Ễ ύ ).  

¶ Denote the capacity of the link Ὡ ᶰ꜡ as ὅ  to represent the maximum 

available bandwidth link Ὡ ᶰ꜡ at time step ὸɴ   .כ

¶ A penalty weight ‘ is defined for each service level ὰɴ  This parameter .ה

represents the economic cost of SLA violation for the class ὰ, ensuring that unmet 

requests from higher-priority service levels incur greater penalties than those from 

lower tiers.  

3.1.3 Decision Variables 

The decision variables define the allocation and routing choices made by the optimization 

model. These include binary variables for path selection, continuous variables for 

bandwidth allocation and overutilization, and service-level fulfillment metrics. The 

variables capture how traffic is routed through the network over time while satisfying 

service-level requirements and resource constraints. 

¶ Let ὼȟ  be a binary decision variable that equals 1 if and only if the path ὖᶰ

ע  is selected for the service request Ὠᶰ  ꜠and 0 otherwise.  

3.1.4 Auxiliary Variables  

¶ Let Ὃ  denote the value of overutilization at the link Ὡ ᶰ꜡ at the time step ὸɴ

 due to traffic and bandwidth allocation. Overutilization refers to the stress כ

experienced on a link when its carried bandwidth approaches its capacity. It is 
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quantified as a function of the utilization ratio, growing sharply as utilization 

nears 100%. 

¶ Let Ὢȟ  be a positive decision variable, representing the total bandwidth 

consumption of all successfully routed service requests belonging to the service 

level ὰɴ that traverse link Ὡ ה ᶰ꜡ at the time step ὸɴ  Ȣ This variableכ

aggregates individual bandwidth allocations across requests for the same service 

class and is used to monitor class-specific resource usage at the link level. For 

example, link e12 at time t = 3 carries two successfully routed Gold-level requests, 

each consuming 4 Mbps and 6 Mbps respectively. Then Ὢ ȟ =10 Mbps. 

3.2 Objective Functions 

The model incorporates a set of functions to quantify key performance metrics and 

capture the trade-offs among competing objectives. These functions reflect revenue, 

survivability, risk, overutilization, and penalty for SLA compliance. Each function is 

formulated to represent a distinct aspect of the networkôs operational performance under 

dynamic and constrained conditions: 

¶ Revenue is maximized to prioritize the acceptance of high-value service requests. 

¶ Survivability is maximized to promote the routing of services through reliable 

paths with adequate bandwidth allocation. 

¶ Service-aware risk is minimized to discourage the assignment of critical services 

to failure-prone routes. 

¶ Overutilization cost is minimized through a nonlinear function that penalizes 

routing decisions that overcommit physical link capacity. 

¶ SLA penalties are minimized to reduce the cost of unmet service-level guarantees. 

Each objective function is defined independently to capture its specific performance 

role within the network, while all are evaluated jointly over the same feasible solution 

space. This yields a vector-valued MINLP formulation with multiple conflicting 

objectives. In line with multi-objective optimization practice, objectives are kept distinct 
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and not scalarized into a weighted sum. This allows Pareto-based methods such as 

NSGA-II to explore trade-offs among all the objectives. 

3.2.1 Revenue  

Revenue generation in a service-oriented network represents the total income earned by 

the service provider from successfully delivering services over the network infrastructure. 

Each service request Ὠᶰ꜠ is associated with a projected revenue ὶ, which reflects its 

economic contribution if the service is delivered successfully along a selected path. 

The total network revenue is the sum of the revenues from all accepted service 

requests across all time steps: 

ÍÁØὤ ὼȟ Ȣ

ɴעɴכᶰ꜠

 ὶ σ ρ
 

 

ίȢὸȢ  ὼȟ 

ɴע

 ρ          ᶅ Ὠᶰ ȟ꜠ὸɴ σ כ ς
 

Where: 

¶ ὼȟ   ɴπȟρ indicates whether path  ὖ is selected for the service request Ὠ at 

the time step ὸ. 

¶  ὶ is the revenue associated with each service request Ὠᶰ꜠  

This objective promotes the admission and routing of profitable service requests. It 

enables the model to prioritize high-value flows when network resources are constrained. 

The constraint for ὼȟ ensures that each service request is routed through at most one 

path at each time step, preventing redundant or conflicting assignments. 
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3.2.2 Survivability  

Survivability refers to a network's ability to maintain acceptable service continuity in the 

face of failures or adverse conditions [1]. Path-level survivability captures the probability 

that a path remains operational despite failures and is computed based on the success 

probabilities of its constituent links.  

Let ὴ  denote the probability of failure of the link Ὡ ᶰ꜡ at the time step ὸɴ

 :The link survivability is defined as the complement of its failure probability .כ

Ὗ   ρ  ὴ  σ σ 

Let ὖᶰע  denote a path composed of a sequence of links Ὡ ᶰ꜡ , connecting 

an OD pair at the time step ὸɴ  for a service request Ὠᶰ꜠. Path-level survivability is כ

defined as [38]: 

Ὗ ρ  ὴ

ᶰ

 Ὗ

ᶰ

σ τ
 

At each time step, a request either gets its full demand placed on one path or none 

at all. If a path is chosen, the request contributes its path reliability Ὗ  to the 

survivability measure. If no path is chosen, it contributes zero. The survival probability of 

the request Ὠ at time ὸ is therefore: 

‎ ὼ  Ὗ Ȣ  ὼȟ
ɴע

σ υ
 

 Where: 

¶ ὼȟ   ɴπȟρ indicates whether path  ὖ is selected for the service request Ὠ at 

the time step ὸ. 

The aggregate survivability over all requests and time steps is then defined as: 



41 

 

“ ὼ  ‎ ὼ

ᶰ꜠ᶰ

σ φ 

Finally, the survivability objective is to maximize the aggregate service survival 

probability across the planning horizon: 

ÍÁØὤ  “ ὼ σ χ 

3.2.2.1 SLA Constraints 

To ensure SLA compliance for each Class of Service (CoS), the following constraint is 

defined. Let ‌ denote the minimum acceptable average availability required for the CoS 

level ὰȢ Then the availability constraint for the class ὰ is: 

ρ

ȿ꜠ ȿ ȿὝȿ
  “ ὼ   ‌ σ ψ 

Where: 

¶ “ὼ is defined in equation (3 ï 6) 

¶ ȿ꜠ ȿ is the total number of service requests in CoS ὰ  

This constraint ensures that each service class must achieve an average availability across 

all its requests and time steps that meets or exceeds its SLA requirement. 

3.2.3 Service-Aware Risk  

Risk in the context of a communication network refers to the potential for service 

degradation or failure due to adverse conditions, such as link failures [68]. In this work, 

risk is defined as a function that combines the likelihood of failure and the disruption of 

critical or high-priority services.  

We define the path-level risk ‍  as the negative logarithm of the path survivability Ὗ  

[38]: 
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‍  ÌÏÇ Ὗ ÌÏÇ ρ  ὴ

ᶰ

  ÌÏÇρ ὴ

ᶰ

             σ ω 

Here, the total path risk is computed by aggregating the logarithmic risk contributions of 

each link. As the number of unreliable links increases or as individual link failure 

probabilities rise, the overall path risk grows accordingly. The use of the logarithmic 

function ensures that links with higher failure probabilities contribute more heavily to the 

total path risk. It also keeps the effect of low failure chances visible. In a linear model, a 

failure chance of 103 would eclipse smaller values like 106 because it is 1000 times 

larger. The logarithmic scale reduces this gap and allows both values to influence the 

total risk. 

To capture the service-aware perspective, we extend this path-level risk by 

incorporating the consequences of service loss. Specifically, we account for the 

importance associated with each service request traversing the path. Let ὼȟ  be a binary 

decision variable indicating whether path ὖis selected for the service request Ὠ at time 

step ὸ , and  ύ denote the priority weight of the service Ὠ, respectively. The service-

aware path risk is then defined as: 

‍ȟ ὼ ὼȟ Ȣ‍  Ȣύ σ ρπ 

ίȢὸȢ           ὼȟ 

ɴע

 ρ          ᶅ Ὠᶰ ȟ꜠ὸɴ  כ
 

Where: 

¶ ὼȟ   ɴπȟρ indicates whether path  ὖ is selected for the service request Ὠ at 

the time step ὸ. 

¶ ύ is the priority weight for CoS ὰ where ύ ύ Ễ ύ ).  

Aggregating this across all services and time steps yields the total service-aware network 

risk: 

 ÍÉÎὤ  ‍ȟ ὼ 

ɴעᶰᶰ꜠

 σ ρρ
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This objective ensures that services with higher priority are discouraged from being 

routed through high-risk paths. 

3.2.4 Overutilization Cost Function 

The model introduces a nonlinear overutilization cost function to regulate bandwidth 

allocation and promote balanced traffic distribution. This function discourages routing 

decisions that push individual links close to their physical capacity, which may degrade 

Quality of Service (QoS) and compromise survivability [69]. Although a hard constraint 

ensures that the total allocated bandwidth on any link does not exceed its maximum 

capacity [70], such constraints alone may lead to uneven load distribution. Some links 

may operate near full capacity while others remain underutilized, increasing operational 

risk. To address this issue, a hyperbolic overutilization cost function is introduced, which 

penalizes capacity allocations that lead to disproportionate load on specific links.  

The use of a hyperbolic formulation is particularly advantageous because it 

captures the nonlinear stress imposed on a link as its utilization nears full capacity [71]. 

Compared to traditional Bureau of Public Roads (BPR)ïbased models, which originate 

from transportation engineering and estimate gradual performance degradation, 

hyperbolic overutilization functions provide a more realistic approach for dynamic 

bandwidth allocation. They inherently reflect the risk of near-capacity saturation, which 

is critical for optimizing load balancing and network survivability in large-scale internet 

traffic routing [72]. Studies in network resilience and capacity-aware routing have also 

adopted inverse capacity-flow relationships to improve traffic engineering in software-

defined networks (SDNs) [73] and multi-path routing protocols, ensuring efficient 

allocation of bandwidth while minimizing the probability of service degradation [74] [75] 

[76] [77].  

We define the class-specific load on a link: 

Ὢȟ  ὦ Ȣὼȟ
ɴעᶰ꜠

 σ ρς
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Where: 

¶ ὅ : Bandwidth capacity of the link Ὡ   at time step ὸɴ  .כ

And the total load is: 

Ὂ  Ὢȟ
 ɴ

σ ρσ 

Capacity feasibility is enforced by 

Ὂ ὅ    ᶅὩ ᶰ꜡ȟὸɴ כ  

We define the utilization ratio as: 

„
Ὂ

ὅ
 σ ρτ  

We introduce the overutilization cost function Ὃ  for each link Ὡ  at each time 

step ὸɴ  :as כ

Ὃ
Ὂ

ὅ Ὂ
 σ ρυ  

Substituting Equation (3-14) into Equation (3-15) yields an equivalent formulation: 

Ὃ
„

ρ „
      π  „ ρ σ ρφ 

This expression increases and becomes infinity (i.e., extremely large), as utilization 

approaches 1. The function captures link overutilization as a function of the utilization 

total flow decision variable and capacity parameter, without invoking delay or queueing 

assumptions. The cumulative overutilization cost over all links and time steps is 

expressed as: 
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ÍÉÎὤ Ὃ

ᶰ꜡ᶰ

  σ ρχ
 

In combination with the hard capacity constraint, the function encourages balanced traffic 

distribution across the network. 

3.2.5 Penalty (Unserved Requests) 

We define the penalty as the total cost incurred due to unmet service requests over all 

time steps. If a service request is not routed at time t, it violates its SLA and incurs a 

penalty based on its Class of Service (CoS). The total penalty incurred over the planning 

horizon is modeled as: 

ÍÉÎὤ  ‘ Ȣρ ὼȟ
ɴעɴכᶰ꜠

σ ρψ 

Where: 

¶ ‘ π is the penalty weight for CoS ὰ associated with a service request Ὠ, 

representing the economic cost of SLA violation. 

This formulation penalizes unfulfilled routing decisions across all time steps and service 

classes, weighted by their respective SLA expectations and business criticality.  

3.2.6 Multi -Objective Optimization Model  

The problem is formulated as an MOO model comprising five objectives. These 

objectives reflect key performance dimensions of the network: total revenue ὤ, service 

survivability  ὤ, total risk ὤ, overutilization cost ὤ, and SLA violation penalty ὤ. 

Revenue and survivability are benefit-oriented metrics and are therefore maximised; risk, 

overutilization cost, and penalty are cost-oriented metrics and are minimised. Because 

these objectives conflict, improving one may degrade another; the model retains them as 

independent components, permitting explicit exploration of trade-offs rather than 

collapsing them into a single weighted sum. 
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For consistency across objectives, all objectives are expressed in minimisation form, 

yielding the objective vector: 

ÍÉÎ ὤȟ ὤȟ ὤȟ ὤȟ ὤ  σ ρω 

subject to: 

¶ Routing constraints: Each request may use at most one path per time step. 

 ὼȟ 

ɴע

 ρ          ᶅ Ὠᶰ ȟ꜠ὸɴ σ כ ς
 

¶ Class-level link-load definition:  

Ὢȟ  ὦ Ȣὼȟ
ɴעᶰ꜠

 σ ρς
 

¶ Capacity feasibility: 

Ὂ  Ὢȟ
 ɴ

σ ρσ 

Ὂ ὅ    ᶅὩ ᶰ꜡ȟὸɴ ȟὰɴכ ה  

¶ SLA availability constraints: 

ρ

ȿ꜠ ȿ ȿὝȿ
  “ ὼ   ‌ σ ψ 

This formulation provides a flexible decision-support framework capable of 

revealing the trade-offs between economic gain (revenue), quality of service 

(survivability, penalties), and operational constraints (risk, overutilization). The next 

chapter presents the experimental design used to evaluate the modelôs performance under 

dynamic network conditions, varying service classes, and risk scenarios. 
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Chapter 4: Experimental Design 

In this chapter, we present the development of the experimental design and 

implementation framework for evaluating the optimization model introduced in Chapter 

3. The Non-dominated Sorting Genetic Algorithm II (NSGA-II) is used to solve the 

optimization model. The chapter outlines the algorithm components, including the 

process of evaluating solutions and the mechanisms for maintaining SLA compliance. 

4.1 NSGA II Framework Overview 

Genetic algorithms have been widely adopted in routing and network design [78]. 

Motivated by these advances, this study develops a multi-objective Genetic Algorithm 

(GA) framework to address the multi-objective routing of service requests in a dynamic 

network environment, where link failure probabilities vary over time. The proposed 

framework is designed to maximize revenue and service survivability while minimizing 

risk, overutilization, and penalty, subject to bandwidth constraints and minimum service-

level requirements.  

The algorithm is implemented using Distributed Evolutionary Algorithms in 

Python (DEAP)3. This computation framework supports the modeling of complex multi-

objective optimization (MOO) problems. The key components of the methodology 

include service request generation, path enumeration, solution encoding, fitness 

evaluation, feasibility enforcement, and genetic operators. The representation of our 

framework is provided in Algorithm 1. 

 

 

3 https://deap.readthedocs.io/en/master/ 
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The routing problem considers multiple service requests between originïdestination 

(OD) pairs over a network composed of a fixed set of nodes and undirected links. Each 

link is characterized by a known bandwidth capacity, while each service request specifies 

a required bandwidth, a revenue accrued if successfully routed, and a penalty incurred if 

unsatisfied. Each service request is assigned to a Class of Service (CoS) (e.g., Platinum, 

Gold, Silver, Bronze). These Classes of Service are governed by a minimum service-level 

requirement that must be satisfied over the planning horizon. Also, each network link is 

assigned a time-dependent probability of failure to reflect the dynamic nature of the 

event. Following the mathematical model presented in Chapter 3, the optimization 

problem considers five objectives: maximize revenue, maximize survivability, minimize 

risk, minimize overutilization, and minimize penalty. These objectives are non-aligned 

and often competing. For instance, minimizing risk may necessitate rerouting high-

revenue service requests through lower-capacity links, which may increase 

overutilization, or longer routes passing multiple links, and hence increasing the load on 

certain links along the route. Consequently, the model is formulated as a multi-objective 

optimization problem, where trade-offs among objectives are evaluated using Pareto 

dominance. Under this principle, a solution is said to dominate another if it is no worse in 

all objectives and strictly better in at least one, resulting in a set of Pareto frontier 

comprising non-dominated solutions [79]. 
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4.2 Solution Representation and Initialization 

Each solution candidate, referred to as an individual, is encoded as a list where each 

element represents the selected routing path (by index) for a specific OD service request. 

A special value of ī1 denotes that a service request is not routed. The length of each 

individual equals the total number of OD service requests multiplied by the number of 

time periods in the planning horizon. As illustrated in Figure 4.1, each gene represents the 

selected path of each OD at each time step, written as Ὑ for example Ὑ  is service 

request number 1 at time step 1. A complete solution is represented by populating these 

genes with feasible path selections. Given that multiple viable paths are predefined for 

each OD pair, a path is randomly assigned to each routed service request during 

initialization. The initial population is generated by repeatedly constructing individuals in 

this manner, subject to bandwidth capacity and service-level constraints. 

 

Figure 4.1 Solution representation in the DEAP-based framework 

To ensure that the algorithm starts with a feasible population, the initialization 

process includes a custom individual creation function. This function randomly assigns a 

path index (or -1) to each service request with a probability of being routed. It then 

validates the individual for compliance with both the minimum service level constraints 

(per class) and the link capacity constraints. The algorithm excludes the individuals that 

do not satisfy these conditions from the initial population, and it enforces constraint 

satisfaction throughout the execution. As discussed in Chapter 3, the link capacity 
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constraint requires that the sum of all routed flows through any link at any time step must 

not exceed the available bandwidth capacity.  

4.2.1 Fitness Evaluation and Genetic Operators 

Fitness evaluation models the relationship between routing decisions and the dynamic 

network state at each time step. The algorithm employs crossover and mutation to explore 

the solution space. 

¶ Crossover: Two parent chromosomes exchange segments of their genetic 

material to produce offspring during crossover. The first two genes are inherited 

from Parent 1, and the remaining genes from Parent 2. This results in a childôs 

chromosomes that combine characteristics from both parents.  

¶ Mutation:  The mutation operator randomly selects a service request. It modifies 

its assigned path by replacing it with another available path or with ī1. In this 

process, (ī1) indicates that the service request is not routed. An example of a 

mutation is illustrated in Figure 4.2, where the second geneôs value is modified 

from 1 to ī1. 

The above process enables the algorithm to explore diverse regions of the solution 

space. This exploration helps the algorithm to avoid convergence to local optima and 

continue searching for better solutions. A local optimum is a solution that is better than 

its immediate neighbors but not globally optimal [80]. 

Figure 4.2 illustrates the application of crossover and mutation operators in the 

proposed DEAP-based NSGA-II evolutionary framework. In this example, each 

individual is represented as a chromosome comprising four real-coded genes, where each 

gene value is selected from the set {ī1, 1, 2, 3, 4}. For the crossover operation, two 

parents are selected, and two offspring are generated. The parents are partitioned into two 

parts, and the parts make up new individuals. For the mutation operation, one individual 

is selected; then each gene is selected with probability equal to the probability of 

crossover, and for genes selected, their solution is changed to create a new individual. 

Each chromosome represents a routing solution. Each gene corresponds to a service 

request and stores the index of a precomputed path. A value of ī1 means the service is 
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not assigned. In the crossover example, two parent chromosomes exchange parts to create 

two new offspring. This helps combine routing decisions from both parents and explore 

new solutions. 

In the mutation example, some gene positions are randomly selected and changed. 

The new value may be a different path index or ī1. This allows the algorithm to test new 

routing options and maintain diversity. Both operators help the algorithm search the 

solution space while respecting limits like bandwidth. 

 

 

Figure 4.2 Illustration of crossover and mutation in the DEAP-based genetic algorithm 

¶ Selection: Selection is applied using Pareto dominance and crowding distance to 

maintain diversity. Individuals are sorted using the ñsortNondominatedò function, 

and selection favors individuals with high diversity and superior objective values. 

A custom population generation function ensures that mutated individuals remain 
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feasible. If a mutation results in an infeasible individual, it is discarded or 

reprocessed until feasibility is restored.  

The full execution flow of the proposed NSGA-II -based evolutionary framework is 

outlined in Algorithm 2. The process starts with the initiation of a feasible number of 

individuals, each reflecting a complete set of routing solutions. In each generation, parent 

solutions are selected using binary tournament selection based on Pareto rank and 

crowding distance [81]. Offspring are generated through crossover and mutation 

operators designed to preserve feasibility while introducing diversity. The current 

population is then merged with the offspring, and non-dominated sorting is applied to 

organize solutions into Pareto fronts. A new population is formed by iteratively adding 

individuals from the best fronts, with a crowding distance used to maintain diversity 

when needed. After a fixed number of generations, the algorithm outputs the final set of 

non-dominated solutions that reflect optimal trade-offs among the defined objectives. 
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4.2.2 Illustration of Genetic Operators in Routing Optimization 

In the proposed DEAP-based NSGA-II evolutionary framework, each chromosome 

represents a complete routing solution over a planning horizon composed of multiple 

time steps. The network operates on a fixed set of service requests, each defined by an 

OriginïDestination (OD) node pair. No new requests are introduced during one full 

planning horizon, and the set of OD pairs remains constant across all time steps. Each 

gene in the chromosome corresponds to the selected path for a specific service request at 

a specific time step. The gene value is an integer indicating the index of a precomputed 

path or ī1 if the request is not routed. 

To simplify the example, we assume that there are three service requests over two 

time steps. The chromosome is thus composed of six genes, three OD pairs multiplied by 

two time steps. Each gene stores the index of the selected routing path for the 

corresponding request and time. For example, the chromosome [1, 1, 2, 3, -1, 3] in Figure 

4.3 can be interpreted as follows: at time step 1, OD 7Ÿ5 follows path 1, OD 12Ÿ5 

follows path 1, and OD 1Ÿ4 follows path 2; at time step 2, OD 7Ÿ5 follows path 3, OD 

12Ÿ5 is not routed (ī1), and OD 1Ÿ4 follows path 3.  

 

Figure 4.3 Chromosome representation for three OD pairs over two time steps 

Consider that for the request from node 12 to node 5, the path generation algorithm 

produces five options: 

¶ ī1: []  

¶ 1: [12, 10, 8, 6, 5] 
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¶ 2: [12, 13, 6, 5] 

¶ 3: [12, 10, 7, 5] 

¶ 4: [12, 13, 3, 5] 

Among these, the four numbered paths are feasible routes, and ī1 represents the 

option where the service request is not routed. In the earlier example, the gene value for 

OD 12Ÿ5 at time step 1 is 1, indicating that the request is routed through path [12, 10, 8, 

6, 5]. Suppose the mutation operator selects this gene and changes its value to 3. The new 

path would be [12, 10, 7, 5], resulting in an updated solution that reflects an alternative 

routing decision based on dynamic risk or capacity conditions. If the mutation instead 

changes the value to ī1, the request is excluded from routing at that time step, possibly 

due to infeasibility or link failure. 

To demonstrate the crossover operator, consider two parent chromosomes: 

¶ Parent 1: [1, 1, 2, 3, -1, 3] 

¶ Parent 2: [2, 3, 1, 1, 2, 1] 

If crossover occurs after the third gene, the resulting offspring are: 

¶ Offspring 1: [1, 1, 2, 1, 2, 1] 

¶ Offspring 2: [2, 3, 1, 3, -1, 3] 

Offspring 1 inherits routing decisions for time step 1 from Parent 1 and those for time 

step 2 from Parent 2. Conversely, Offspring 2 inherits the complementary segments. 

while introducing variation through the mixing of different parent solutions. 

Next, consider a mutation applied to the second gene of Offspring 1, which 

corresponds to OD 12Ÿ5 at time step 1. The original value is 1, representing path [12, 

10, 8, 6, 5]. If the gene is mutated to value 3, the path changes to [12, 10, 7, 5], resulting 

in the updated chromosome [1, 3, 2, 1, 2, 1]. Alternatively, if the gene is mutated to ī1, 

the updated chromosome becomes [1, -1, 2, 1, 2, 1], indicating that the service request is 

not routed at that step. Such mutations introduce diversity into the population, allowing 

the algorithm to adapt routing strategies to changing network conditions such as risk or 

utilization. 
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These examples demonstrate how crossover and mutation operators work in tandem 

with the chromosome structure to explore a diverse space of routing strategies. The fixed 

length and consistent ordering of genes ensure that each individual represents a full, 

comparable network-wide solution. This framework allows the algorithm to adapt routing 

decisions over time in response to evolving network dynamics such as link failure, 

utilization, and service-level constraints. 

 

Figure 4.4 Overall optimization execution flow 
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For each scenario, the optimization is triggered once and solved over the full planning 

horizon. Each chromosome encodes routing decisions for every ODïtime pair, so time 

periods are represented as genes within an individual, not as separate optimization runs. 

During evaluation, all time steps are processed together to compute the five objectives 

(revenue, survivability, SARM, overutilization, and penalties), and NSGA-II evolves a 

population of such multi-period routing plans over many generations.  

4.3 Experimental Setup 

All experiments were conducted using Google Colaboratory, a cloud-based development 

environment provided by Google. We used Colabôs free version, and the following 

specifications are consistent with the default virtual machine provided by Google Colab: 

¶ Processor (CPU): Intel(R) Xeon(R) CPU @ 2.20GHz (2 cores) 

¶ Memory (RAM): 12.7 GB 

¶ GPU: Not used (all computations were performed on CPU) 

¶ Operating System: Ubuntu (underlying VM environment) 

¶ Python Version: 3.10.12 

All experiments use fixed seeds and common random numbers across generations for 

hazard/demand sampling to reduce evaluation noise. 

4.3.1 Evolutionary Algorithm Parameters 

We investigated the selection of NSGA-II parameters by analysing the algorithm's 

convergence behavior under various settings. For each parameter setting, we recorded 

both the best objective function values and the computational time, enabling informed 

parameter selection. The selection of parameter values to test (such as population size, 

number of generations, and mutation type) was based on common guidelines in 

evolutionary computation literature and our empirical studies [82], [83]. For genetic 

algorithms, the commonly used population size range is between 50 and 300 individuals. 

Inadequate variety from smaller populations might face premature convergence, which 

might lead to a limited search space, while if the population size is too large, it might 

result in substantial computational expenses without corresponding enhancements in 
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solution quality [84], [85], [86]. We therefore tested population sizes of 50, 100, 200, and 

300 to span this practical range and observe the trade-off between solution quality and 

computational cost. Similarly, the number of generations varied across a representative 

range (up to 300 generations) while monitoring the convergence behavior . Mutation 

strategies (such as swap, inversion, and scramble) were chosen based on their known 

suitability for permutation-based representations, as discussed in [87] [88]: 

¶ Population size: We investigated the following values {50, 100, 200} based on 

convergence behavior and computational efficiency; a population size of 50 

individuals per generation was selected (see Appendix Figure A.1). 

¶ Number of generations: The algorithm is executed for up to 300 generations to 

study convergence trends, as illustrated in Figure 4.4. Based on the convergence 

profiles, our results demonstrated that approximately 300 generations are 

sufficient: beyond this point, improvements across all objectives diminish 

significantly. For instance, the overutilization objective improves by less than 2% 

after 300 generations, while the computational time increases by nearly 50%, 

indicating diminishing returns.  

¶ Mutation method: A polynomial mutation operator was employed, with mutation 

probabilities explored at {0.1, 0.2, 0.3} and a distribution index of 20. A mutation 

probability of 0.1 was selected based on convergence stability and solution 

quality.  

¶ Selection method: Tournament selection with a tournament size equal to 3 was 

used. Simulated binary crossover was applied with a crossover probability of 0.9 

and a distribution index of 20. 

¶ Elitism: To preserve high-quality solutions across generations, the best individual 

from each generation was retained in the population. 
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4.3.2 Convergence Behavior Analysis 

Figure 4.5 presents the convergence behavior of the five primary objective functions: 

revenue maximization, survivability maximization, risk minimization, overutilization 

minimization, and penalty minimization.  

The revenue curve increases rapidly during the first 50 generations, indicating 

effective exploration of high-revenue solutions. From generation 50 to 150, the 

improvement slows as the algorithm focuses on local search. After generation 200, the 

revenue stabilizes near its maximum value of 1.0 with minimal change. The close match 

between the raw values and the smoothed fitness curve confirms stable convergence. The 

risk objective follows a more complex convergence pattern compared to revenue. In the 

early generations, risk values increase slightly due to the algorithm's exploration of 

diverse solutions that favor high-revenue paths, which often involve riskier routes. 

Between generations 50 and 150, the algorithm begins to balance revenue with risk, 

initiating a gradual decline in risk values. Unlike revenue, risk continues to decrease 

beyond generation 300, indicating ongoing adjustments driven by diversity preservation 

and the trade-offs along the Pareto front. This extended decline reflects the multi-

objective nature of the problem, where minimizing risk remains a competing objective 

even after revenue stabilizes. By generation 500, risk drops below 0.86, demonstrating 

the model's ability to mitigate risk while maintaining feasible and profitable solutions. 

The survivability objective increases steadily throughout the generations. In the early 

stages, the improvement is slow, as the algorithm explores different solutions. After 

generation 100, survivability begins to rise more clearly. The values continue to improve 

until they approach 1.0 near generation 500. This indicates that survivability benefits 

from continued evolution and is not fully optimized in the early phases. The consistent 

trend shows that the algorithm gradually selects more reliable paths over time. 

The overutilization objective shows a fluctuating pattern during the first 150 

generations. This variation reflects the trade-off between reducing overutilization and 

satisfying bandwidth requirements. After generation 150, overutilization begins to decline 

more steadily. By generation 500, the values approach 0.86. This indicates that the 
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algorithm gradually finds routing solutions that distribute traffic more evenly and reduce 

pressure on highly loaded links. 

The penalty objective decreases rapidly during the first 75 generations. The value 

reaches zero and stays constant for the rest of the evolution. This indicates that the 

algorithm quickly filters out solutions that violate service-level agreements (SLAs). The 

flat curve beyond generation 100 confirms that all selected solutions remain feasible and 

penalty-free as the search progresses. 
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Figure 4.5 Convergence behavior under five objective functions 

The convergence trends show that revenue and penalty stabilize early, while risk, 

overutilization, and survivability continue to improve gradually over a longer horizon. 

This behavior reflects typical NSGA-II dynamics, where early progress is driven by 

easily optimized objectives, and later stages focus on balancing trade-offs. By generation 

300, most objectives exhibit minimal change, indicating that the algorithm has reached a 

stable set of high-quality solutions. This point offers a practical balance between 

convergence and computational efficiency for the experimental analysis. 

4.3.3 Scalability Evaluation 

Figure 4.6 presents a log-log plot of the CPU computational time versus the number of 

service requests, measured over 300 generations. As the number of requests increases 

from 300 to 1000, the CPU time scales approximately linearly on the log-log scale, 

indicating a polynomial growth pattern in computational complexity relative to problem 

size. Despite the increase in demand, the algorithm maintains scalability; even at the 

largest tested size of 1000 service requests, the total computation time remains within 

approximately 1500 seconds (around 25 minutes). These results suggest that the 

algorithm scales in a computationally tractable manner under increasing problem sizes, 
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despite the added complexity of solving a multi-objective optimization problem with 

dynamic link failures and bandwidth constraints.  

 

Figure 4.6 log-log plot of the CPU time in seconds as a function of the number of service requests 

 

4.3.4 Simulation Framework: Classes of Service and Traffic Modeling 

One of the primary motivations behind this work was to demonstrate how the routing of 

service requests belonging to the same CoS and sharing the same OD pair evolves 

dynamically over time, as link failure probabilities vary due to disasters such as 

earthquakes. To illustrate this behavior in this chapter, we utilize the European Reference 

Network (ERnet), which is shown in Figure 4.7, with 37 nodes and 57 undirected edges, 

as a case study [89].  
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Figure 4.7 European Reference Network (ERnet) [13] 

To reflect real-world network conditions where service requests vary in importance, 

bandwidth, and SLA expectations, we define multiple Classes of Service (CoS) with 

distinct characteristics that influence routing priorities and penalty structures: 

¶ Four CoS, Platinum, Gold, Silver, and Bronze, are considered, with corresponding 

proportions of 0.12, 0.22, 0.22, and 0.44, respectively [90]. 

¶ A total of 250 service requests are generated, with OD pairs selected uniformly 

across all nodes. Each service request is assigned a priority class according to a 

Poisson distribution. 

¶ We assume four time periods within the planning horizon.  

Table 4.1 summarizes the key characteristics of each service class, including revenue, 

bandwidth, SLA thresholds, and penalty weights, as used throughout the simulation 

framework. 
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Table 4.1 Characteristics of Classes of Service (CoS) [23], [91], [92] 

CoS 

Revenue 

Weight  
►▀ 

QoS 

Parameter 

(BW)  
╫▀ 

Availability  
♪■ 

Priority 

Weight  
◌■ 

Penalty 

Weight  
Ⱨ■ 

Platinum 1000 15 99.999 2 10 

Gold 750 10 99.99 1.5 10 

Silver 500 5 99.95 1 10 

Bronze 250 2 99.9 0.5 10 

 

For each OD pair, the algorithm selects routing paths from a predefined subset based 

on the shortest available routes. Specifically, the number of candidate paths per OD pair 

is limited to four. This path capping strategy is crucial: in large-scale, partially or fully 

connected networks, the discovery of feasible paths between any OD pair will have a 

complexity of O(n!) [93]. Setting up the value of the number of available paths 

connecting each OD pair will be very important for the algorithm. More options for paths 

(i.e., higher value of available paths) increase the size of the solution space while offering 

more options for routing and hence more flexibility. This flexibility is expected to yield 

better solutions, however, there will be a point where adding more paths for each OD pair 

will only add a very small value to the quality of the solutions found by the algorithm. 

Therefore, we perform numerical analysis to pick a good value of the number of paths for 

each OD that yields a reasonable solution quality. To this end, we explore the following 

values for the number of paths: {3, 4, 5, 6, 7, 8, 9}. Results are provided in detail in 

Appendix Table A.1, and we choose the value of 4 paths moving forward. By limiting 

each OD pair to the top four shortest paths, the algorithm reduces the total number of 

decision variables in the underlying mathematical model, which results in shorter 

processing time. Consequently, the number of decision variables and constraints in the 

underlying mathematical model is restricted, leading to improved scalability in both 

memory usage and processing time. As a result, the proposed framework maintains 

computational feasibility as problem size increases and can be applied in scenarios where 

routing decisions need to be made within a bounded time. The detailed procedure for 

executing the path generation for each OD pair is outlined in Algorithm 3. 
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Algorithm 3 performs path enumeration by computing a fixed number of shortest 

paths for each unique OD pair in the service request set. For each request, the time index 

and service class are dropped, and the algorithm checks whether the corresponding OD 

pair has already been processed. If not, it applies Yenôs algorithm to generate the top K 

shortest paths between the origin and destination [94]. These paths are then stored in a set 

associated with the OD pair. This procedure avoids redundant computation and ensures 

that each OD pair is processed only once. The output is a collection of precomputed path 

sets, which are later used to support routing decisions in the optimization model. 

To ensure consistent comparison of routing decisions across the planning horizon, 

each OD service request is duplicated identically across all time periods. Specifically, the 

same OD service request, assigned to the same service class, is instantiated at time 

periods 1, 2, 3, and 4. This setup is critical for isolating the impact of changing link 

failure probabilities on routing decisions, as it ensures that observed differences in 

routing are attributed solely to network dynamics rather than variations in the demand 

structure. 

To model the time-varying dynamics of link failure behavior, we define a base 

failure probability for each link, sampled uniformly between 0.03 and 0.07 as presented 

in Figure 4.8. At the second time step, 30% of the links are randomly selected and their 

failure probabilities are increased by 100% relative to their base values, while the 

remaining links retain their initial probabilities [89]. For the third time step, 50% of the 

links are randomly chosen: their failure probabilities are increased by 50% relative to the 

base case, while the other 50% experience a 50% reduction in their failure probabilities. 
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At the fourth time step, 30% of the links are again randomly selected for a 60% increase 

in failure probability, while another 30% undergo a 60% reduction, both relative to their 

respective base values. This staged adjustment introduces non-uniform, time-dependent 

variations in network risk over time due to external events, which are shown in Figures 

4.8 to 4.11. 

Service requests are generated using a uniform distribution for OD pair selection, 

ensuring that all nodes have an equal probability of being chosen as either origins or 

destinations. This approach reduces structural bias and allows the routing algorithm to be 

evaluated under balanced and statically balanced flow distributions. In contrast, priority 

classes are assigned to service requests using a Poisson distribution, which models the 

naturally skewed service-class frequencies. Most service requests are assigned to mid-

priority classes, while fewer requests populate higher or lower priority classes. This 

probabilistic setup facilitates the evaluation of the routing frameworkôs behavior across a 

range of service-class distributions and under varying network conditions. 

 

Figure 4.8 Network visualization of the linksô probability of failure, base case 
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Figure 4.9 Network visualization of linksô probability of failure, time step 2 (Randomly select 30% of links and double 

the probability of failure) 

 

Figure 4.10 Network visualization of linksô probability of failure, time step 3 (Randomly select 50% of links and 

increase their probability of failure by 50%; the remaining links have 50% less probability of failure) 
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Figure 4.11 Network visualization of linksô probability of failure, time step 4 (Randomly select 30% of links and 

increase their probability of failure by 60%, randomly select 30% of links and decrease their probability of failure by 

60%) 

4.4 Normalization of Objective Function Values Across the Pareto Front 

In our work, we have five objectives to optimize; each objective function values come 

from a different range. For example, total revenue for 200 service requests and 6-time 

steps usually comes in the range of 500,000-700,000, depending on the revenue per class 

and other factors. On the other hand, the values of risk are usually within the range of 

1,000-3,000. Therefore, we normalize the value of each objective function after solving 

the model and getting the optimal solution. This process does not affect the procedure of 

the NSGA-II algorithm; it only changes the values of the objective functions post the 

solving process so that the reader can get a better sense of objective function values. 

Hence, after solving an instance, the reported value of each objective function for any 

given solution (recall that at termination, we receive all Pareto-optimal non-dominated 

solutions) is calculated [95]: 

ὔέὶάὥὰὭᾀὩὨ έὦὮ ὪόὲὧὸὭέὲ ὺὥὰόὩ
ὺὥὰόὩάὭὲὭάόά ὺὥὰόὩ

άὥὼὭάόά ὺὥὰόὩάὭὲὭάόά ὺὥὰόὩ
  υ ρ 
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Where: 

¶ ὺὥὰόὩ refers to the objective function value of a given solution 

¶ άὭὲὭάόά ὺὥὰόὩ refers to the smallest value of that objective across all Pareto 

optimal solutions. 

¶ άὥὼὭάόά ὺὥὰόὩ refers to the maximum value of that objective across all Pareto 

optimal solutions.  

This process is done for each objective function metric. It is important to note that the 

normalized objective values displayed in the Pareto-front figures do not represent inputï

output relationships in the traditional sense. In multi-objective optimization, each axis 

corresponds to an independent objective function, and the plotted front visualizes the 

trade-off surface formed by simultaneous optimization rather than a directional 

dependency. Therefore, the choice of which objective appears on the x-axis or y-axis 

does not imply functional hierarchy; the trade-off can be interpreted in either direction. 

This also ensures consistency across figures within the chapters. 

4.5 Conclusion 

This chapter detailed the experimental framework developed to evaluate the proposed 

dynamic, service-aware multi-objective routing model. The solution approach is 

implemented using the NSGA-II evolutionary algorithm, tailored for routing in networks 

subject to time-varying link failures and bandwidth constraints. The performance of the 

proposed approach is evaluated in Chapter 5 through simulation experiments conducted 

on a realistic network topology. 
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Chapter 5: Performance Evaluation 

This chapter presents the performance evaluation of the proposed dynamic, service-aware 

multi-objective routing framework. The analysis investigates the routing modelôs 

adaptability, generated by the NSGA-II algorithm introduced in Chapter 4, to dynamic 

link failures, capacity constraints, and SLA requirements. Routing behavior is evaluated 

across time steps under disaster-induced dynamic risk and different network settings. The 

chapter also includes a detailed sensitivity analysis to assess the impact of link failure 

probabilities and algorithm parameters. All diagrams presenting objective function values 

(e.g., revenue, risk, survivability, overutilization, and penalty) are normalized using min-

max normalization, discussed in Chapter 4, to enable meaningful comparison across 

metrics with different scales. 

5.1 Routing Sensitivity Under Time-Varying Risk Conditions 

In this section, we start with an investigation of the sensitivity of the routing decisions to 

the changes in the link failure probabilities over time, which leads to dynamic network 

risk. A four-step disaster scenario in the ERnet topology was simulated based on the 

discussions in Chapter four. The focus was on how path selection changes in response to 

risk evolution over 4 time periods as our planning horizon. Link failure probabilities were 

varied at each step to reflect increasing disaster impact: starting from a baseline in T1, 

30% of links have doubled failure probability in T2; in T3, 50% of links are adjusted 

±50%; and in T4, 30% are adjusted ±60%. Service requests are fixed across time steps 

with identical OD pairs, and CoS (Platinum, Gold, Silver, Bronze). To evaluate the 

sensitivity of routing decisions to changing network conditions, a Monte Carlo simulation 

with 90 independent runs is conducted. We then measure how many service requests 

change paths between time steps for the same OD-CoS flows from T1 to T4. 

The results are summarized in Figure 5.1, which presents the percentage of 

service requests experiencing a routing change between time steps. We can see that 

around two-thirds of service requests undergo routing changes between consecutive 

intervals (T1ŸT2, T2ŸT3, and T3ŸT4), while there is a 71% change overall in routes 

between T1 and T4. This cumulative increase highlights how repeated incremental shifts 
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in network risk collectively drive significant rerouting over time. The highest median 

change occurs between T2 and T3, when risk changes the most across half the links due 

to a big shift in the linksô probabilities of failure. In contrast, T3ŸT4 exhibits a smaller 

change, suggesting increased route stability, possibly due to the saturation of feasible 

low-risk paths. 

 

Figure 5.1 The percentage of dynamic routing varies at each time step 

These results demonstrate that the proposed optimization framework delivers dynamic 

routing decisions that respond to dynamic network changes, without introducing large 

fluctuations between time steps during disruptive events. 

5.1.1 Sample of Dynamic Routing 

To illustrate how the routing framework adapts over time in response to dynamic link 

failure probabilities, this section presents a sample origin-destination (OD) flow under the 

ñGoldò priority class. The origin for the selected service request is node 30, and the 

destination is node 6. This request remains fixed throughout the planning horizon from 

T1 to T4, and its routing path is optimized independently at each time step according to 

the evolving failure probabilities. 
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The routing path selected and the linksô probability of failure in our sample 

network, ERnet, are illustrated in Figure 5.2. The plots highlight both the active route (in 

blue) and the failure probabilities on each link (in black). Red links denote edges whose 

failure probability changed from the previous step. As shown, the routing path changes 

over time: the path at T1 is [30, 28, 9, 7, 5, 6]; in T2, the route adjusts to avoid more 

vulnerable links, resulting in a longer path [30, 28, 9, 7, 10, 8, 6]. In T3, a more 

substantial shift occurs due to major risk changes, leading to [30, 28, 29, 11, 10, 8, 6]. At 

T4, the route reverts to the same configuration as in T2, indicating that earlier paths may 

regain viability when link risks decrease. This example demonstrates the non-monotonic 

and adaptive nature of routing behavior in a dynamic risk environment. 
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Figure 5.2 Dynamic routing visualization over time, T1 to T4 for Node 30 to Node 6 (Gold CoS) 

 

5.2 Sensitivity to Link Capacity Constraints 

5.2.1 Performance Sensitivity to Link Capacity by Service Class 

This section shifts focus from the time-evolving behavior of routing paths (discussed in 

Section 5.1) to the final service outcomes observed at the end of the planning horizon T4. 

We analyze the impact of link capacity constraints on key performance metrics and the 

aggregate service level achieved by each CoS. Service levels are computed once, at the 

end of the simulation, and represent the overall success rate of fulfilling service requests 

per class. 

Two sets of experiments are conducted under differing network conditions: one 

assuming relatively high link bandwidth capacity (unconstrained network), and the other 

assuming relatively low link bandwidth capacity (constrained network). In the 

unconstrained network scenario, each link is assigned a capacity of 500 Mbps, while in 
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the constrained network scenario, link bandwidth is limited to 80 Mbps4. Service requests 

are routed under both conditions to assess the sensitivity of the system to bandwidth 

availability. The characteristics of each service class are defined in Section 4.3.4 in 

Chapter 4. Figure 5.3 compares the service levels achieved by the four priority classes 

(Platinum, Gold, Silver, and Bronze) across the two network configurations, constrained 

and unconstrained, using boxplots. Maximum values shown in the plots reach 100%, as 

indicated by the upper whiskers in each boxplot. Platinum flows achieve the highest 

service levels under both capacity scenarios, with relatively low variance. This suggests 

that the optimizer consistently prioritizes high-revenue, high-priority flows. Gold services 

show a mild improvement under loose capacity but remain stable across both cases. 

However, the impact of constrained bandwidth becomes more visible in lower-priority 

classes. Under the constrained network condition, the "Bronze" class shows the largest 

decline in average service level. It has the widest spread in the boxplots, indicating higher 

vulnerability to service degradation. Conversely, in the unconstrained network 

configuration, all classes, especially Silver and Bronze, benefit from an improvement in 

the median service level.  

The results show that the model adapts to bandwidth constraints while preserving 

class-based service differentiation. Platinum services remain high-performing, with little 

gain from added capacity. In contrast, Silver services degrade almost as much as Bronze 

under tight conditions. This suggests that mid-tier services are more vulnerable than 

expected. The increased spread in service levels for Silver and Bronze classes under tight 

capacity indicates inconsistent performance. This variability means that even when 

average service levels remain acceptable, many individual flows may experience 

significant degradation. Static priority-based routing may not be sufficient in these cases. 

Instead, adaptive mechanisms that consider both mean and variance in service levels are 

needed to maintain reliability under constrained conditions. 

 

 

4 We decide on the value of 80 Mbps as we approach infeasible network with less capacity. Specifically, 

under the provided values of service request, the network is infeasible at capacity of 60 Mbps.  
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Figure 5.3 Boxplot of the service level of CoS under the networkôs link capacity 

5.2.2 Overutilization Versus Revenue Trade-off  

We examine the trade-off between revenue and overutilization under varying network 

capacity conditions. Figure 5.4 illustrates the Pareto-optimal solutions for both the 

constrained and unconstrained network scenarios. In the constrained network 

configuration, as revenue increases, overutilization cost rises nonlinearly, with values 

ranging between 0.54 and 1.00. This trend indicates that under limited bandwidth, 

revenue maximization leads to higher overutilization levels due to repeated use of high-

utility li nks approaching capacity saturation. In contrast, the unconstrained network 

configuration exhibits a smoother, near-linear increase in overutilization cost, confined 

within a narrower band of approximately 0.00 to 0.25. Despite achieving similar revenue 

levels in both settings, the unconstrained network can maintain more balanced load 

distribution across links, thereby mitigating the overall cost of overutilization.  
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Figure 5.4 Overutilization vs Revenue under a constrained network and unconstrained network 

The results in Figure 5.4 show that, in our experiments, both network types can 

reach similar revenue. However, constrained networks lead to much higher 

overutilization costs. This is because limited capacity forces the use of a few critical 

links, pushing them close to saturation. In the unconstrained case, traffic is more evenly 

spread, keeping overutilization costs lower and more stable. This shows that network 

flexibility improves cost-efficiency. The Pareto fronts help select solutions that balance 

revenue and resource usage. 

5.2.3 Risk Versus Survivability  Trade-off  

Figure 5.5 illustrates the Pareto fronts for the trade-off between survivability and risk 

under constrained and unconstrained conditions. In the constrained network, risk values 

range from 0.10 to 1.00, and survivability spans the full range. As survivability increases, 

risk rises nonlinearly, with a steep climb beyond survivability values of about 0.6. This 

indicates that pushing the system toward higher survivability comes at the expense of 

sharply elevated risk when capacity is limited. In contrast, the unconstrained network 

shows a more gradual increase in risk across survivability levels. Here, risk values remain 
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consistently lower for the same survivability outcomes, with the curve shifted downward 

relative to the constrained case. This means the unconstrained network can achieve 

survivability levels above 0.8 while keeping risk around 0.4ï0.6, whereas the constrained 

system pushes closer to 0.7ï0.9 risk in the same region. 

 

Figure 5.5 Risk vs Survivability under a constrained network and an unconstrained network 

The constrained case, therefore, produces a steeper trade-off, showing that 

capacity limitations force the algorithm to rely on more failure-prone links to sustain 

survivability. In the unconstrained case, additional path diversity allows high 

survivability to be preserved while containing risk at more manageable levels.  

5.2.4 Survivability Versus Revenue Trade-off  

Figure 5.6 illustrates the Pareto fronts for the trade-off between revenue and survivability 

under constrained and unconstrained network configurations. In both scenarios, the 

results reveal a positive correlation between the two objectives with near-linear and 

slightly convex curves. This outcome reflects the structure of the objective functions. 

Survivability is computed from the product of link-level reliability, while revenue is 
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driven by the allocation of high-priority, high-value service requests. Services with higher 

revenue weights and priority levels are assigned to paths with lower risk, which leads to 

higher survivability.  

 

Figure 5.6 Survivability vs Revenue under a constrained network and unconstrained network 

At lower revenue levels (0.0ï0.4), both solutions almost overlap. This indicates 

that when few services are admitted, both network types can place them on similar high-

reliability paths. By the time revenue reaches 0.6ï0.8, the unconstrained solutions 

consistently achieve slightly higher survivability values (about 0.05ï0.1 units higher) 

than the constrained ones. This gap shows that when demand grows, limited bandwidth 

forces the constrained network to route some flows through less reliable links, reducing 

the overall survivability score. The slope of both fronts also changes across the range. Up 

to revenue 0.8, the relationship remains nearly linear, but after this point, survivability in 

the constrained case increases more slowly and begins to flatten out, while the 

unconstrained case continues to rise closer to the diagonal line. This flattening shows that 

further revenue gains come at the expense of survivability in constrained conditions. 
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5.2.5 Risk Versus Revenue Trade-off 

Figure 5.7 presents the trade-off between revenue and risk under constrained and 

unconstrained network conditions. In both cases, the relationship is positive, as revenue 

increases, risk also rises. This is expected, since accepting more flows to maximize 

revenue also exposes the network to more potential failures, raising the aggregated 

service-aware risk. 

 

Figure 5.7 Risk vs Revenue under a constrained network and unconstrained network 

At low revenue levels (0.0ï0.3), the two fronts overlap closely, with risk values 

between 0.0 and 0.2. This indicates that when only a small fraction of service requests is 

admitted, both constrained and unconstrained networks can serve them through safer 

paths. In the high-revenue region (0.8ï1.0), the difference is most pronounced. At 

revenue 0.9, the unconstrained network maintains risk values between 0.6 and 0.7, 

whereas the constrained network reaches 0.8ï0.9. This indicates that capacity limits force 

the algorithm to route additional flows over more failure-prone links to capture extra 

revenue. The figure shows that while revenue maximization inevitably increases risk, 

unconstrained networks achieve the same revenue at consistently lower risk exposure. 
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For operators, this emphasizes the importance of capacity planning: in bandwidth-limited 

conditions, maximizing revenue quickly accelerates risk exposure, while unconstrained 

networks preserve more stable trade-offs. 

5.2.6 Penalty Versus Overutilization  Trade-off  

Figure 5.8 presents the Pareto fronts for the trade-off between penalty and overutilization 

under constrained and unconstrained network configurations. In both settings, an inverse 

relationship is observed, as revenue increases, penalty decreases. This trade-off reflects 

the modelôs structure that admits more flows to help reduce unmet demand penalties, but 

this also forces higher utilization on critical links, which leads to the higher 

overutilization cost. 

 

Figure 5.8 Penalty vs Overutilization under a constrained network and unconstrained network 

In the unconstrained case, overutilization values remain low, ranging from 0.0 to 

0.25. Within this band, the penalty decreases smoothly from near 1.0 down to 0.0. For 

example, at overutilization 0.05, penalties are still high (0.7ï0.8), while at overutilization 

0.2, penalties fall to 0.1ï0.2. This curve shows that the unconstrained network can reduce 

penalties substantially without driving utilization close to saturation. 
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In the constrained case, the front is shifted to the right, and overutilization ranges 

from 0.55 to 1.0. Here, the penalty also declines from 1.0 to near 0.0, but at much higher 

levels of overutilization. For instance, at overutilization 0.6, penalties are still 0.6ï0.7, 

whereas penalties only approach 0.0 when overutilization exceeds 0.9. This pattern shows 

that the constrained network must push links much closer to saturation to eliminate 

penalties. 

This figure demonstrates that operators in constrained environments cannot 

reduce SLA penalties without incurring severe congestion on critical links. In contrast, 

unconstrained networks achieve the same reduction in penalties at much lower utilization 

levels, emphasizing the efficiency gains from additional capacity. 

5.3 Failure Probability Impact Sensitivity Analysis 

5.3.1 Performance Sensitivity to Link Failure Probability by Service Class 

In this section, we analyze the impact of link failure probability on service performance 

across Classes of Service (CoS). Two sets of experiments are conducted under differing 

network reliability conditions: one assuming a high probability of link failure (risky 

network), and the other assuming a low probability of link failure (safe network).  

In the risky network scenario, link failure probabilities are sampled uniformly 

within the range [0.15, 0.25], whereas in the safe network scenario, they are sampled 

within [0.04, 0.1]. 

Figure 5.9 compares the average service levels achieved by each priority class 

(Platinum, Gold, Silver, and Bronze) under both network reliability conditions, using 

boxplots. Across all service classes, a consistent decrease in median service level is 

observed as the network shifts from the safe to the risky configuration. This degradation 

is most pronounced for the Bronze class, where both the median and the interquartile 

range significantly widen, reflecting reduced reliability and greater variability in service 

delivery. In contrast, the Platinum and Gold classes maintain high and stable service 

levels under both conditions, demonstrating the algorithmôs ability to uphold service-

level agreements for high-priority traffic even amid elevated network risk. 
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Figure 5.9 Boxplot of the service level of priority classes under the linkôs probability of failure 

These results highlight two aspects of the proposed model: the prioritization of 

high-revenue flows during adverse conditions, and the reduction in the number of served 

lower-priority flows when necessary. This selective resource allocation preserves quality 

of service for higher-priority classes, which contributes to maximizing revenue retention 

while limiting overall network risk.   

5.3.2 Overutilization Versus Revenue Trade-off 

Figure 5.10 illustrates the Pareto front between revenue and overutilization under risky 

and safe network conditions. In both scenarios, a positive correlation emerges; higher 

revenue leads to increased overutilization. 
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Figure 5.10 Overutilization vs Revenue under a risky network and a safe network 

One immediate observation is that the safe front does not contain any solutions 

below a revenue close to 0.25. This outcome is a direct consequence of Pareto 

dominance. In the safe setting, low-revenue configurations are strictly dominated because 

higher revenue can be achieved without incurring greater overutilization. By contrast, in 

the risky configuration, the higher variability in link reliability constrains feasible routing 

choices, and the front extends across the full revenue range from 0 to 1. From this figure, 

we can see the risky network consistently requires higher overutilization to achieve the 

same revenue. At revenue 0.6, safe solutions record overutilization around 0.3ï0.4, 

compared to 0.4ï0.55 in the risky case. The gap widens at high revenues: near 0.9, safe 

solutions remain around 0.7ï0.8, while risky solutions approach 0.85ï0.95. This pattern 

reflects the modelôs structure. With higher failure probabilities, the optimizer 

concentrates traffic on the small set of reliable links, increasing utilization. In the safe 

case, more links remain viable, which allows the flows to spread across the network and 

keeps utilization lower. So, safe networks deliver the same revenue at substantially lower 

overutilization, while risky networks pay a clear congestion premium as revenue 

approaches its maximum. 
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5.3.3 Risk Versus Revenue Trade-off 

Figure 5.11 illustrates the Pareto front representing the trade-off between revenue and 

risk under risky and safe conditions. In the risky case, risk values remain high across the 

entire revenue range, starting around 0.7 even at low revenues and rising steadily toward 

1.0 as revenue approaches its maximum. In the safe case, risk values stay extremely low, 

beginning near zero and remaining below 0.1 even when revenue approaches its 

maximum.  

 

Figure 5.11 Risk vs Revenue under risky network and safe network 

One observation is that the safe front begins at revenue around 0.25. There are no 

safe solutions below this value. The reason is Pareto dominance. With safer links, low-

revenue solutions are always outperformed. Higher-revenue configurations can be 

achieved without adding more risk, so the weak solutions are excluded from the Pareto 

set. In the risky case, however, unreliable links force the presence of low-revenue 

options, so the front extends all the way to zero.  

The sharp contrast between the two fronts follows directly from the service-aware 

risk function, which uses a logarithmic form. This means that small decreases in link 
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reliability translate into large additive increases in risk. In the risky case, higher failure 

probabilities cause even a few accepted services to accumulate substantial risk, 

explaining why the curve starts high. In the safe case, reliabilities are close to one, so 

values are near zero, keeping the overall risk almost flat even as revenue increases. 

The figure shows that both safe and risky networks can reach high revenue, but 

the cost in terms of risk is entirely different. Safe networks achieve revenue close to one 

with negligible risk, while risky networks are burdened by high exposure from the very 

beginning.  

5.3.4 Survivability Versus Revenue Trade-off 

Figure 5.12 presents the Pareto front comparing revenue and survivability under two 

network reliability conditions: a risky network and a safe network. In the safe case, 

survivability remains consistently high, starting near 0.8 and climbing close to 1.0 as 

revenue increases. In the risky case, survivability is very low.  

The safe front begins at revenue around 0.25, while the risky front extends all the 

way to zero. This does not mean that the safe network produces less overall revenue. 

Instead, it reflects Pareto dominance; in the safe case, any solution below 0.25 revenue is 

inefficient because higher revenue can always be achieved without lowering 

survivability. These dominated solutions are excluded from the Pareto set, so the curve 

only appears from 0.25 upward. In practice, the safe network still reaches the full revenue 

range up to 1.0, but it avoids inefficient low-revenue, high-survivability points. 

In the safe case, link reliabilities are close to one, so the product remains high, and 

survivability is preserved even as more services are admitted. In the risky case, much 

lower reliabilities compound quickly, and survivability collapses despite revenue 

increasing. This explains why the risky curve stays flat and low, while the safe curve 

climbs steadily toward the upper boundary. 
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Figure 5.12 Survivability vs Revenue under risky network and safe network 

The figure demonstrates that survivability is strongly dependent on baseline link 

reliability. Safe networks deliver both high revenue and high survivability, while risky 

networks cannot achieve survivability above a limited threshold. 

5.3.5 Penalty Versus Overutilization  Trade-off 

Figure 5.13 illustrates the Pareto front between overutilization and penalty under two 

network reliability scenarios: a risky network and a safe network. Both fronts show a 

negative relationship, as overutilization increases, the penalty decreases. This reflects the 

trade-off between admitting more services, which reduces unmet demand penalties, and 

stressing the network, which raises overutilization costs. 

The two fronts overlap partly but differ in shape. In the safe case, the curve begins 

with penalties around 0.65ï0.7 when overutilization is close to zero and drops smoothly 

as overutilization increases. By the time overutilization reaches 0.4, penalties are reduced 

below 0.2, showing that the safe network can clear most demand without forcing links to 

saturation. 
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Figure 5.13  Penalty vs Overutilization under (a) risky network and (b) safe network 

In the risky case, penalties start higher at low overutilization. At overutilization 

around 0.4, penalties remain around 0.3ï0.4, and even when overutilization rises toward 

1.0, penalties do not fall as low as in the safe case. This means that unreliable links limit 

the networkôs ability to serve requests efficiently, leaving some demand unmet even 

when utilization is high. The difference follows from the modelôs structure. In the safe 

profile, more links are reliable enough to carry services, so traffic is spread across 

multiple paths. This allows penalties to be reduced quickly without driving 

overutilization to extreme levels. In the risky profile, fewer usable links exist, so admitted 

traffic concentrates on them, raising overutilization while still leaving penalties higher. A 

direct comparison highlights the efficiency gap. In the safe case, penalties approach zero 

at an overutilization level of about 0.9. In contrast, the risky network requires full 

saturation to reach similar penalty levels. This means the safe network resolves penalties 

with roughly 10% less overutilization, offering a clear margin of efficiency. 
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5.3.6 Minimum Acceptable Average SLA Satisfaction Ratio 

In this section, we analyze the impact of the minimum acceptable average SLA 

satisfaction ratio on the objective functions and mean service level by CoS. To this end, 

we set two sets of experiments assuming a strict contract and a loose contract. The 

minimum service levels under each contract are as follows: 

¶ Strict contract: Platinum: 0.9, Gold: 0.85, Silver: 0.8, Bronze: 0.75 

¶ loose contract: Platinum: 0.8, Gold: 0.75, Silver: 0.7, Bronze: 0.65 

We observe that the algorithm converges to similar performance measures under both 

scenarios. However, convergence under the strict contract is faster. This behavior can be 

attributed to the higher service-level constraints limiting the solution space, reducing the 

number of feasible routing combinations. When the service level requirements are more 

stringent, the algorithm has fewer options to explore, which accelerates the convergence 

toward SLA-compliant solutions.  

Additionally, since the initial population is generated by randomly assigning a 

feasible path for each service request, including the option of non-routing with a 

probability equal to ρ ὥ stricter SLAs result in a lower probability of non-routing. This 

encourages the population to start closer to promising regions of the search space, thus 

reducing the number of generations required to converge.  

While strict contracts lead to faster convergence, they also reduce flexibility in 

accommodating diverse service classes. Under stringent thresholds, some lower-priority 

services may fall short of the required SLA satisfaction, particularly when resources are 

limited or failure probabilities are high. This illustrates the trade-off between enforcing 

strict compliance for premium services and preserving broader coverage across all 

classes. 

Figure 5.14 illustrates this behavior by showing faster revenue stabilization under the 

strict contract scenario compared to the unconstrained one.  
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Figure 5.14 Convergence of total revenue under two cases of minimum service levels 

5.4 Performance Gains from Multi-Objective Optimization 

5.4.1 Comparison with Single-Objective Cases 

One of the main motives behind our research was to consider a multi-objective 

optimization framework that considers the objectives of maximizing revenue, minimizing 

risk, maximizing survivability, and minimizing overutilization, all simultaneously rather 

than independently or sequentially. Hence, it is critical to ask the question of what the 

gain is (i.e., value) of such an approach as opposed to the prior work that considers one 

and only one objective function at a time. To answer this question, we solve the same 

problems under 5 settings:  

¶ Case 1: Only maximize the revenue, ignoring all other objectives 

¶ Case 2: Only minimize the risk, ignoring all other objectives 

¶ Case 3: Only maximize the survivability, ignoring all other objectives 

¶ Case 4: Only minimize the overutilization, ignoring all other objectives 

¶ Case 5 or Pareto Case: Maximize revenue, minimize risk, maximize survivability, 

and minimize overutilization. 

Results are summarized in Table 5.1. For Case 5, the value reported in Table 5.1 does not 

represent a uniquely ñoptimalò solution in the single-objective sense. Instead, we selected 

a representative Pareto-optimal solution from the final non-dominated set produced by 

NSGA-II. This representative point was chosen because it maintains balanced values 
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across the four objectives: revenue, risk, survivability, and overutilization. The purpose of 

Case 5 is to illustrate the advantage of the multi-objective formulation: unlike Cases 1ï4, 

which optimize only one metric at the expense of the others, Case 5 yields a trade-off 

solution that performs well across all objectives without relying on subjective weighting. 

Table 5.1 Summary of normalized objective function values under optimization 

Objective Function Case 1 CASE 2 CASE 3 CASE 4 CASE 5 

Revenue 1.00 0.93 1.00 0.84 1.00 

Risk 0.10 0.10 0.11 1.00 0.10 

Survivability  1.00 0.97 1.00 0.81 1.00 

Overutilization  0.99 0.88 1.00 0.73 0.88 

 

We observe that cases 1 and 3 have the same performance in terms of revenue and 

similar performance in terms of overutilization and survivability, while they differ in 

terms of risk. This observation highlights that the aim of cases 1 and 3 is somehow 

similar, namely, to route as many service requests as possible while only considering 

revenue or survival, while ignoring overutilization and risk. On the other hand, cases 2 

and 4 have similar performance in the sense that service requests are not fully routed, 

focusing on minimizing overutilization or risk. Recall that overutilization can be avoided 

altogether simply by not routing any service requests (but in our case, due to minimum 

service levels, a certain number of service requests have to be routed). As such, the model 

targets satisfying that constraint to minimize risk or overutilization. Lastly, we observe 

that none of these cases provides a solution that does well in all these key performance 

measures (namely, maximum revenue, minimum risk, maximum survival, and minimum 

overutilization). On the other hand, our integrated approach yields a solution that 

maintains balance between the 4 objectives without the need for a decision maker to 

provide priority weight. However, despite the performance of each objective function 

individually, no case outperforms case 5, where all objectives are considered 

simultaneously.   
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5.4.2 Performance Trade-off Summary 

Comparing the values in Table 5.1, we calculate the percentage increase/decrease of each 

objective function value under each case, and we observe an improvement by at least one 

objective function. For example, case 2 vs case 5, the revenue is 7.90% higher in case 5, 

risk is equal, survivability is 2.35% higher in case 5, and overutilization value is almost 

the same. If we repeat this analysis across all cases, we conclude that on average the 

proposed approach achieves 6.8% higher revenue, 3.79% less risk, 6.23% higher 

survivability, and 0.72% less overutilization. While optimizing for a single objective 

(e.g., revenue, risk, survivability, or overutilization) can lead to strong performance in 

that specific metric, it often comes at the expense of others. The multi-objective case 

(Case 5) strikes a balance across all performance dimensions, achieving optimal trade-

offs without significantly sacrificing any objective. 

5.5 Conclusion 

This chapter analyzed how the model responds to varying bandwidth capacities, link 

failure probabilities, and SLA constraints. The results showed that routing paths adapt 

dynamically as capacities tighten and as failure probabilities evolve. Under both 

conditions, high-priority services remain largely stable, while lower classes face more 

frequent service drops when resources are limited or links are highly unreliable. 

The Pareto fronts demonstrated clear trade-offs across revenue, risk, survivability, 

overutilization, and penalty. Across all scenarios, the multi-objective optimization 

consistently produced balanced solutions, avoiding the extreme behavior s observed in 

single-objective optimization. The findings confirm that the model can support reliable, 

service-aware routing decisions in disaster-prone networks. It ensures SLA compliance 

while optimizing both economic and operational performance.  
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Chapter 6: Topological Sensitivity Analysis 

In Chapter 5, our framework was applied to the ERnet topology to evaluate the 

performance of our proposed dynamic risk, service-aware routing framework under 

disaster-induced conditions. However, considering a single topology offers limited 

generalizability. In this Chapter, we expand the modelôs sensitivity to network structure 

by applying it to additional topologies.  

We specifically examine both dense and sparse topologies. These topologies 

differ in link density and structural connectivity, which directly influence bandwidth 

availability and failure propagation for routing options. Dense networks are characterized 

by a high number of links relative to the number of nodes, while sparse networks have 

fewer links and more limited interconnectivity. The central question is not whether 

topology alone determines outcomes, but whether and how it interacts with capacity and 

failure conditions to affect the balance among objectives. 

This analysis, therefore, explores whether topological variation leads to consistent 

trade-offs or whether distinct structures exhibit different sensitivities under constrained, 

unconstrained, safe, and risky scenarios. 

6.1 Experimental Setup 

To support this analysis, in addition to ERnet with 37 nodes and 57 links, we use network 

instances from the Survivable Network Design Library (SNDlib)5. This library is used as 

a dataset repository for realistic Survivable Fixed Telecommunication Network Design 

[96] [97]. From the 26 available networks, we select two networks: 

¶ Giul39 network with 39 nodes and 179 links 

¶ France network with 25 nodes and 45 links.  

The density of each network is calculated as the ratio of existing links to the 

maximum possible links between nodes. Based on this measure, Giul39 is the densest 

 

 

5 https://sndlib.put.poznan.pl/home.action 
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with a value of 0.24, France has a moderate density of 0.15, and ERnet is the sparsest at 

0.086. Knowing the density is important because it reflects the redundancy and path 

diversity of each topology. 

Figures 6.1 and 6.2 present visualizations of the two networks, generated in Python 

based on coordinate and link data from the SNDlib dataset. In each network graph, the 

red numbers on the links represent the physical link lengths in kilometers. France has a 

relatively sparse structure with fewer interconnections, while Giul39 represents a dense 

mesh with multiple redundant paths. 

 

Figure 6.1 France network [96] 
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Figure 6.2 Giul39 network [96] 

 

The NSGA-II optimization framework is applied on ERnet, France, and Giul39 to 

evaluate the behavior of the resulting Pareto front across multiple objective functions. 

Then, we compare outcomes across all three networks, under four experimental 

scenarios: 

¶ Safe network: Limited bandwidth capacity and low failure probability. 

¶ Risky network: Limited bandwidth capacity and high failure probability. 

¶ Constrained network: Moderate bandwidth capacity with low failure probability. 

¶ Unconstrained network: High bandwidth capacity with low failure probability. 

We use the disaster simulation model from Chapter 4 with set parameters: low link 

failure is between 0.04 and 0.1, and high failure is between 0.15 and 0.25. Bandwidth 

capacity is set at 80 Mbps for limited and 95 Mbps for high. In Chapter 5, ERnet used 80 
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Mbps (low) and 120 Mbps (high), which gave clear separation. For France and Giul39, 

the same range produced overlapping fronts, so we adjusted the high value to 95 Mbps. 

This shows that the effect of capacity depends on network structure. 

Each experimental condition yields three solution sets, one for each network 

topology.  

6.2 Results by Topology and Scenario 

This section analyzes how each network topology responds under four defined 

experimental scenarios. In all Pareto front plots, overutilization or risk is shown on the y-

axis, since these are the two measures most directly tied to link utilization and link failure 

probability.  

 To support interpretation, two reference lines are included: a vertical line at 0.6 

and a horizontal line at 0.5. These are not constraints but visual guides that make it easier 

to compare across scenarios. Since Pareto diagrams plot two objectives simultaneously, 

the lines do not ñfixò one objective to evaluate the other but instead highlight 

representative points that reveal how trade-offs evolve. This approach differs from 

Chapter 5, where ERnet was analyzed by comparing trade-offs across all objectives.  

6.2.1 ERnet Results 

In Figure 6.3, the constrained fronts show overutilization near 0.30 at the start, even with 

low revenue or survivability. This reflects the lack of spare paths in a sparse topology. At 

an overutilization of 0.5, revenue rises from about 0.6 to nearly 1.0, a gain of 65%, while 

survivability improves from 0.6 to about 0.95, or more than 50% higher. These shifts 

show how adding capacity delays saturation and pushes the trade-off outward. 

 Risk and penalty show even sharper contrasts. Under constraint, risk stays below 

0.4 at utilization 0.5, and penalties remain close to 0.6. With unconstrained capacity, risk 

extends beyond 0.75 at the same utilization, a ~90% increase. Penalties fall from about 

0.6 to nearly zero, a drop of over 85%. The fronts are denser in the unconstrained case, 

which reflects that there are more feasible routing options. Among all objectives, penalty 

and revenue change the most with capacity. 
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Figure 6.3 ERnet: Overutilization vs Revenue vs under a constrained network and unconstrained network 

 

Figure 6.4 ERnet: Overutilization vs Survivability under a constrained network and unconstrained network 
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Figure 6.5 ERnet: Overutilization vs Risk under a constrained network and unconstrained network 

 

Figure 6.6 ERnet: Overutilization vs Penalty under a constrained network and unconstrained network 
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Figure 6.7 to 6.10 show the risky vs safe experiments, where the probability of 

failure is varied. Increasing the link failure probability shifts all fronts upward, which 

shows higher risk exposure. ERnet has a few alternate routes, so when failures occur, the 

optimizer either loads the surviving links heavily or rejects requests, leading to higher 

penalties. The safe case avoids this by routing through more reliable paths, even if fewer 

flows are admitted. At revenue 0.6, the safe case risk is close to 0.25, while the risky has 

a 100% increase in exposure. Survivability follows the same pattern: at 0.6 survivability, 

risk rises from about 0.25 in the safe case to more than 0.55 in the risky case, while at 

risk 0.5, the safe case maintains survivability above 0.9, compared with only 0.55 in the 

risky case. At risk = 0.5, utilization is about 0.25 in the safe case, but more than doubles 

in the risky case, which shows that surviving links are heavily loaded after increasing 

failure probability. 

 

Figure 6.7 ERnet: Risk vs Revenue under risky network and safe network 
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Figure 6.8 ERnet: Risk vs Survivability under risky network and safe network 

 

Figure 6.9 ERnet: Risk vs Overutilization under risky network and safe network 
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Figure 6.10 ERnet: Risk vs Penalty under a risky network and a safe network 

The penalty objective provides the sharpest contrast. At a penalty level of 0.6, the 

safe network operates below risk 0.2, while the risky case is closer to 0.55, a 175% 

increase. At risk 0.5, penalties drop to below 0.1 in the safe case but remain near 0.6 in 

the risky case. This shows that higher failure probabilities force more requests rejected to 

be rerouted. Among all objectives, penalty is most sensitive to increased failure 

probability, followed closely by revenue. 

6.2.2 France Results 

France has medium density and more path diversity than ERnet. At overutilization 0.5, 

revenue increases from about 0.62 to 0.97, a gain of 56%. Survivability improves from 

0.6 to above 0.9, or about 50% higher. At revenue 0.6, utilization drops from 0.52 in the 

constrained case to 0.18 when unconstrained. The slope of the constrained fronts is 

steeper, while the unconstrained fronts are flatter and show more solutions. In the revenue 

front, the slope changes around revenue 0.8 and overutilization 0.35ï0.40, which shows 

that beyond this point, further revenue requires higher utilization.  
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Figure 6.11 France: Overutilization vs Revenue under a constrained network and unconstrained network 

 

 

Figure 6.12 France: Overutilization vs Survivability under a constrained network and unconstrained network 
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Figure 6.13 France: Overutilization vs Risk under a constrained network and unconstrained network 

 

Figure 6.14 France: Overutilization vs Penalty under a constrained network and unconstrained network 

At utilization 0.5, risk moves from about 0.35 to 0.65, an 85% increase. This 

shows that once capacity is available, the optimizer accepts more demand even if it must 
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use less reliable links. The risk front becomes sparse beyond 0.6, as high-risk solutions 

are dominated. Penalty shows the strongest effect (a reduction of over 90%) as it falls 

from 0.55 to nearly zero at the same utilization. This reflects that added capacity prevents 

early rejection of requests. Survivability has a dense cluster between 0.7 and 0.9, but the 

front bends sharply after 0.9, where higher survivability requires more utilization.  

The unconstrained fronts are smoother and denser, reflecting a larger set of 

feasible routes available after increasing the capacity. Among the objectives, penalty is 

the most sensitive, followed by risk. 

 

Figure 6.15 France: Risk vs Revenue under risky network and safe network 
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Figure 6.16 France: Risk vs Survivability under risky network and safe network 

 

Figure 6.17 France: Risk vs Overutilization under risky network and safe network 
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Figure 6.18 France: Risk vs Penalty under risky network and safe network 

In Figure 6.6, France shows clear shifts when the failure probability is increased. 

At risk 0.5, revenue drops more than 30%. Also, survivability falls from 0.95 to about 

0.65 at the same risk level, a loss of more than 30%. These reductions show that higher 

failure probability forces the optimizer to reroute through less reliable paths. 

Overutilization also rises with higher risk. At risk 0.5, utilization is about 0.25 in 

the safe case but nearly 0.55 in the risky case, more than double. This indicates that as 

more links fail, surviving links become heavily loaded. Penalty shows the strongest 

divergence: at risk 0.5, safe networks keep penalty near 0.05, while risky conditions push 

it above 0.45, almost a ten-fold increase. This highlights that penalties for unmet demand 

grow sharply when failures are widespread, as the optimizer cannot maintain service 

guarantees. The fronts are more dense in the safe case, while risky cases show sparse 

regions beyond 0.6, reflecting that extreme-risk solutions are dominated and less feasible. 
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6.2.3 Giul39 Results 

Giul39 is the densest network in comparison to ERnet and France. At an overutilization 

of 0.5, revenue increases ~65%. Survivability also improves strongly, rising from about 

0.6 to ~0.95 at the same utilization, an increase of more than 55%. The unconstrained 

fronts are denser, reflecting the effect of path redundancy. Once capacity is added, the 

optimizer can spread traffic across many links. 

Risk and penalty show how redundancy interacts with capacity. At utilization 0.5, 

risk increases by 85%. This shows that more flows are admitted when bandwidth is 

available, even if they must use less reliable paths. Penalty shows the strongest shift, 

falling from about 0.60 to nearly zero at the same utilization, a reduction of more than 

90%. The dense geometry of the Pareto fronts shows that Giul39 provides the optimizer 

with a larger pool of feasible solutions than France or ERnet. Among all objectives, 

penalty is the most sensitive to capacity, followed by risk, while revenue remains high 

but more gradual due to being a density topology. 

 

Figure 6.19 Giul39: Overutilization vs Revenue under a constrained network and unconstrained network 
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Figure 6.20Giul39: Overutilization vs Survivability under a constrained network and unconstrained network 

 

Figure 6.21 Giul39: Overutilization vs Risk under a constrained network and unconstrained network 
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Figure 6.22 Giul39: Overutilization vs Penalty under a constrained network and unconstrained network 

The comparison between safe and risky configurations in Figure 6.8 shows that at 

risk = 0.5, revenue in the safe network is ~60% higher than in the risky network. This 

shows that more reliable paths allow the optimizer to maintain higher service levels. 

Survivability behaves similarly in the safe case, increasing to about 0.9 compared with 

only 0.55 in the risky case at the same risk threshold. 

Overutilization also rises in the risky network. At risk = 0.5, utilization is about 

25% higher than in the safe setting, as the optimizer loads more links to reroute services. 

At penalty = 0.6, the risky network operates at much higher risk (~0.5) than the safe 

network (~0.15ï0.2). This shows that lowering penalties in risky settings comes only by 

accepting far greater exposure to failures, whereas the safe network keeps risk bounded 

but tolerates higher penalties. 
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Figure 6.23 Giul39: Risk vs Revenue under risky network and safe network 

 

Figure 6.24 Giul39: Risk vs Survivability under risky network and safe network 
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Figure 6.25 Giul39: Risk vs Overutilization under risky network and safe network 

 

Figure 6.26 Giul39: Risk vs Penalty under risky network and safe network 
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6.3 Discussion and Conclusion 

This chapter extends the experiments of Chapter 5 by applying the framework to 

sparse (ERnet), medium (France), and dense (Giul39) topologies. The results show that 

topology does influence optimization outcomes, but its effect is conditional on available 

capacity and failure probabilities. 

In ERnet, sparse connectivity makes capacity the dominant constraint. Penalties remain 

high until additional bandwidth is provided, at which point revenue and survivability 

increase significantly. In Giul39, path redundancy produces denser Pareto fronts and a 

wider set of feasible solutions. Once capacity is relaxed, penalties drop sharply, reflecting 

the networkôs ability to reroute traffic across many alternate paths. France, with medium 

density, shows clearer shifts under varying failure probabilities: trade-offs bend more 

sharply, indicating higher sensitivity to failure stress. 

The results suggest that denser topologies increase solution diversity but not 

necessarily normalized performance, while sparse topologies highlight capacity 

bottlenecks. It can be concluded that the framework is adaptable across different network 

structures and that its behavior generalizes beyond a single topology.  
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Chapter 7: Seismic Failure Model 

In Chapter 5, we introduced a staged failure model to examine how the routing 

framework responds to controlled random variations in link failure probability. In 

Chapter 6, we extended this analysis across two additional network topologies, applying 

the same staged model to compare trade-offs under different structural conditions. While 

those experiments provided valuable baseline insights, they relied on synthetic hazard 

dynamics. 

In this Chapter, we move toward a more realistic representation by developing a 

seismic failure model. The model consists of several stages: first, simulating the 

earthquake event (time, location, and magnitude). Second, we determine the radius of 

impact of that earthquake; third, defining impact zones within the affected area; fourth, 

modeling the temporal propagation of seismic waves through these zones; and finally, 

computing the failure probability of network links using a fragility function. The 

following subsections describe each stage in detail and show how the resulting time-

varying failure probabilities are integrated into the optimization objectives. 

7.1 Mathematical Notation 

Given a network of a set of ﬞ nodes and a set of ὃ links, and a planning horizon כ

ρȟςȟȣȟὝ, an event may occur at a time step ὸ. In our work, such an event is typically 

modeled as an earthquake that affects the failure probability of links in the network based 

on the magnitude, recovery period, and epicenter of the earthquake. While earthquakes 

are used as the primary example in this study, the model is generalizable to any natural or 

man-made disaster that evolves spatially and temporally. 

An earthquake may happen at the epicenter ὧ ȟὧ  where ὧ  is longitude and 

ὧ  is the latitude, and by its magnitude Ὣᶰ ,꞉ where ꞉  is the set of all possible 

earthquake magnitudes (i.e., ꞉ τȢφȟτȢχȟȣȟψȢρ). Once an earthquake happens, the 

following sequence of events follows: 
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¶ The probability of failure of each link in the network is updated using a logistic 

fragility function (introduced in section 7.6) based on the earthquake magnitude 

and the proximity of a link to the epicenter. 

¶ The arrival time ὸȟ of the seismic impact at the link Ὡȟ is estimated based on its 

distance from the epicenter, using discrete distance bands. 

¶ The downtime period (i.e., the duration of repairs) is assumed to be independent 

of the earthquake magnitude, ὕ ρ, meaning that a link is affected only during 

the period when the earthquake hits and is assumed repaired by the following 

period. This assumption simplifies the model to focus on transient failures; 

however, our model is general enough to handle any value of ὕȢ  

¶ After ὕ time steps, the probability of failure of links returns to its baseline level.  

In our experiments, one period corresponds to one week, which aggregates 

approximately 300 service requests. While ὕ ρ underestimates the duration of real-

world outages, and longer recovery times can be modeled by choosing ὕ ρ or by 

setting ὕ Ὕ  ὸȟ which represents the worst-case scenario where failed links remain 

unavailable for the rest of the planning horizon. This flexibility allows us to include 

restoration duration in sensitivity analysis.  

The restoration assumption directly affects service availability and therefore impacts 

optimization objectives such as revenue, risk, overutilization, and penalty. Later in the 

computational analysis section, we examine how different values of ὕ shift these trade-

offs.  

To demonstrate the concept, we use a small network of 20 nodes and 25 links, as 

shown in Figure 7.1. In this example, an earthquake with a magnitude of Ὣ υȢς occurs 

at coordinates ὧ ȟὧ χȟφ. The impact is divided into three zones of severity: 

¶ Zone Ὑ (Severe Impact Zone): All  links within distance Ὑ from the epicenter are 

assigned high failure probabilities (e.g., links (2,3), (6,7), (7, 8)). 

¶ Zone Ὑ (Moderate Impact Zone): All  links within distance Ὑ but outside Ὑ are 

assigned moderate failure probabilities (e.g., links (3, 5), (5,7)). 
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¶ Zone Ὑ (Mild Impact Zone): All links within distance Ὑ but outside Ὑ are 

lower failure probabilities (e.g., (4,19), (3, 11), (15,16)).  

These zones serve as the input to the fragility function defined later, which formalizes the 

mapping between distance, magnitude, and link failure probability.  

.  

Figure 7.1 Time-varying impact of an earthquake on network links across proximity zones (R1ïR3) 

 

7.2 Epicenter Timing and Location 

Estimating the probability of earthquakes at a given epicenter and magnitude is a well-

established problem in the literature of seismic hazard analysis based on seismology, 

tectonic dependencies and activity rates [98], [99], [100]. Developing such models is 

beyond the scope of this work. Instead, following [98] we note that earthquake arrivals 

over time can be modeled as a Poisson process.  

However, for simulation purposes, we adopt a scenario-based approach. The 

epicenter ὧ ȟὧ  is generated by sampling uniformly across the geographic extent of 

the network, representing the case where no prior hazard map is available.  
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7.3 Simulation of Earthquake Magnitude and Radius of Impact 

The magnitude of an earthquake is sampled from a truncated exponential distribution 

since real earthquake magnitudes follow the Gutenberg-Richter law [98], which is 

essentially exponential (i.e., smaller earthquakes are much more frequent than larger 

ones).  

The radius of impact, denoted as ὙὫ, refers to the maximum distance from the 

earthquake epicenter within which the seismic event can significantly affect network 

components. Based on empirical seismological observations, we first adopt the following 

relationship [98]: 

ὙὫ ρπȢ ᶻ Ȣ        +Í χ  ρ  

Where: 

ǒ Ὣ is earthquake magnitude (Mw)  

 

In large, sparse networks, however, equation (7ï1) may yield disruptions that are too 

limited for meaningful stress-testing. For example, in ERnet, the average link separation 

is nearly 490 km, so even magnitude 8 earthquakes may only affect a handful of links. To 

address this, we introduce an alternative, scenario-driven formulation: 

ὙὫ σππȢz Ȣ       +Í χ  ς 

     This modified radius function is not derived from seismological literature but is 

calibrated to ensure that higher-magnitude events affect a broader portion of the network. 

  

7.4 Modeling the Probability of Failure  

Under an earthquake event, the failure probability of a link is affected by two main 

factors: (i) the earthquake magnitude, and (ii) the linkôs proximity to the epicenter. Link 

failure probability can be modeled using a logistic (sigmoid) vulnerability function that 
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links ground motion intensity (which depends on both distance and magnitude) to failure 

probability [101] [102]. 

7.5 Zonal Definition and Propagation 

Given the impact radius ὙὫ from equation (χ  ς), we partition the affected area 

around the epicenter into three concentric zones of influence, labelled Ὑ, Ὑ, and Ὑ. 

These zones correspond to increasing distances from the epicenter and are defined as 

fractions of the total radius ὙὫ. While the value of ὙὫ remains fixed for a given 

earthquake magnitude, the risk associated with it is dynamic and evolves over time. To 

capture this behavior , we introduce temporal zonal propagation in Table 7.1 to reflect 

how seismic waves move outward from the epicenter and impact the network 

incrementally with time. 

Table 7.1 Seismic impact zones based on distance from epicenter 

Zone Radial Limit Seismic Impact Time 

Ὑ (severe) 0 < Ὠ 
ȟ
 <  Ὑ ὸ 

Ὑ (moderate)  Ὑ < Ὠ 
ȟ
 <  Ὑ ὸ+1 

Ὑ (mild)  Ὑ < Ὠ 
ȟ
 < Ὑ ὸ+2 

 

Every link in the infrastructure network is classified into one of these three zones (or 

ñno impactò if outside R) based on its distance to the epicenter. Let Ὠ 
ȟ
 be the distance 

from the earthquake epicenter to the location of the link Ὡȟ (this variable could be 

measured as the distance to the linkôs midpoint or the nearest end of the link). The 

circular footprint of radius is partitioned into three concentric zones: 

We define ὸȟ  as the arrival time of the seismic impact at the link  Ὡȟ. According to the 

scheme above: 

       

                                                         (7 ï 3) 
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This staggered timing is a simple way to approximate wave propagation. 

Essentially, we assume the seismic waves take one time step to travel from one zone to 

the next. The advantage of this approach is that it introduces a dynamic aspect to the 

failure simulation. The mapping of zones to distances and impact times is summarized in 

Table 7.1 and is formally expressed in equation (7ï3).  

7.6 Failure Probability Modeling  

Not every link in the affected zone will necessarily fail; the likelihood of failure depends 

on the earthquake severity and the linkôs proximity to the epicenter. We model this using 

a fragility function, which gives the probability that a link fails given the intensity of 

shaking it experiences. Fragility functions are commonly used in seismic risk analysis to 

represent the probability of reaching or exceeding a damage state as a function of hazard 

intensity [103]. 

We adopt a logistic (sigmoid) function to compute the failure probability of a link. 

The logistic form is convenient for producing an S-shaped probability curve bounded 

between 0 and 1, with a smooth transition from low to high probability as the hazard 

increases. Outside the earthquake impact window, each link retains its baseline failure 

probability ὴ, which reflects ordinary, non-seismic operational risks (e.g., maintenance 

issues, random outages) and is completely independent of the seismic event. 

ὴ
ȟ

ὴ                                                                                    ὸ  ὸȟ  έὶ   ὸ  ὸȟ ὕ 

ρ

ρ Ὡὼὴ ὃẗὫ Ὣ ὄẗὨ Ὠ  
          ὸȟ  ὸ  ὸȟ ὕ    

                                                                                                             

   χ τ 

Where: 

ǒ ὴ
ȟ
 is the failure probability of the link Ὡȟ at time ὸ 

ǒ ὴ is the baseline failure probability (pre-event) 

ǒ Ὣ is earthquake magnitude (Mw) 

ǒ Ὠ  is the distance from the link Ὡȟ closest point to the epicenter (km) 

ǒ ὃ is positive sensitivity of failure to magnitude 
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ǒ ὄ is positive sensitivity of failure to distance (1/km) 

ǒ Ὣ is the reference magnitude where damage becomes likely (e.g., 5.0) 

ǒ Ὠ is the reference distance where effects start decaying significantly (e.g., 200 

km) [98] 

ǒ ὸȟ is the time when the earthquakeôs impact reaches the link Ὡȟ 

ǒ ὕ is the duration of elevated failure probability (downtime window) 

In Figure 7.2, we provide an example of how the values of ὴ
ȟ
change based on the 

proximity of an earthquake with a magnitude of 7.5, ὃ=1.2, ὄ=0.08, Ὣ=5.5, and Ὠ=10 

kilometres (km). 

 

Figure 7.2 . Linksô probability of failure as a function of the proximity of an earthquake 

In our baseline setting, we adopt Ὣ  φ representing the point at which the 

probability of failure begins to rise significantly. Earthquakes with magnitudes below 4.0 

are generally not strong enough to cause any physical damage and are typically 

imperceptible or felt only as mild vibrations, resulting in no expected impact on physical 

infrastructure [104], [105], [106]. Events between 3.5 and 5.4, are classified as light and 

are very unlikely to affect equipment, especially if standard seismic design is applied 

[106]. However, earthquakes with magnitudes between 6.0 and 6.9 can generate moderate 
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ground shaking, particularly near the epicenter, and can affect sensitive or poorly 

anchored equipment, such as servers, communication nodes, and industrial machinery, 

especially in facilities not engineered for seismic resilience [106]. 

7.7 Computational Experiments Setup 

The computational experiments are designed to demonstrate how routing decisions 

evolve dynamically when link failure probabilities change due to earthquakes. We used 

the ERnet topology as the test case, which allows us to track how service requests are 

rerouted over the planning horizon in response to the disruptions.  

The experimental settings are as follows: 

ǒ We consider the priority class set Ὓ, Platinum, Gold, Silver, and Bronze, with 

corresponding proportions of 0.12, 0.22, 0.22, and 0.44, respectively.  

ǒ A total of 300 service requests is generated, with OD pairs selected uniformly 

across all nodes.  

ǒ We assume 6 time periods within the planning horizon. 

ǒ We assume that each service request may have 6 paths to select from.  

ǒ At each time step, we assume that 2 earthquakes hit the network. Their epicenter 

locations and magnitudes are generated according to the models described in 

Sections 7.3ï7.4. 

7.8 Analysis of Seismic Failure Model 

7.8.1 Zone-Based Exposure and Risk Profiles 

In the proposed model, each linkôs failure probability depends on both its distance from 

the epicenter and the earthquake magnitude, mapped through the logistic fragility 

function shown in Table 7.2. By aggregating results across simulated events, we obtain 

mean failure probabilities for links in each zone. 
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Table 7.2 Mean link failure probabilities by seismic zone 

Zone 
Mean Failure 

Probability  
Interpretation  

Zone Ὑ (severe) 0.79 Near-epicenter links, extremely high risk 

Zone Ὑ (moderate) 0.64 Elevated risk, partial survivability 

Zone Ὑ (mild) 0.5 Moderate risk, most flows remain viable 

Safe 0.046 Baseline failure level 

 

7.8.2 Case Study Analysis Under Seismic Dynamics (ERnet) 

Let the first earthquake occur at time ὸ. We report pre-event (ὸ  1), during (ὸ), and 

post-event (ὸ+1) outcomes and group links by proximity zones (Ὑ severe, Ὑ moderate, 

Ὑ mild), and downtime ὕ ρ. Table 7.3 summarizes the key parameters of two 

earthquake scenarios (compound stress test), including epicenter, magnitude, and the sets 

of network links affected across the three impact zones.  

Table 7.3 Earthquake parameters 

 Parameters Earthquake 1 Earthquake 2 

Epicenter (2400, 1400) (1000, 800) 

Magnitude 8.2 7.4 

Links affected in Zone Ὑ (11, 29) - 

Links affected in Zone Ὑ (28, 29), (29, 31) (16, 19) 

Links affected in Zone Ὑ 
(11, 37), (10, 11), (31, 34), (9, 11), 

(9, 28), (28, 30), (31, 32), (31, 35) 
(19, 18) 

 

 The model is designed to be general enough to accommodate disruptive events at 

any time step, whether occurring sequentially or concurrently. Representing two events 

within the same period illustrates the modelôs ability to capture compound disruptions 

and to evaluate routing adaptation under clustered failures. It extends the work beyond 

single-hazard assumptions toward a more comprehensive view of dynamic risk. 

 Figure 7.8 shows the resulting time-varying failure probability of network links 

over the horizon. To isolate event-aligned behavior , we fix the focal earthquake at ὸ= 3 
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and compare pre-event (pre = Time Step 2), during (during = Time Step 3), and post-

event (post = Time Step 4) conditions.  

 

 

Figure 7.3 Probability of failure per time step (pre and during earthquake) 
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 First, we examine the number of service requests routed on link (11, 29) at time 

steps 2 and 3. From Figure 7.4, we observe a clear drop at time step 3 relative to time 

steps 2 and 4, due to dynamic rerouting around the high-fragility link. 

 

Figure 7.4 Number of service requests routed at the link (11, 29) located in the Zone Ὑ, Earthquake 1 

 For comparison, link (16, 19) in the Zone Ὑ shows a milder version of the same 

pattern (Figure 7.5), changing from 20 (time step = 2) to 15 (time step = 3) and 21 (time 

step = 4), consistent with its lower seismic impact. We observe that the reduction in 

affected links in the Zone Ὑ is smaller than the reduction in Zone Ὑ links. This implies 

the model prioritizes risk minimization, since the failure probability in Zone Ὑ is higher 

than in Zone Ὑ.  

 

Figure 7.5 Number of service requests routed at link (16, 19) located in Zone Ὑ, Earthquake 2 
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 We further decompose routed volumes by priority class to show how the model 

treats different classes during the earthquake. For link (11, 29), Figure 7.6 presents a 

stacked bar chart of routed requests at time steps 2, 3, and 4: 

¶ Platinum: 4 (ὸ) Ÿ 0 (ὸ) Ÿ 4 (ὸ) 

¶ Gold: 5 (ὸ) Ÿ 0 (ὸ) Ÿ 5 (ὸ) 

¶ Silver: 5 (ὸ) Ÿ 2 (ὸ) Ÿ 5 (ὸ) 

¶ Bronze: 16 (ὸ) Ÿ 14 (ὸ) Ÿ 19 (ὸ) 

 At ὸ Platinum and Gold flows on link (11,29) drop to zero. This shows that the 

optimization engine is risk-aware and SLA-sensitive. It actively sacrifices link utilization 

to preserve availability guarantees for high-priority services. Silver and Bronze flows are 

reduced. This reflects the trade-off logic of NSGA-II: low-priority services are still routed 

through risky links if necessary to balance revenue maximization and overutilization 

control. The optimizer knows that dropping them would impose penalties, but it also 

knows they are not as costly (in SLA terms) as Platinum/Gold. 

 

Figure 7.6 Stacked bars by CoS on (11, 29) 

At ὸ, all classes are restored, and Bronze flows even go higher than pre-event levels. 

This overshoot is a dynamic adaptation effect: when Zone 1 recovers, the optimizer shifts 

Bronze requests back onto the link, because higher-priority flows are already secured on 



126 

 

safer paths. This avoids overutilization of the safe zone; once hazards roll outward, safe 

links carry the rerouting burden. 

7.9 Pareto Fronts under Static vs Earthquake-Induced Failures 

In this section, we compare Pareto fronts under two failure models: fixed and earthquake-

induced. In the fixed scenario, link failure probabilities are from a uniform distribution 

between 0.04 and 0.1 and remain constant over the planning horizon. The earthquake-

induced case follows the dynamic hazard model introduced in this chapter, where failures 

propagate outward from epicenters with spatial clustering and temporal variation. Under 

fixed probabilities, the Pareto front is smooth and shows that a higher revenue, 

survivability, or lower penalty can be achieved with gradual increases in risk. On the 

other hand, in the earthquake scenario, the solutions form scattered clusters which reflects 

the non-convex nature of the feasible set when failures evolve over space and time.  

 

Figure 7.7 Risk vs Revenue under fixed failure probabilities and earthquake-induced 
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Figure 7.8 Risk vs Overutilization under fixed failure probabilities and earthquake-induced 

 

Figure 7.9 Risk vs Survivability under fixed failure probabilities and earthquake-induced 
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Figure 7.10 Risk vs Penalty under fixed failure probabilities and earthquake-induced 

In the static case, risk remains below 0.2 across all four objectives. Revenue 

increases smoothly from 0 to nearly 1 with only a 0.16 rise in risk, survivability reaches 1 

while still below 0.18 risk. As a result, more than 90% of static solutions fall entirely 

within the risk Ò 0.5, producing smooth and continuous Pareto fronts. 

In the earthquake model, almost all points lie above 0.45 risk, with 70ï80% 

concentrated in the 0.45ï0.7 band. Revenue above 0.9 consistently pushes risk into the 

0.85ï1.0 range, and survivability beyond 0.6 produces the same sharp rise. 

Overutilization spreads up to 0.9, with only a narrow subset staying below both 0.6 

overutilization and 0.5 risk. Survivability collapses into the 0.2ï0.7 range, with fewer 

than 10% of solutions reaching Ó0.6 without crossing the risk = 0.5, compared to nearly 

all solutions in the static baseline. Penalties scatter between 0.1 and 0.95, but fewer than 

30% fall below both the penalty Ò0.6 and risk Ò0.5. The earthquake dynamics decrease 

feasible low-risk solutions by 60ï90% across all objectives. Instead of smooth curves, the 

results break into fragmented clusters, and even moderate performance (0.6 for the x-

axis) objectives quickly push the network into high-risk zones. 
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7.9.1 Downtime Sensitivity  

In Section 7.8, we assumed a one-period outage window ὕ ρ. However, in practice, the 

disruption can last longer. To illustrate how the duration of an earthquake affects the 

performance of the network, we explore three scenarios with different values of 

earthquake impact duration; namely ὕ ρȠὕ ςȠ and ὕ Ὕ (the effect lasts till the end 

of the horizon). Results in Figure 7.11 show convergence behavior for each objective 

function over 300 generations under the three scenarios. We observe that longer outages 

increase risk and decrease survivability at convergence (e.g., risk ~ 0.34 for ὕ ρ vs ~ 

0.89 for ὕ Ὕ; survivability ~0.99 vs ~0.74). Penalty approaches zero for all three cases, 

but ὕ ρ converges fastest. Overutilization differences are modest. Some curves are not 

strictly monotone because NSGA-II optimizes a set of trade-offs: diversity maintenance 

and rebalancing among objectives can cause temporary regressions in a single objective 

even as the overall Pareto set stabilizes. These results confirm that outage duration is a 

first-order driver of the revenueïriskïsurvivability trade-off under seismic dynamics.  

 

Figure 7.11 Convergence behavior of the revenue under different downtime values 
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Figure 7.12 Convergence behavior of the risk under different downtime values 

 

Figure 7.13 Convergence behavior of the survivability under different downtime values 

 

Figure 7.14 Convergence behavior of the overutilization under different downtime values 
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Figure 7.15 Convergence behavior of the penalty under different downtime values  

 

7.10 Conclusion 

This chapter shows that seismic failures affect dynamic routing in ways that are different 

from the uniform probability of failure model. The analysis of dynamic risk differs by 

incorporating temporal propagation, spatial clustering, and SLA-aware prioritization. The 

results show that links closer to the epicenter face the highest failure, which results in 

more traffic reductions during the event. As safe links are unaffected directly by disaster, 

their utilization increases as flows are rerouted away from risky zones to safer ones. This 

highlights their role in supporting continuity of service during disruptions. We could see 

that through dynamic rerouting, high-priority CoS are preserved, and low-priority CoS 

experience more penalties. The comparison of Pareto fronts under static and earthquake-

induced failures further shows how seismic dynamics replace smooth trade-offs with 

fragmented clusters, reducing the set of feasible low-risk solutions. These results 

complete the development of our disaster-aware routing framework by extending from 

staged failures to seismic dynamics.  
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Chapter 8: Conclusion and Future Works 

8.1 Conclusion 

This thesis addressed dynamic network recovery under large-scale disasters. Service 

providers must respond to evolving risk while managing capacity and SLAs. We 

developed a multi-objective mixed-integer nonlinear program (MINLP) that optimizes 

five objectives: maximize revenue, minimize service-aware risk (SARM), maximize 

survivability, minimize overutilization, and minimize SLA penalties. The model operates 

under link capacity and Class of Service (CoS) requirements. We solved it with a Pareto-

based approach (NSGA-II) to produce non-dominated routing solutions over the planning 

horizon. 

Service requests traverse a network, with each originïdestination (OD) flow routed 

on a feasible path from a precomputed set. We evaluate routing within a five-objective 

framework and use a Pareto decision layer, rather than fixed weights, to reveal the 

operating trade-offs. Because these objectives can conflict (e.g., revenue with penalties, 

revenue against risk, and utilization), the result is a set of non-dominated choices rather 

than a single prescription. The model enforces two core constraints: 

¶ Minimum CoS service levels, requiring each class to meet its SLA availability 

over the horizon. 

¶ Link capacity, ensuring aggregate flow on any link never exceeds its bandwidth. 

We solved within a Pareto evolutionary framework (NSGA-II) and maintain 

feasibility throughout, producing diverse non-dominated solutions that expose trade-offs 

without reweighting. Experiments span three topologies (ERnet, France, Giul39). 

Parameters were tuned to balance solution quality and computational effort. 

(1) Dynamic Routing Behavior under Evolving Risk 

In the baseline dynamic-risk experiments, routing for the same ODïCoS adapts 

across time as link failure probabilities change. These adjustments lower service-

aware risk and improve survivability while controlling utilization. Under 

unconstrained capacity, revenue and penalties remain near stable; under 
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constrained capacity, higher revenue tends to require higher utilization and risk to 

keep penalties low. Within the Pareto decision layer, these adaptations yield non-

dominated choices rather than a single prescription. 

(2) Impact of Bandwidth Capacity on Multi -Objective Performance 

Varying link capacity shows that high-priority classes maintain their service 

levels with little variation, while constrained bandwidth primarily impacts lower-

priority classes. Increasing capacity preserves SLA compliance for top tiers and 

improves fairness for lower tiers. Across the Pareto fronts (revenueï

overutilization and survivabilityïrisk), routing choices shift to use bandwidth 

more efficiently while containing risk, providing non-dominated options for 

operators. 

(3)  Metric Interactions and Network Risk Profiles 

Overutilization increases non-linearly with revenue, gently when unconstrained 

and steeper under capacity limits. Survivability and risk move in opposite 

directions, with a sharper trade-off when bandwidth is tight. Revenue and risk are 

positively correlated; higher revenue generally coincides with lower penalties in 

an unconstrained scenario. Comparing safe vs risky reliability scenarios (low vs 

high failure probabilities), safer case shift fronts with lower risk and utilization for 

a given revenue/survivability, whereas risky profiles compress feasible low-risk 

solutions. These interactions provide a decision layer for selecting routing policies 

that co-balance revenue and utilization while containing risk and respecting SLAs. 

(4)  Parameter Variation 

We vary three inputs to examine their influence on the five objectives and on the 

Pareto set: 

Å Number of service requests per period (low/medium/high). As demand increases, 

revenue rises while penalties remain low where feasible paths exist; risk and 

overutilization increase nonlinearly, especially under tight capacity. 

Å Minimum CoS service levels (strict vs loose). Stricter scenario reduces penalties 

(notably for high-priority CoS) but increases risk and overutilization, and reduces 

flexibility for lower-priority classes; looser case gives more freedom to lower 

risk/overutilization at the cost of higher potential penalties. 
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(5) Seismic Extension 

We extend the framework to earthquake-induced failures by treating dynamic risk as 

a time- and space-varying link-failure probability. A logistic fragility function, 

parameterized by earthquake magnitude and a linkôs distance from the epicenter, governs 

probabilities across time steps and locations, capturing transient, spatial impact. We 

evaluate trade-offs under our Pareto approach and contrast this with the concept of 

weighted-sum scalarization (weight-dependent) and with single-objective baselines that 

optimize one metric.  

Å Under seismic failures with zonal propagation, service-aware risk rises and 

survivability falls the most. Overutilization and SLA penalties also increase when 

capacity is tight or the outage duration is longer. Revenue can remain near 

baseline, but typically at higher risk. This follows from the SLA availability 

constraints by CoS: minimum service is maintained for each class, and it shifts 

pressure to the risk and overutilization objectives during disaster periods. 

Å In time steps with no earthquake, a larger share of requests is routed. In impact 

steps, routing is reduced to control service-aware risk while meeting SLA 

minimums. High-priority CoS (Platinum, Gold) are preserved by rerouting to 

safer corridors/links, while lower-priority CoS (Silver, Bronze) absorb more 

penalties when capacity constraints bind. 

Each of the dissertationôs research questions is addressed within the body of work. 

Research Question 1 is answered in Chapter 3, where the dynamic service-aware risk 

model (SARM), link failure evolution, and priority-weighted risk formulation are 

developed, and further validated under the seismic setting in Chapter 7. Research 

Question 2 is addressed in Chapter 3 through the five-objective MINLP formulation and 

in Chapter 4 via the Pareto-based NSGA-II solution design. Research Question 3 is 

answered in Chapter 5 through the analysis of adaptive routing under evolving risk and 

capacity constraints, and in Chapter 7 through the earthquake-induced rerouting patterns. 

Research Question 4 is addressed through the Pareto decision layer and multi-scenario 

experiments in Chapters 5 to 7, which provide operators with interpretable trade-off sets 

for revenue, survivability, risk, utilization, and penalties. Research Question 5 is 
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answered across Chapters 5 and 6 through capacity and SLA sensitivity analyses, 

showing how dynamic bandwidth constraints and CoS priorities shape feasible routing, 

penalty behavior, and SLA preservation under disaster conditions. 

The results of the optimization algorithm provide operators with an actionable 

decision-support layer. Instead of prescribing a single routing solution, the Pareto front 

exposes how revenue, survivability, risk, overutilization, and penalties trade off under 

evolving disaster conditions. An operator can select a routing strategy aligned with real-

time operational prioritiesðfor example, favoring low-risk solutions during early 

disruption, higher-revenue solutions once conditions stabilize, or balanced solutions when 

preserving high-priority CoS is essential. The dynamic behavior across time steps also 

indicates when rerouting becomes necessary, which links or corridors to avoid, and how 

bandwidth should be allocated across service classes to prevent SLA violations. In 

practice, this supports disaster response teams in making informed, time-consistent 

decisions under uncertainty, and in planning capacity buffers and safe-path corridors 

ahead of future events. 

8.2 Limitation  and Threats to Validity  

We assume single-path routing per OD per time step with a precomputed K-path set, 

which constrains path diversity; more diverse alternatives (e.g., limited-overlap K-paths) 

could expand feasible trade-offs. Hazard dynamics use a logistic fragility relation and 

zonal propagation to capture spatio-temporal shocks, but these choices abstract away site- 

and period-dependent spatial correlation in ground motion and rely on generic calibration 

of fragility parameters; longer outage windows are simplified as fixed. These 

simplifications are standard for tractability but may understate localized variability and 

correlation effects during real earthquakes.  

The seismic layer uses zonal propagation and a logistic fragility function driven 

by magnitude and distance to epicenter, with a simplified outage duration. Fragility 

parameters are generically calibrated; site-specific factors (soil, asset hardening), deeper 

spatial/temporal correlations beyond zones, staged repair logistics, and interdependent 
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failures (e.g., power/ducts) are abstracted. These choices aid tractability but can under- or 

over-estimate localized service-aware risk and survivability. 

Finally, the model relies on several simplifying assumptions, such as fixed 

demand sets, independent link failures outside the seismic layer, static CoS parameters, 

and idealized recovery timing, that may limit external validity. Under real operational 

conditions, jointly evolving service requests, correlated multi-hazard effects, 

heterogeneous equipment resilience, and non-ideal repair schedules could lead to system 

behavior s not fully captured by the present abstraction. 

8.3 Future Work 

Future work should extend the dynamic risk layer to incorporate stochastic demand and 

hazard inputs. For demand, per-class originïdestination occurrence can be modeled 

probabilistically, enabling the evaluation of expected revenue, survivability, service-

aware risk (SARM), overutilization, and penalties over sampled scenarios. For hazards, 

the existing SARM structure can be retained while fitting empirical distributions for 

fragility parameters and failure rates, and then solved via scenario sampling.  

The current offline planning assumption can be relaxed by adopting a rolling-

horizon scheme that ingests updated link status and demand at each time step. Such a 

formulation should account for longer outage windows, aftershocks or multi-event 

sequences, and state carry-over between periods, thereby allowing routing to react to 

evolving failures rather than a fixed horizon snapshot. This online approach would 

support time-consistent policies that preserve CoS-level SLA commitments as conditions 

change. 

A natural extension is to incorporate arrival times, travel times, and node 

queueing into the objective set and constraints. Delay-sensitive objectives, or delay-based 

SLA terms, would capture performance when congestion and restoration co-exist, and 

they would make explicit the trade-offs among risk, survivability, overutilization, 

penalties, and latency that operators face during disruptions. 

Strategic design decisions such as topology selection and capacity placement can 

be integrated with the present multi-objective routing model in a bi-level framework. At 
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the upper level, the planner would choose links and capacities under budget constraints; 

at the lower level, the current MINLP (solved by NSGA-II) would route services under 

SARM, capacity, and CoS constraints. This joint perspective is particularly relevant for 

SDN-enabled or disaster-aware infrastructures and can reveal where capacity buffers 

deliver the largest resilience gains. 

The computational efficiency of NSGA-II can be improved by learning-guided 

initialization and selection, as well as by surrogate models for expensive objective 

evaluations (e.g., survivability and SARM across many scenarios). Predictive models 

trained on solution features, such as path patterns, class mix, and link utilization, can 

focus exploration on promising regions of the search space and preserve Pareto quality in 

larger networks. Machine learning techniques offer a complementary mechanism to 

adaptively re-route traffic using observed risk, utilization, and SLA status. For example, 

an RL controller can learn time-consistent actions under evolving failures (seismic or 

staged), targeting survivability or revenue while respecting CoS minima and capacity 

limits. Combining RL policies with the Pareto frontier would provide operators with both 

pre-computed trade-off sets and reactive, state-dependent controls. The decision layer can 

be augmented with lightweight knee-point detection or multi-criteria decision analysis to 

surface a small set of operator-ready choices (e.g., ñlow-risk,ò ñbalanced,ò ñhigh-

revenueò). This addition would preserve Pareto transparency while aligning selections 

with organizational preferences and operational policies. 

Additional directions for future work include enriching the failure model to 

capture cluster-based disruptions and node-level outages. This often accompany large-

scale hazards and can reshape feasible routing corridors. Furthermore, the proposed 

framework can be mapped to other network domains such as 5G/6G architectures, cloud 

infrastructures, or distributed edgeïcompute systems, where dynamic risk, differentiated 

service classes, and capacity constraints similarly interact during disruptions 
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Appendix A 

We report the results of various choices of the number of paths between each 

origin-destination pair, as shown in Table A.1. First, we observe that as the number of 

paths increases, the computational time increases at a slow rate. This is because our 

NSGA II explores the solution space by simply changing the path of a selected set of 

demand requests without performing any local search mechanism that includes full 

enumeration or exploitation. Secondly, we notice that as the number of paths increases, 

there is a point where the quality of the solutions only improves marginally, and then the 

quality of the solutions deteriorates. This behavior can be explained by the fact that the 

NSGA algorithm will require a larger number of generations to explore such a large 

solution space, and that it can be trapped at local optimal solutions due to the large 

number of them.  

Table A.1 The results of various choices of the number of paths between each origin-destination pair 

Number of paths Time (sec.) Revenue Risk Survivability Overutilization Penalty 

3 606 0.9956 0.8566 0.9693 0.8000 1.0000 

4 624 0.9993 0.8772 1.0000 0.8667 0.2500 

5 646 1.0000 0.9026 0.9489 0.8400 0.0000 

6 654 1.0000 0.8959 0.9455 0.8667 0.0000 

7 660 1.0000 0.9607 0.9239 0.9067 0.0000 

8 678 1.0000 0.9226 0.9250 0.9600 0.0000 

9 682 1.0000 1.0000 0.8830 1.0000 0.0000 

 

To investigate how NSGA-II parameters, namely the number of generations, 

population size, and mutation rate, affect optimization performance, we conduct a 

sensitivity analysis. Results of these experiments are displayed in Figures A.5, and A.7 

network. We observe that a population size of 100 is the best choice among the options of 

50, 100, and 200, as it leads to more stable convergence. Increasing the population to 200 
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does not yield noticeable improvements. For the mutation rate, the mutation rate of 0.2 

yields better results than 0.1. A mutation rate of 0.2 helps maintain diversity in the 

population, which supports continued improvement in later generations. 
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Figure A.1 Convergence behavior of objective functions under different population sizes in the France network. (case1: 

50, case2: 100, case3: 200) 

We analyze the effect of various mutation probability values on the performance 

of the NSGA-II, considering the convergence behavior. We conducted a number of 

experiments by varying the probability values. We observed that probabilities higher than 

0.25 yield poor performance that is highly fluctuating. Hence, we demonstrate two 



149 

 

values, namely πȢρȟπȢς. The convergence behavior is displayed in Figures A.6 and A.8. 

We observe that the best value of probability will be 0.1, and hence we set the probability 

value at 0.1 for all subsequent computational experiments. 
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Figure A.2 Convergence behavior of objective functions under different mutation rates in the France network (0.1 and 

0.2)
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Figure A.3 Convergence behavior of objective functions under different population sizes in the Giul39 network. (case1: 

50, case2: 100, case3: 200) 
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Figure A.4 Convergence behavior of objective functions under different mutation rates in the Giul39 network (0.1 and 

0.2) 

Figure A.5 shows how computational time increases as the number of service requests 

grows. All networks take more time as requests increase, which is expected. The France 

network takes the least time in all cases. This is likely because it has a more organized 

and regular structure, making it easier to compute paths. ERNet and Giul39 take more 


