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Abstract

Industrial power supplies are traditionally designed as passive components with lim-

ited diagnostic visibility and secure remote supervision. This thesis presents the

design and experimental validation of a secure, multi-layer Industrial Internet of

Things (IIoT)-enabled power-supply platform that integrates deterministic protec-

tion, embedded diagnostics, and authenticated remote monitoring within a unified

architecture. The platform combines real-time hard-fault protection with quantized

neural network (QNN)-based soft-fault diagnostics executed on a microcontroller-class

device, enabling early detection of incipient degradation with bounded latency. In-

dustrial interoperability is maintained through Modbus RTU communication, while

secure access is provided via TLS-encrypted HTTPS and a web-based dashboard.

Experimental results demonstrate stable electrical operation under sustained ther-

mal stress, consistent communication timing with an average latency of 5.76 ms,

and diagnostic performance exceeding 96%, with sub-millisecond inference latency.

These results demonstrate that intelligence, connectivity, and cybersecurity can be

co-designed while preserving bounded real-time behavior and operational reliability.

Keywords: industrial power supplies; Industrial Internet of Things (IIoT); embed-

ded fault detection; real-time diagnostics; cybersecurity
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Chapter 1

Introduction

1.1 Background and Motivation

Industrial automation systems have evolved signi�cantly over the past decade as man-

ufacturing, energy, and process industries adopt the principles of the fourth industrial

revolution, commonly referred to as Industry 4.0. Modern industrial installations in-

creasingly rely on distributed sensing, embedded computation, and network connec-

tivity to improve operational e�ciency, availability, and maintainability. Within this

landscape, the Industrial Internet of Things (IIoT) has emerged as a practical means

of enabling �eld-level devices to collect operational data, communicate in real time,

and support higher-level monitoring and decision-making functions.

Unlike consumer IoT applications, industrial deployments operate under far

stricter constraints. Field devices are routinely installed in electrically noisy envi-

ronments and are exposed to wide temperature variations, mechanical stress, and

long service lifetimes with limited opportunities for maintenance. At the same time,

these devices must remain interoperable with existing supervisory control and data

acquisition (SCADA) systems and programmable logic controllers (PLCs), many

of which were designed designed prior to the assumption of continuous, externally

accessible network connectivity. As a result, reliability, deterministic behavior, and

cybersecurity are treated as fundamental design requirements rather than optional

enhancements.

1
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Regulated AC-DC power supplies represent a foundational component within

industrial systems, providing continuous and stable power to sensors, controllers,

and actuators across installations. Although often regarded as supporting hardware,

power supplies play a critical role in overall system availability. A single supply failure

can disable multiple downstream devices, interrupt control loops, or force a produc-

tion shutdown. In practical �eld deployments, these units are subjected to thermal

cycling, humidity, electromagnetic interference, and gradual component aging, all of

which can degrade performance long before an outright failure occurs.

Many power-supply faults develop progressively rather than catastrophically.

Conditions such as undervoltage, overcurrent stress, overheating, or sensor drift

may initially manifest as small deviations in measured electrical or environmental

parameters. Traditional industrial power supplies typically rely on �xed threshold-

based protection mechanisms to detect abnormal operation [1]. While these methods

are e�ective at preventing immediate damage, they o�er limited visibility into

early-stage degradation and so-called soft faults that evolve slowly over time. Subtle

indicators such as increasing measurement noise, temperature drift, or rising variance

in electrical measurements may therefore remain undetected until system behavior is

noticeably a�ected.

In industrial environments where availability is closely tied to economic perfor-

mance, reactive maintenance strategies are increasingly inadequate. For example,

an undetected degradation in a control-cabinet power supply may cause intermittent

resets or communication faults that are di�cult to diagnose, eventually leading to

unplanned downtime. Industry reports estimate that such downtime can cost manu-

facturing facilities between $100,000 and $300,000 per hour, with even higher losses

reported in continuous-process industries [2]. Over the operational lifetime of indus-

trial equipment, these costs frequently exceed the investment required to implement

proactive monitoring and early fault detection.

Predictive maintenance has therefore become an important focus within Indus-

try 4.0 initiatives. Data-driven maintenance strategies have demonstrated the po-

tential to reduce unplanned downtime, improve maintenance scheduling, and extend

equipment lifetime compared to purely reactive approaches [3]. These developments

have motivated growing interest in power electronic systems that incorporate on-

device health monitoring and early fault detection, allowing maintenance actions to

be taken before degradation progresses to a critical stage.

This shift has led to the concept of intelligent power electronics, in which the
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power supply is no longer viewed solely as an energy conversion unit but as an active

component capable of monitoring its own operating condition. By embedding sensing

and diagnostic logic directly within the power supply, early indicators of abnormal

behavior can be identi�ed locally without reliance on continuous cloud connectivity

or external processing.

At the same time, cybersecurity has emerged as a critical concern. As industrial

power supplies become connected to supervisory networks for monitoring and control,

any de�ciencies in authentication, data integrity, and command validation can expose

critical infrastructure to cyber threats. Many designs in existing literature provide

limited protection against spoo�ng, replay attacks, or unauthorized command injec-

tion, particularly when low-level devices are accessible through networked gateways.

Machine learning techniques have shown strong potential for detecting complex

fault patterns in industrial systems that are di�cult to capture using �xed rules or

static thresholds. However, many ML-based predictive maintenance solutions rely

on cloud or high-performance computing resources, introducing communication la-

tency, bandwidth overhead, availability dependencies, higher operational cost, and

additional cybersecurity exposure that are unacceptable for many real-time indus-

trial control applications. For compact, cost-e�ective, �eld-deployed power supplies,

bringing ML directly onto microcontroller-class hardware would mitigate these issues

but remains challenging due to strict constraints on memory usage, computational

resources, and timing determinism.

Taken together, the challenges associated with reliable power delivery, early fault

detection, secure connectivity, and embedded intelligence motivate the work presented

in this thesis. The objective of this research is to develop and evaluate a power-

supply architecture that integrates real-time monitoring, embedded fault detection,

and secure IIoT communication while remaining suitable for deployment in harsh

industrial environments.

1.2 Problem Statement

Within modern industrial systems, the role of the power supply is evolving beyond

basic voltage regulation to include participation in networked monitoring, diagnos-

tics, and supervisory control frameworks. Rather than operating as isolated energy

conversion units, industrial power supplies are increasingly deployed as cyber-physical
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components within IIoT architectures, where their reliability, availability, and trust-

worthiness directly in
uence system safety and operational continuity.

This evolution introduces a fundamental architectural challenge. On one hand,

power supplies must support secure, low-latency telemetry and supervisory interaction

while remaining interoperable with established SCADA and PLC-based operational-

technology infrastructure, even under harsh environmental conditions and intermit-

tent connectivity. On the other hand, they must embed real-time diagnostic in-

telligence capable of detecting incipient faults without compromising deterministic

execution, availability, or safety-critical protection mechanisms.

Existing approaches do not address these requirements in a uni�ed and

deployment-ready manner. IoT-enabled designs often prioritize connectivity and

data acquisition while treating cybersecurity and real-time constraints as secondary

considerations. Conversely, many machine-learning-based diagnostic solutions rely on

cloud-centric processing or computationally intensive models that are incompatible

with the latency, reliability, and resource constraints of embedded industrial edge

devices.

Although embedded machine-learning implementations have begun to emerge,

they are typically limited in diagnostic scope, lack explicit con�dence awareness and

safety isolation, and provide insu�cient validation of deterministic behavior alongside

industrial communication and security requirements. As a result, a clear gap remains

in the literature for a system-level architecture that jointly constrains power electron-

ics supervision, embedded diagnostics, industrial communication, and cybersecurity

within the execution and resource limits of microcontroller-class platforms.

Addressing this gap requires an integrated design approach in which intelligence,

connectivity, and security are architecturally bounded and co-designed around deter-

ministic operation, rather than appended as auxiliary features that risk interfering

with safety-critical behavior and real-time execution.

1.3 Research Questions

Guided by the problem outlined above, this research addresses the following questions,

focusing on system-level architectural feasibility rather than component-level novelty.

First, how can an IIoT-enabled AC-DC power supply be architected to support

remote telemetry and supervisory interaction while preserving deterministic real-time
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behavior and interoperability with existing SCADA and PLC-based industrial infras-

tructure under harsh operating conditions? This question is addressed by the dual-

path communication architecture and Modbus RTU integration validated in Chap-

ters 3 and 4.

Second, how can embedded machine-learning techniques be deployed on

microcontroller-class platforms to enable reliable real-time fault detection within

strict constraints on memory usage, inference latency, and execution determinism?

This question is addressed by the quantized neural network design and embedded

inference validation presented in Sections 4.7.3 through 4.7.6.

Third, what design constraints must be satis�ed to ensure that communication

security mechanisms do not interfere with safety-critical protection and real-time

control functions in embedded industrial systems? This question is addressed by the

cryptographic overhead measurements and architectural separation demonstrated in

Sections 3.10 and 4.6.

Together, these questions examine whether an industrial power supply can be

realized as a reliable, self-contained cyber-physical system that integrates embedded

intelligence, secure communication, and supervisory visibility while maintaining the

predictable behavior required for industrial deployment.

1.4 Objectives

The primary objective of this research is to design, implement, and experimentally

validate a secure IIoT-enabled industrial power supply incorporating embedded in-

telligence for real-time fault detection under harsh operating conditions. The work

aims to bridge the gap between conventional power-supply modules and intelligent,

cyber-secure energy systems suitable for deployment within existing industrial control

environments.

Across all objectives, deterministic operation and safety preservation are treated

as �rst-order constraints. Embedded intelligence, communication, and cybersecurity

mechanisms are implemented without compromising real-time protection, availability,

and analyzable execution requirements.

At the architectural level, this research develops a multi-layer embedded frame-

work that uni�es power conversion supervision, sensing, embedded control, diagnos-

tics, and secure communication within a single deployable platform. The system is
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designed to remain interoperable with SCADA and PLC infrastructures commonly

used in industrial facilities.

A further objective is the development of a dual-path communication architec-

ture combining industrial serial communication using Modbus RTU with encrypted

Internet Protocol-based (IP-based) connectivity. This approach preserves local super-

vision while enabling secure remote monitoring and supervisory interaction without

introducing control authority over safety-critical functions.

On the intelligence layer, the research implements a compact embedded diagnos-

tic framework capable of deterministic real-time inference on microcontroller-class

hardware. Con�dence-aware diagnostic outputs are used to distinguish reliable de-

tections from uncertain conditions, supporting logging and o�ine analysis without

requiring online learning or continuous network connectivity. Targeted fault modes

include hard faults such as overvoltage, overcurrent, and overtemperature, as well as

soft faults representing incipient degradation conditions, including input voltage de-

viation, output current stress, elevated thermal stress, and condensation risk. These

conditions evolve gradually without triggering conventional threshold-based protec-

tion.

Finally, the proposed system is experimentally validated with respect to envi-

ronmental robustness, communication latency, cybersecurity enforcement, diagnostic

performance, and interoperability with industrial supervisory systems.

1.5 Scope and Assumptions

This thesis focuses on the design and experimental validation of a compact, rugged

AC-DC power supply intended for industrial IoT deployment where reliability, safety,

and operational continuity are critical. The system is implemented on microcontroller-

class hardware without reliance on high-performance edge computers, constraining

the embedded intelligence to lightweight models capable of real-time inference within

strict memory and computational limits.

The communication architecture employs a dual-path approach combining en-

crypted IP networking with industrial serial protocols such as Modbus RTU. The

cybersecurity framework includes authentication, transport-layer encryption, replay

protection, and command integrity veri�cation. Enterprise-scale intrusion detection,

cloud-based security management, and formal certi�cation are beyond the scope of

this work.
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Environmental assumptions include exposure to temperature variation, humid-

ity, electromagnetic interference, and intermittent connectivity under representative

industrial conditions. Converter topology optimization, e�ciency maximization, for-

mal safety certi�cation, and extended multi-year �eld deployment are excluded and

identi�ed as directions for future work.

1.6 Contributions

The primary contribution of this thesis is the architectural co-design and experimental

validation of a uni�ed embedded platform in which deterministic protection, embed-

ded machine learning diagnostics, industrial communication, and remote supervisory

access are jointly realized on a single microcontroller class device. While each con-

stituent capability has been studied independently in the literature, their systematic

integration within a single deployable industrial power supply platform, subject to

shared real time, memory, and safety constraints, represents the central research con-

tribution of this work. The value of this integration lies in demonstrating that these

functions do not con
ict when properly co-designed and that the resulting platform

meets the combined requirements of industrial reliability, embedded intelligence, and

secure connectivity.

Key contributions include a dual-path communication architecture integrating

IP-based remote telemetry with Modbus RTU, a deterministic embedded diagnos-

tic framework with bounded inference latency, and a con�dence-aware mechanism for

identifying uncertain diagnostic cases to support o�ine model re�nement. Transport-

layer security was implemented as a design constraint to preserve communication

integrity without introducing timing violations or disrupting embedded control oper-

ation. Comprehensive experimental validation demonstrates the feasibility of deploy-

ing the proposed framework in representative industrial environments.

1.7 Signi�cance and Impact

This research bridges the gap between laboratory-scale prototypes and deployable

industrial systems by demonstrating a uni�ed approach to secure IIoT integration,

embedded intelligence, and rugged power electronics. The proposed platform sup-

ports predictive maintenance, reduces diagnostic latency, and enables incremental

modernization of legacy industrial infrastructure.



CHAPTER 1. INTRODUCTION 8

From an academic perspective, the work advances the co-design of embedded di-

agnostics and cybersecurity under strict real-time and resource constraints. From

an industrial perspective, it provides a practical pathway toward autonomous, re-

silient, and cyber-secure power-supply systems suitable for next-generation industrial

automation.

1.8 Thesis Organization

The remainder of this thesis is organized as follows. Chapter 2 reviews related work on

industrial power supplies, IIoT integration, embedded diagnostics, and industrial cy-

bersecurity, and identi�es the research gaps motivating this study. Chapter 3 presents

the proposed system design, including architectural principles, energy conversion,

sensing and data acquisition, embedded control and diagnostics, communication in-

terfaces, cybersecurity mechanisms, supervisory software, and mechanical ruggediza-

tion considerations. Chapter 4 describes the experimental setup and presents valida-

tion results evaluating electrical performance, communication behavior, cybersecurity

overhead, and embedded diagnostic e�ectiveness. Chapter 5 discusses system-level

implications, design trade-o�s, and practical limitations. Finally, Chapter 6 concludes

the thesis and outlines directions for future research.



Chapter 2

Literature Review

2.1 Introduction

Research at the intersection of industrial power electronics, embedded intelligence,

and the Industrial Internet of Things (IIoT) has grown quickly, especially around

condition monitoring and fault diagnosis in power and energy systems. Even so, the

literature remains scattered across layers and research communities.

High-accuracy diagnostic models are often built from o�ine datasets and evalu-

ated on desktop or cloud hardware. In contrast, work on industrial communication

tends to emphasize protocol interoperability and data access, with little attention to

embedded intelligence. Cybersecurity studies frequently focus on protocol harden-

ing or access control without tying the design back to bounded-latency execution on

resource-constrained embedded devices. The result is a gap in deployable, end-to-end

demonstrations: relatively few studies show a framework that combines determinis-

tic embedded inference, industrial interoperability, and practical security within the

memory and timing budgets of microcontroller-class platforms.

Over the past decade, the convergence of power electronics, embedded systems,

and industrial networking has reshaped critical infrastructure in utilities, manufactur-

ing, and process automation. Operators increasingly expect continuous monitoring,

remote supervision, and predictive maintenance across distributed assets. Within

this setting, regulated AC{DC power supplies are no longer treated as purely pas-

9
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sive energy converters. They are increasingly expected to provide observability and

basic diagnostic awareness while preserving deterministic protection and predictable

behavior.

Although fault diagnosis has been studied extensively for motors, renewable energy

systems, and large-scale power networks, fewer works focus on embedded diagnostics

and secure connectivity for AC{DC power supplies used as �eld-deployed industrial

infrastructure. Power supplies occupy a di�erent position than many other monitored

assets. They must enforce local regulation and protection deterministically, yet they

are also desired to report status and accept supervisory interaction. These constraints

di�er from those of rotating machinery, grid-scale assets, or cloud-connected sensors,

which limits the direct transfer of many diagnostic and security approaches.

This chapter reviews literature relevant to this thesis across �ve themes: (A) in-

dustrial power supplies and their integration into IIoT and SCADA environments, (B)

machine-learning methods for fault diagnosis in power-electronic and power-system

applications, (C) embedded and TinyML deployment on microcontrollers under strict

latency and memory constraints, (D) cybersecurity standards and architectures for

industrial operational-technology (OT) networks, and (E) runtime reliability chal-

lenges including nonstationarity and concept drift. Rather than treating these areas

independently, the analysis is conducted with deployment constraints in mind, partic-

ularly deterministic execution and static resource budgets. The chapter concludes by

synthesizing the reviewed themes into research gaps that motivate a uni�ed system

architecture in which protection, embedded diagnostics, industrial communication,

and cybersecurity are jointly constrained within a microcontroller-based industrial

power-supply platform.

2.2 Industrial Power Supplies and IIoT

Integration

Industrial power supplies form the electrical backbone of automated control systems,

providing regulated energy to sensors, controllers, and actuators. In deployments such

as process plants, remote energy facilities, and distributed infrastructure nodes, loss

of regulation or protective function can propagate upward into system-level disrup-

tion. For this reason, the power supply is increasingly treated as a reliability-critical

subsystem rather than as an auxiliary component.
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At the same time, industrial power supplies are no longer expected to operate

solely as passive energy converters. As automation systems adopt IIoT principles,

power supplies are increasingly required to support monitoring, diagnostics, and su-

pervisory interaction while continuing to enforce deterministic local protection and

predictable behavior.

2.2.1 Functional Architecture and Reliability Requirements

A typical industrial AC{DC power supply comprises four primary functional subsys-

tems: input conditioning, power conversion, regulation and protection, and monitor-

ing or communication interfaces. Figure 2.1 illustrates a generalized block diagram

highlighting these subsystems and their interconnections.

Figure 2.1: Generalized functional architecture of an industrial AC{DC power supply
with integrated control and communication subsystems.

The input stage performs electromagnetic interference (EMI) �ltering, surge sup-

pression, and recti�cation, and may incorporate power factor correction to improve

input current quality. These functions reduce susceptibility to line disturbances and

protect downstream circuitry from transient events that are common in industrial

electrical environments.

The power-conversion stage processes input energy into regulated output levels

using topologies such as 
yback, forward, or resonant converters. Depending on the

application, this stage may provide galvanic isolation and is designed under con-

straints that include e�ciency, thermal performance, robustness, and form factor.

Regulation and protection mechanisms operate alongside the conversion stage to en-

force safe operating limits, including overcurrent, overvoltage, and thermal protection,

ensuring stable operation under nominal conditions and during faults.
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Modern industrial designs increasingly incorporate auxiliary monitoring and com-

munication subsystems that operate independently of the energy-conversion path.

These subsystems acquire electrical and environmental measurements, maintain de-

vice status, and expose telemetry to higher-level systems. To preserve determinism

and contain faults, industrial architectures typically enforce logical and temporal

separation between safety-critical protection paths and non-critical monitoring or

communication functions.

Industrial power supplies are expected to operate under harsh stressors, including

wide temperature variation, high humidity, sustained vibration, airborne contami-

nants, and electromagnetic interference. These conditions accelerate component ag-

ing and impose stringent requirements on thermal management, mechanical integrity,

and electrical robustness. Standards such as IEC 60068 for environmental testing and

IEC 61000 for electromagnetic compatibility de�ne quali�cation procedures intended

to re
ect industrial exposure [4,5]. Collectively, these constraints motivate reliability-

oriented architectures in which protection and regulation operate with predictable,

bounded execution despite environmental and operational stress.

2.2.2 IIoT Architectures and SCADA Integration

As industrial assets become increasingly networked, power supplies can be inte-

grated into IIoT and SCADA environments rather than operated as isolated devices.

Through standardized communication protocols, connected power supplies can ex-

change telemetry, con�guration parameters, and diagnostic status with programmable

logic controllers (PLCs), human{machine interfaces (HMIs), and supervisory control

and data acquisition (SCADA) systems, enabling remote monitoring and coordinated

supervisory interaction.

IIoT architectures are commonly described using layered abstractions that sep-

arate sensing, communication, computation, and application-level functions. Fig-

ure 2.2 illustrates a representative four-layer model adapted for industrial power sup-

ply applications.

Within such frameworks, an IIoT-enabled power supply does not reside within a

single layer. Embedded sensors contribute perception-layer measurements, while local

control logic, communication interfaces, and security mechanisms span higher layers.

Integration with SCADA systems further requires interoperability with established

operational work
ows, particularly in brown�eld deployments where legacy �eld buses

remain common.
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Figure 2.2: Representative IIoT architecture for industrial operations showing per-
ception, network, middleware, and application layers.

In practice, industrial communication protocols are selected to balance several

competing factors including determinism, interoperability, and deployment complex-

ity. Modbus RTU and CAN-based �eldbus families such as CANopen and DeviceNet

remain widely used for deterministic �eld-level integration and brown�eld interop-

erability due to their low overhead and straightforward implementation. Industrial

Ethernet protocols including PROFINET and EtherNet/IP are also widely deployed,

but they often impose higher con�guration e�ort and system-integration complexity.

Figure 2.3 illustrates a representative Modbus RTU con�guration in which an AC{DC

power supply and �eld devices share a common communication bus linked to a PLC,

HMI, and host computer for centralized monitoring and supervisory interaction.

Connectivity improves observability and maintainability, but it also increases in-

tegration complexity and expands the attack surface [6]. A network-facing power

supply must therefore support secure communication, access control, and fault-aware

telemetry without undermining local protection. Recent literature motivates hybrid

architectures that retain �eldbus communication for operational supervision while

adding encrypted IP-based networking for higher-level monitoring, with clear author-

ity boundaries between safety-critical functions and remote supervisory access [7,8].
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Figure 2.3: Representative Modbus RTU network integrating a PLC, HMI, PC, and
smart AC{DC power supply with �eld transmitters.

This approach modernizes industrial visibility while preserving predictability and lo-

cal autonomy.

2.3 Machine Learning for Fault Diagnosis in

Power Systems

Fault diagnosis plays a central role in maintaining continuous operation in power and

energy systems, particularly in industrial environments where power-electronic con-

verters are exposed to electrical stress, thermal cycling, humidity, and electromagnetic

interference. Under these conditions, AC{DC power supplies experience both abrupt

failures and slow degradation processes. The latter often evolve without immediately

violating conventional protection thresholds, allowing performance to deteriorate be-

fore faults become apparent. This section reviews fault mechanisms and diagnostic

approaches relevant to power converters, with particular attention to the limitations

that arise when methods developed for o�ine or cloud-based analysis are applied to

resource-constrained embedded platforms.

2.3.1 Major Fault Categories in Power Converters

Power converters are vulnerable to faults originating at both the component and

system levels. Component-level failures include short and open-circuit conditions in
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semiconductor switches, capacitor aging caused by electrolyte loss or increased equiv-

alent series resistance (ESR), inductor saturation due to thermal stress, and sensor-

related faults such as o�set drift or intermittent connections. At the system level,

faults may appear as input undervoltage, output overcurrent, excessive temperature

rise, or control-loop instability driven by electromagnetic interference or parameter

variation.

Table 2.1 summarizes representative fault categories along with their physical

origins and operational impact. In industrial settings, gradual degradation mecha-

nisms tend to be more common than sudden catastrophic failures. This makes early

detection particularly important for predictive maintenance and long-term reliabil-

ity. These characteristics motivate diagnostic approaches that can identify correlated

trends across electrical and environmental variables, rather than relying solely on

instantaneous threshold violations.

Table 2.1: Representative fault categories and physical origins in power converters.

Fault Type Physical Cause Operational Impact

Switch short Gate-drive error, insulation
breakdown

Fuse blow, converter trip

Switch open Bond-wire or solder fatigue Output drop, waveform distor-
tion

Capacitor aging ESR rise, electrolyte loss Ripple increase, thermal stress
Inductor satura-
tion

Core bias shift, overheating Current spike, EMI increase

Sensor drift O�set, loose connection False feedback, misprotection
Input undervolt-
age

Grid sag, cable loss Loop instability, low output

Output overcur-
rent

Load fault, wiring short Device overheating, shutdown

Overtemperature Ambient rise, cooling failure Derating, aging acceleration
Corrosion Moisture ingress, poor sealing Leakage path, dielectric failure

2.3.2 Traditional Diagnostic Approaches

Conventional diagnostic methods used in industrial power supplies are typically based

on �xed thresholds or model-based observers [9,10]. Threshold-based schemes monitor

variables such as voltage, current, and temperature and raise alarms when prede�ned

limits are exceeded. These approaches are computationally lightweight and easy
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to implement, but they o�er limited sensitivity to early-stage degradation and can

generate false alarms during transients or normal load variation.

Model-based diagnostic techniques use analytical or state-space models to esti-

mate expected system behavior and identify faults by analyzing residuals between

measured and predicted signals. Compared with simple thresholds, such methods

can improve diagnostic resolution. Their performance, however, depends strongly on

model accuracy and stable operating conditions. Parameter drift caused by aging,

temperature variation, or manufacturing tolerances can progressively reduce model

�delity. In addition, observer designs are often tailored to speci�c converter topolo-

gies and operating ranges, which limits their portability across di�erent industrial

power-supply platforms.

Taken together, these limitations motivate the use of data-driven diagnostic ap-

proaches that can capture multivariate relationships and gradual behavioral changes

before conventional protection thresholds are crossed.

2.3.3 Machine-Learning Approaches

Machine-learning methods including decision trees, naive Bayes classi�ers, support

vector machines, extreme learning machines, and neural networks have been widely

explored for fault detection in power and energy systems. Reported applications span

photovoltaic installations, microgrids, power transformers, and electric vehicles [11{

14]. By operating on multivariate signal representations, these techniques can model

nonlinear relationships and identify subtle fault signatures that are di�cult to express

using �xed rules.

Most studies follow a common work
ow consisting of data acquisition, preprocess-

ing, feature extraction, model training, and inference, as illustrated in Fig. 2.4. High

classi�cation accuracy is often reported under controlled experimental conditions.

However, inference is frequently evaluated on desktop or cloud-based platforms, and

performance metrics are typically reported in terms of average accuracy or latency.

Execution time, static memory usage, and interaction with concurrent protection

and communication tasks are rarely addressed. Feature extraction pipelines based on

spectral transforms or extended temporal windows typically require computational

and memory resources that exceed those available on microcontroller-class industrial

devices.

These assumptions limit the applicability of many reported machine-learning ap-

proaches to embedded industrial power supplies, which must operate within �xed
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Figure 2.4: Generalized work
ow for data-driven fault detection in power converters
using machine-learning techniques.

memory budgets, bounded execution time, and strict availability constraints.

2.3.4 Feature Extraction and Data Representation

The performance of data-driven diagnostic methods depends heavily on how system

behavior is represented. Time-domain features such as mean, root-mean-square value,

peak-to-peak amplitude, and standard deviation are commonly used to characterize

load conditions, ripple behavior, and transient stress. Trend-oriented features, includ-

ing temperature gradients and variance growth, are particularly useful for capturing

gradual degradation associated with aging and environmental exposure.

Frequency-domain features derived from spectral analysis can reveal information

related to switching behavior, electromagnetic interference, and control-loop anoma-

lies. However, transformations such as the fast Fourier transform or wavelet analysis

introduce additional computational overhead and variability in execution time. This

complicates deterministic scheduling on resource-constrained embedded platforms.

As summarized in Table 2.2, embedded implementations must balance diagnos-

tic expressiveness against execution time, memory usage, and power consumption.

Feature computation is therefore often performed over �xed sliding windows to pre-

serve temporal context while maintaining bounded computational e�ort. Features

and models that require variable execution time or dynamic memory allocation are

generally unsuitable for safety-related embedded diagnostic systems.

Table 2.2: Representative features used in data-driven fault detection of power con-
verters.

Feature Type Example Parameters Diagnostic Relevance

Time-domain Mean, RMS, peak-to-peak,
standard deviation

Load imbalance, transient
overcurrent, ripple anomalies

Frequency-domain Dominant harmonic ampli-
tude, THD, spectral centroid

Switching irregularities, EMI
e�ects, control-loop instability

Statistical Temperature gradient, vari-
ance, correlation metrics

Aging, thermal drift, sensor
degradation
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2.4 Embedded and TinyML Deployment on

Microcontrollers

Executing ML-based diagnostics directly on embedded industrial devices enables low-

latency fault detection and reduces reliance on continuous network connectivity. This

approach, commonly referred to as TinyML, shifts data-driven intelligence closer to

the physical process and avoids communication delays, bandwidth limitations, and

availability risks associated with cloud-centric architectures. Prior work has demon-

strated that for shallow neural networks operating on low-dimensional feature inputs,

local execution on an embedded device can be faster than o�oading to an external

fog node or cloud server, since network transmission latency alone can exceed the

on-device inference time [15]. Complete reliance on external inference also introduces

availability risks under intermittent connectivity and expands the system attack sur-

face, both of which are unacceptable in safety-critical industrial deployments [15].

For industrial power-supply applications, however, embedded deployment imposes

strict constraints on memory capacity, computational throughput, and execution de-

terminism. Microcontroller-class platforms typically o�er limited on-chip memory,

dynamic memory allocation, or 
oating-point computation. Diagnostic inference must

therefore execute within �xed memory budgets and predictable timing bounds, while

sharing resources with sensing, protection, communication, and cybersecurity tasks

on the same device.

Recent advances in TinyML tooling have improved the feasibility of embedded

inference under these conditions. Techniques such as static graph compilation, post-

training quantization, and memory-aware execution allow models to run on resource-

constrained hardware with bounded execution time [16, 17]. Frameworks such as

TensorFlow Lite for Microcontrollers avoid dynamic memory allocation and instead

rely on statically allocated tensors, making execution behavior more analyzable and

suitable for integration into real-time embedded �rmware [18, 19]. These properties

align well with industrial requirements, where timing predictability and fault contain-

ment are treated as primary design constraints.

Despite this progress, many reported TinyML demonstrations remain narrow in

scope and are often evaluated independently of broader system considerations. Stud-

ies on embedded fault diagnosis for motors, renewable energy systems, and distributed

sensors show that on-device inference is technically feasible, but they frequently omit

discussion of industrial interoperability, separation between protection and supervi-
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sion, or coexistence with real-time communication and security processing [20, 21].

Performance evaluations also tend to focus on average inference latency, with lim-

ited reporting of execution time, static memory usage, or interaction with concurrent

tasks. This makes it di�cult to assess whether such approaches are suitable for

safety-related embedded deployment.

An additional challenge arises from the need to schedule diagnostic inference

alongside protection logic, sensing, and communication on a single microcontroller.

Without explicit architectural partitioning, diagnostic computation or cryptographic

processing can introduce timing jitter or resource contention that interferes with time-

critical functions. Deployable embedded diagnostic frameworks must therefore bound

inference frequency, model complexity, and memory usage, and must be integrated

into �rmware architectures that preserve deterministic scheduling and fault isolation

under both normal and fault conditions.

The literature highlights a tradeo� between adaptive learning capability and de-

terministic analyzability in embedded industrial systems. While online learning and

continuous on-device adaptation can improve responsiveness to long-term drift, such

techniques complicate execution-time analysis and safety isolation [22]. As a re-

sult, embedded inference mechanisms are more commonly deployed in an advisory

role, with model training and adaptation performed o�ine or at higher system lev-

els [23]. This approach prioritizes predictable execution and protection integrity over

continuous model adaptation and is consistent with the operational constraints of

microcontroller-based industrial power supplies.

2.5 Cybersecurity in Industrial Operational

Technology Networks

As industrial �eld devices become increasingly connected to automation and super-

visory networks, the attack surface of operational-technology (OT) environments has

expanded accordingly [24]. Earlier industrial control systems relied largely on physical

isolation and proprietary �eld buses. Modern deployments, by contrast, commonly

include remote access, IoT connectivity, and IP-based communication. In safety-

critical industrial settings, cybersecurity incidents therefore a�ect more than data

con�dentiality. They can also compromise system availability, operational integrity,

and, in some cases, safe behavior.
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For embedded industrial devices such as network-connected power supplies, cyber-

security must be addressed under strict constraints on computation, memory usage,

power consumption, and execution determinism [25]. Security mechanisms that in-

troduce nondeterministic latency, unbounded resource consumption, or interference

with protection functions are unsuitable for safety-related deployment. Embedded

cybersecurity therefore cannot be treated as a communication-layer add-on. Instead,

it must be co-designed with real-time execution requirements and fault containment

objectives.

2.5.1 Threat Landscape Relevant to Embedded Industrial

Devices

IIoT connectivity exposes embedded industrial devices to network-level threats that

were largely absent from historically isolated control environments. At the device

level, common attack vectors include replay and injection of unauthenticated mes-

sages, spoo�ng of device identity, denial-of-service conditions that disrupt supervisory

visibility, and unauthorized access to con�guration or diagnostic interfaces.

For industrial power supplies participating in monitoring and supervisory com-

munication paths, compromised telemetry or unauthorized commands can in
uence

higher-level control decisions. This may lead to incorrect operator actions or loss

of situational awareness. Even when power supplies do not directly control actu-

ators, manipulation of reported measurements or diagnostic status can undermine

con�dence in the automation system and degrade operational decision-making. Ta-

ble 2.3 summarizes representative threat types, device-level vulnerabilities, and their

potential consequences for embedded industrial equipment.

2.5.2 Industrial Cybersecurity Standards and Their

Applicability

International standards provide high-level guidance for securing industrial control

systems. The ISA/IEC 62443 [26] series de�nes defense-in-depth concepts, security

zoning, and component-level requirements for industrial environments. NIST SP 800-

82 [27] adapts information-technology security principles to operational-technology

contexts, with emphasis on network segmentation and controlled remote access.

In energy and automation sectors, standards such as ISO/IEC 27019 [28] specify

information-security management practices tailored to industrial applications.
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Table 2.3: Representative threat vectors and operational consequences relevant to
embedded industrial devices.

Threat Type Vulnerability Potential Consequence

Replay / injection Unauthenticated or non-fresh
command and telemetry
frames

Incorrect supervisory actions
or unsafe system responses

Spoo�ng Weak or absent device iden-
tity validation

Misleading diagnostics or in-
correct supervisory decisions

Denial-of-service Limited bu�ering, rate con-
trol, or input validation

Temporary loss of telemetry
or supervisory visibility

Unauthorized access Weak access control or cre-
dential management

Unauthorized con�guration
changes or data exposure

Although these standards establish important security objectives, they operate

primarily at system and organizational levels. They do not prescribe concrete imple-

mentation strategies for resource-constrained embedded devices. Direct application

to microcontroller-based �eld equipment is therefore limited. Embedded implemen-

tations typically require selective interpretation of standard requirements to balance

security objectives with real-time constraints, static memory allocation, and availabil-

ity considerations. Bridging this gap between standard-level guidance and device-level

realization remains an open challenge in industrial cybersecurity research.

2.5.3 Security Architectures for Embedded Devices

Embedded industrial devices face resource constraints that restrict the use of

enterprise-scale security mechanisms. Microcontroller-class platforms with lim-

ited 
ash and RAM cannot support complex certi�cate hierarchies, dynamic key

negotiation without compromising deterministic execution or system availability.

Cryptographic operations must therefore be carefully bounded and scheduled to

avoid interference with sensing, protection, and communication tasks.

Proposed embedded security architectures tend to emphasize lightweight mech-

anisms compatible with deterministic execution. These include device authentica-

tion, message integrity veri�cation, replay protection, and transport-layer encryption

based on pre-shared credentials or constrained key management schemes [29]. When

properly integrated, such mechanisms provide meaningful protection against com-

mon threat vectors while remaining compatible with static memory allocation and

analyzable timing behavior.
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Despite this progress, many existing IIoT and embedded diagnostic platforms still

provide only partial security coverage. Some approaches encrypt telemetry streams

but omit freshness guarantees or detailed authorization controls. [30]. Others address

secure data exchange or privacy preservation [31, 32], but often assume stable con-

nectivity, external gateways, or cloud-assisted processing. These assumptions limit

applicability in �eld-deployed industrial devices, which must preserve deterministic

operation and local protection integrity regardless of network conditions or backend

availability.

2.6 Runtime Reliability and Concept Drift

Industrial operating environments change gradually but continuously over long de-

ployment periods. Electrical loading, ambient conditions, and sensor characteristics

all evolve as a result of component aging, thermal cycling, environmental exposure,

and mechanical stress. Parameters such as voltage, current, temperature, humidity,

and sensor o�sets therefore drift over time. These e�ects introduce nonstationarity

into measured data streams, leading to concept drift, where the statistical relationship

between observed features and diagnostic classes changes during operation.

Many machine-learning and TinyML studies implicitly assume stationary data dis-

tributions or only limited operating variability, an assumption that is rarely satis�ed

in industrial practice [33]. Models trained on laboratory datasets or short-duration

experiments often represent a narrow operating envelope and may not generalize

well to installation-speci�c conditions or long-term degradation processes. In power-

electronic systems, drift frequently appears without explicit threshold violations. Ex-

amples include gradual increases in output ripple variance, slow temperature rise due

to degraded air
ow, or humidity-induced leakage e�ects that evolve over weeks or

months.

The ML literature proposes various strategies for detecting and mitigating drift,

including statistical change detection, ensemble methods, and continuous retrain-

ing. While e�ective in server-based environments with abundant data and compute

resources, these approaches typically rely on computationally intensive algorithms,

dynamic memory usage, or cloud- and edge-server resources [34]. Such assumptions

con
ict with the constraints of microcontroller-class industrial devices, which must

operate under strict timing schedule, static memory allocation, and high availability.

These con
icts are particularly pronounced when diagnostic inference must coexist
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with protection, sensing, communication, and cybersecurity tasks on the same device.

Federated learning o�ers a mechanism for distributed model re�nement without

transmitting raw data, but it generally operates through periodic batch updates rather

than immediate runtime adaptation [35]. Federated work
ows also assume coordi-

nated update schedules, reliable connectivity, and supporting backend infrastructure.

In many industrial deployments, especially those in remote or harsh environments,

these assumptions are di�cult to guarantee over the full operational lifetime of the

device.

As a result, embedded diagnostic systems intended for industrial power supplies

often favor lightweight runtime strategies that preserve deterministic execution while

maintaining diagnostic credibility. Approaches reported in the literature include mon-

itoring inference con�dence, 
agging low-con�dence or out-of-distribution conditions,

and selectively logging representative samples for o�ine analysis. Instead of contin-

uous on-device adaptation, these strategies support periodic o�ine model re�nement

informed by �eld data. This design choice maintains strict real-time guarantees, static

resource usage, and safety isolation during operation, while still addressing long-term

drift through controlled update cycles.

2.7 Integration and Research Gaps

The preceding sections examined industrial power-supply architectures, IIoT and

SCADA integration, machine-learning-based fault diagnosis, embedded deployment

constraints, industrial cybersecurity, and runtime reliability challenges. Each of these

research areas has progressed signi�cantly in isolation. Their combined realization

within a single, deployable industrial platform, however, remains limited. In particu-

lar, few studies address the joint requirements of deterministic protection, bounded-

latency embedded inference, dual-path industrial communication, and defense-in-

depth cybersecurity under the resource constraints of microcontroller-class hardware.

This section synthesizes the reviewed literature and identi�es the gaps that motivate

the uni�ed system architecture developed in Chapter 3.

2.7.1 Fragmentation and Deployability Gaps

A recurring theme across the literature is fragmentation between complementary

system layers, which limits the deployability of proposed solutions in industrial power-

supply applications. Diagnostic, communication, and cybersecurity capabilities are
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often developed and evaluated independently, with limited attention to how they

interact when implemented on a shared embedded platform subject to deterministic

execution constraints.

Many diagnostic studies report strong fault-classi�cation performance using o�ine

datasets and desktop- or cloud-based processing. In contrast, evidence of deployment

on microcontroller-class hardware is often limited. As a result, the suitability of

these approaches for real-time embedded industrial systems remains unclear. At the

same time, studies focused on industrial interoperability tend to emphasize protocol

compatibility and data accessibility, but rarely examine how safety-critical protection

logic is temporally and logically isolated from network-facing services. This leaves

open questions regarding the preservation of deterministic behavior in the presence

of variable network latency, packet loss, or cryptographic overhead.

Cybersecurity research further contributes to this fragmentation by frequently

evaluating transport-layer protection or enterprise-scale security mechanisms in ab-

straction from embedded execution constraints. In practice, embedded industrial

devices must enforce authentication, integrity, message freshness, and authorization

under strict limits on timing and resource usage. Without architectural co-design,

direct adoption of such mechanisms is often impractical for safety-related embedded

systems.

Taken together, these trends indicate that the primary limitation in the existing

literature is not the absence of individual techniques, but the lack of their systematic

integration within a single deployable architecture. Prior work demonstrates embed-

ded fault detection, secure telemetry, or adaptive learning in isolation. Far fewer

studies address the combined requirements of safety enforcement, embedded intelli-

gence, and secure bidirectional connectivity within a microcontroller-class industrial

power supply. Explicit architectural separation between safety-critical control, diag-

nostic inference, and network-facing services, supported by reported timing bounds

and static resource guarantees, is rarely demonstrated. Consequently, the deploy-

ability of many proposed approaches in real-time industrial power-supply systems

remains insu�ciently validated.

To illustrate these gaps, Table 4.3 compares representative studies on machine-

learning-based fault detection using criteria derived from the deployability require-

ments identi�ed in this chapter. The comparison considers: (A) demonstrated em-

bedded deployment on microcontroller-class hardware, (B) adaptivity mechanism,

(C) secure telemetry suitable for industrial environments, and (D) the presence of
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a feedback or supervisory loop. As shown, these attributes are rarely addressed in

combination, particularly for �eld-deployed industrial power-supply platforms.

Table 2.4: Comparison of key features in related work on ML-based fault detection
for power systems.

Ref. Target
Domain

ML Models Used A B C D

[11] PV Systems ANN, SVM, DT, RF, LR � � � �
[36] Power Grids LR, RBFSVC, MLP � � � �
[37] EV Charging

Systems
Multi-Head Attention � � � �

[21] Wind Turbines On-sensor TinyML (XGBoost) X � � �
[35] Federated

Embedded
Learning

Federated TinyML (GWO) X � � �

[32] IoT Networks
(FL-Tiny)

FL (FedAvg) + Di�erential
Privacy

X X X �

[31] SIEMS Energy
System

LSTM + Adversarial Defense � X X X

This
Work

AC{DC
Power Supply

Thresholds + QNN X X X X

Legend: X Supported, � Not supported.
ANN: Arti�cial Neural Network; SVM: Support Vector Machine; DT: Decision Tree; RF: Random
Forest; LR: Logistic Regression; RBFSVC: Radial Basis Function SVC; MLP: Multi-Layer
Perceptron; GWO: Grey Wolf Optimizer; FL: Federated Learning; LSTM: Long Short-Term
Memory.

2.7.2 Positioning of This Thesis

The reviewed literature highlights a clear gap between advances in embedded intelli-

gence, industrial communication, and cybersecurity, and their joint realization within

deployable industrial power-supply platforms. Addressing this gap requires archi-

tectural co-design in which protection, diagnostics, communication, and security are

explicitly constrained by deterministic real-time execution and static resource usage.

Accordingly, this thesis investigates an industrial IoT-enabled industrial power-

supply architecture in which safety-critical protection remains temporally isolated

from supervisory communication, embedded diagnostics operate with bounded la-

tency and static memory allocation, and secure telemetry is integrated without com-

promising deterministic behavior. Rather than prioritizing diagnostic complexity or
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continuous online adaptation, the emphasis is placed on analyzability, safety preser-

vation, and deployability on microcontroller-class hardware.

By jointly constraining embedded intelligence, secure communication, and real-

time protection within a uni�ed framework, this work addresses limitations identi�ed

in the existing literature. The resulting architecture provides a foundation for in-

dustrial power supplies that support secure monitoring, early fault awareness, and

interoperability with established automation infrastructure. Chapter 3 develops this

architecture in detail, translating the identi�ed research gaps into a concrete system

design and implementation.



Chapter 3

Proposed System Design

3.1 Chapter Overview

This chapter presents the system-level design of the proposed IIoT-enabled AC{DC

power-supply platform. The focus is on how architectural, electrical, embedded, and

cybersecurity components are combined to achieve deterministic operation, secure

communication, and reliable fault detection and classi�cation. The design goal is

to extend the functionality of a conventional industrial power supply, which is typi-

cally limited to energy conversion and threshold-based protection, by incorporating

embedded monitoring and supervisory capabilities without compromising real-time

behavior.

The proposed system adopts a layered cyber{physical architecture in which power

conversion, sensing, embedded control, communication, and security are implemented

as distinct but coordinated subsystems. This structure establishes clear boundaries

between safety-critical and non-critical functions and ensures that delays or faults

in communication or supervisory tasks cannot interfere with the real-time control

path. Fixed-period scheduling and well-de�ned data interfaces are used throughout

the system to maintain predictable execution under electrical noise, thermal stress,

and intermittent network connectivity.

The system design in this chapter is guided by three primary objectives. First,

the power supply must maintain stable electrical performance and bounded execution

27
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timing across its operating range, including communication interruptions. Second,

both hard faults and gradual soft faults must be detectable using on-device diag-

nostic logic executed entirely on microcontroller-class hardware, without reliance on

cloud services or external computation. Third, all external communication, including

telemetry reporting and remote command handling, must incorporate authentica-

tion, integrity, and freshness checks that are compatible with industrial cybersecurity

practices and do not disrupt deterministic control execution.

To address these objectives, the chapter develops the design in a step-by-step man-

ner. It begins with system requirements and architectural decomposition, followed

by detailed descriptions of the power-conversion stage, sensing and data-acquisition

pipeline, embedded control and diagnostic logic, communication interfaces, cyberse-

curity mechanisms, and mechanical ruggedization measures. The chapter is organized

to maintain clear traceability between system requirements, architectural decisions,

and implementation details. This provides a structured foundation for the experi-

mental validation and performance evaluation presented in the subsequent chapters.

3.2 System Requirements and Design Constraints

The proposed IIoT-enabled power-supply platform is intended for deployment in

safety-critical industrial environments, where reliability, deterministic execution, and

cybersecurity are mandatory design requirements. Unlike laboratory or consumer-

grade power supplies, industrial systems must operate predictably in the presence of

electrical disturbances, environmental stress, and communication uncertainty. This

section de�nes the system-level requirements and constraints that govern the archi-

tectural and implementation choices presented in this chapter.

3.2.1 Functional Requirements

At the functional level, the system shall perform continuous AC{DC power conversion

while providing real-time visibility into its electrical and environmental operating con-

ditions. The platform is required to measure input and output voltages and currents,

internal temperature, and ambient humidity, and to make these variables available to

both local control logic and supervisory interfaces.

In addition to monitoring, the system shall support actuation commands. Exam-

ples include enable, disable, and reset operations. These commands may be issued

locally or through authenticated remote interfaces and must be executed in a pre-
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dictable manner. Supervisory interaction shall not override local protection logic or

compromise control authority under any operating condition.

Fault handling is a core functional requirement. The system must detect and

mitigate hard fault conditions, including overcurrent, overvoltage, short-circuit, and

overtemperature events, within a bounded and predictable response time. In paral-

lel, the system shall identify soft or incipient faults that do not immediately violate

protection thresholds but indicate abnormal or degrading behavior. Diagnostic func-

tions must operate continuously during normal operation without interrupting power

delivery or delaying real-time control execution.

3.2.2 Real-Time and Determinism Constraints

In this thesis, the term deterministic is used in the context of embedded real-time sys-

tems to denote execution behavior with a bounded worst-case execution time (WCET)

under valid operating conditions. Deterministic tasks exhibit �xed control 
ow, static

memory allocation, and no dependence on unbounded loops, dynamic scheduling, or

external network latency.

Deterministic execution is a fundamental requirement for industrial power-supply

systems deployed in safety-critical applications. All sensing, protection, diagnostic,

and control tasks must execute within �xed time bounds governed by a global super-

visory scheduling period.

To preserve these guarantees, time-critical functions are architecturally isolated

from non-deterministic subsystems. Protection logic and core control loops are as-

signed strict execution priority, while diagnostic inference and supervisory commu-

nication are constrained such that they cannot delay safety-critical tasks. This sep-

aration ensures that the inclusion of embedded intelligence does not compromise

temporal correctness.

Communication pathways are subject to similar constraints. Local �eld-level com-

munication is required to exhibit bounded latency with respect to supervisory control

functions. In contrast, IP-based communication is treated as non-deterministic and

is explicitly isolated such that network delays, congestion, or packet loss cannot in-


uence the real-time control path. Consequently, cloud-based decision making is

excluded from all safety-critical functions.
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3.2.3 Embedded Resource Constraints

The embedded platform is constrained by the computational, memory, and energy

limits of microcontroller-class hardware. All real-time algorithms, including diagnos-

tic inference, must execute without dynamic memory allocation and with predictable

instruction 
ow. The complete �rmware image, including control logic, communi-

cation stacks, security mechanisms, and embedded intelligence, must reside entirely

within on-chip 
ash and SRAM resources, without reliance on external memory or

hardware accelerators.

Embedded machine-learning models deployed on the device must therefore be

compact, statically allocated, and compatible with �xed-point or low-precision arith-

metic. Model complexity is constrained by both memory availability and inference

latency, which must remain compatible with the real-time execution schedule. Em-

bedded intelligence shall never interfere with protection or control tasks and must

remain subordinate to time-critical system functions.

3.2.4 Environmental and Reliability Constraints

The system is intended for operation in electrically noisy and environmentally harsh

conditions, including elevated temperature, high humidity, electromagnetic interfer-

ence, and mechanical stress. All components must tolerate sustained exposure to

these conditions without loss of functional integrity, or performance degradation.

The mechanical enclosure and printed circuit board (PCB) must therefore provide

appropriate thermal management, ingress protection, grounding, and electromagnetic

shielding suitable for industrial deployment.

Long-term reliability is an additional constraint. The system must support contin-

uous operation over extended periods and remain resilient to transient disturbances,

sensor drift, and intermittent communication loss. Diagnostic, logging, and moni-

toring mechanisms shall operate without compromising real-time execution, enabling

traceability and post-event analysis while preserving deterministic behavior.

3.2.5 Cybersecurity and Interoperability Requirements

From a cybersecurity perspective, all external communication shall enforce con�den-

tiality, integrity, authenticity, and message freshness. Telemetry and command chan-

nels must be protected against tampering, replay, and unauthorized access. Command

execution shall be restricted to authenticated and authorized entities, and security
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mechanisms must be compatible with the timing and computational constraints of

embedded real-time operation.

Interoperability with existing industrial infrastructure is also required. The sys-

tem must integrate with legacy supervisory systems using established deterministic

�eldbus protocols while simultaneously supporting secure IP-based supervisory inter-

faces. This dual compatibility enables deployment in brown�eld installations without

requiring disruptive changes to existing control architectures and ensures that local

control autonomy is preserved during network degradation or loss.

Together, these requirements de�ne the constraints that shape the proposed sys-

tem architecture. The following section describes how these constraints are addressed

through a layered cyber{physical design that balances determinism, embedded intel-

ligence, security, and practical deployability in industrial environments.

3.3 System-Level Architecture Overview

The proposed system uses a layered cyber{physical architecture that combines power-

conversion hardware, real-time embedded control, on-device diagnostics, and secure

supervisory communication in a single industrial platform. The architecture separates

time-critical control and protection functions from monitoring, communication, and

supervisory services, while preserving deterministic execution and fault containment

required for safety-critical operation.

Figure 3.1 shows a system-level view of the proposed design. Control authority

is retained within the embedded domain, while supervisory and cloud-facing inter-

faces are limited to monitoring, request-based interaction, and o�ine maintenance

functions. Diagnostic and supervisory components improve observability but do not

introduce new control paths or interfere with real-time behavior.

The system architecture is guided by four principles that re
ect practical con-

straints in industrial embedded systems: determinism, modularity, fault isolation,

and secure extensibility.

Determinism requires that sensing, protection, and control tasks execute within

�xed and analyzable time bounds, independent of diagnostic workload or network

activity.

Modularity partitions the system into subsystems for power conversion, sensor

interfacing and preprocessing, protection and diagnostics, runtime decision logic, and
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Figure 3.1: System-level architecture of the proposed IIoT-enabled power supply
showing the separation between power conversion, sensing, protection and diagnostics,
runtime decision logic, and supervisory telemetry.

supervisory telemetry. Subsystems interact through pre-de�ned interfaces, allowing

independent development and validation and reducing unintended cross-coupling.

Fault isolation limits the propagation of errors across architectural boundaries.

Electrical disturbances, sensor degradation, and diagnostic uncertainty are handled

locally by the embedded controller, whereas failures in supervisory software, commu-

nication stacks, or external services are con�ned to higher layers and prevented from

directly a�ecting physical operation.

Secure extensibility allows additional diagnostic or supervisory functionality to be

introduced without changing the authority or timing behavior of safety-critical tasks.

New features must comply with established execution and access constraints so that

system evolution does not create new control paths or security vulnerabilities.

3.4 Physical Energy Conversion Subsystem

3.4.1 Role and Architectural Boundaries

The physical energy-conversion subsystem constitutes the foundational hardware

layer of the proposed IIoT-enabled power-supply platform. It interfaces directly with
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the AC mains and is responsible for delivering a regulated low-voltage DC supply to

both external loads and internal embedded electronics.

The electrical stability, e�ciency, and intrinsic protection characteristics of this

subsystem directly constrain the achievable performance, reliability, and safety of all

higher-layer sensing, control, diagnostic, and communication functions.

This subsystem operates entirely within the power-electronic domain and does not

depend on digital control, �rmware execution, or networked communication for its

core energy conversion, regulation, or intrinsic protection functions. It exposes a lim-

ited and pre-de�ned set of electrical and thermal observables to higher architectural

layers.

3.4.2 AC{DC Conversion Topology

The proposed system employs an isolated AC{DC power-conversion stage to provide

a stable electrical foundation for embedded control, sensing, and communication sub-

systems. The conversion stage accepts a universal mains input range of 90{264 VAC ,

enabling deployment across geographically diverse industrial environments, includ-

ing installations subject to grid variability, generator-backed operation, and elevated

electrical noise.

An isolated 
yback topology is used to provide galvanic separation between the

primary and secondary domains. This isolation supports personnel safety and compli-

ance with industrial insulation requirements. The secondary side provides a regulated

nominal 12 V DC output rail, from which auxiliary 5 V and 3.3 V rails are derived

locally to supply embedded processing, sensing, and communication hardware.

Robust operation under electrically harsh conditions is supported through inte-

grated surge suppression, inrush-current limiting, and electromagnetic interference

mitigation within the conversion stage. Transient protection reduces exposure to

line disturbances, while internal EMI �ltering attenuates conducted emissions and

improves immunity to fast electrical transients, consistent with common industrial

electromagnetic compatibility practices.

3.4.3 Electrical Power Behavior and E�ciency

Under nominal operating conditions, the energy-conversion subsystem is expected

to maintain regulated output voltage and current within speci�ed tolerances across

expected variations in input voltage and load demand.
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Let VDC (t) and I DC (t) denote the regulated output voltage and current delivered

by the AC{DC conversion stage. The instantaneous DC output power produced by

the converter is de�ned as

PDC;out (t) = V DC (t) I DC (t) (3.1)

The conversion e�ciency of the AC{DC stage is given by

� conv(t) =
PDC;out (t)
PAC;in (t)

(3.2)

subject to the power-balance relationship

PAC;in (t) = P DC;out (t) + P loss;conv(t) (3.3)

where Ploss;conv(t) aggregates conduction losses, switching losses, and magnetic losses

within the conversion stage.

Downstream of the conversion stage, a portion of the regulated DC output power

is consumed by embedded monitoring, sensing, and communication subsystems, with

the remainder delivered to the external load. This auxiliary consumption is treated

separately from the conversion losses and is accounted for in the system-level e�ciency

analysis presented in Chapter 4.

3.4.4 Intrinsic Hardware Protection Mechanisms

The physical energy-conversion subsystem incorporates intrinsic hardware-level pro-

tection mechanisms that operate independently of digital control, �rmware execu-

tion, or communication subsystems. These mechanisms provide immediate, fail-safe

responses to extreme fault conditions and remain e�ective even in the presence of

�rmware, sensor, or network failures.

Hardware protections include input overcurrent protection, transient voltage sup-

pression, current limiting, and overtemperature shutdown mechanisms integrated

within the conversion module. These mechanisms operate reactively at the hard-

ware level and are inherently threshold-based, ensuring that absolute electrical and

thermal limits are not exceeded under catastrophic fault scenarios.

While essential for safety, hardware protections alone are insu�cient for identify-

ing incipient or slowly developing faults that do not immediately violate protection

thresholds. Consequently, higher-layer diagnostic intelligence operating on longer

timescales is introduced in subsequent sections to detect abnormal operating pat-

terns before physical limits are reached.
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3.5 Sensing and Data Acquisition Subsystem

The sensing and data acquisition subsystem provides a time-consistent digital repre-

sentation of the electrical and environmental operating conditions of the power supply.

Its primary role is to expose a bounded, numerically stable system state to protec-

tion, diagnostic, and supervisory functions while preserving deterministic execution

and compatibility with embedded real-time constraints.

3.5.1 Signal Conditioning and Analog Front-End

The signal conditioning and analog front-end constitute the physical interface be-

tween the energy-conversion hardware and the digital sensing, control, and diagnostic

subsystems. This stage ensures that electrical and environmental quantities are ob-

served with su�cient �delity, temporal consistency, and numerical stability to support

deterministic protection logic, telemetry reporting, and embedded machine-learning

inference.

3.5.1.1 Measured Quantities and Sensor Interfaces

The system monitors a set of electrical and environmental variables selected to provide

observability of operating conditions associated with both short-term electrical load-

ing and long-term environmental exposure within the power supply. The measured

quantities are de�ned as

z(t) =
�
vAC (t); i AC (t); v DC (t); i DC (t); T int (t); H int (t)

� T
(3.4)

where vAC and iAC denote the AC-side voltage and current, vDC and iDC represent

the regulated DC output voltage and current, Tint is an internal device temperature,

and Hint is the internal enclosure relative humidity.

Electrical quantities are acquired using dedicated voltage and current sensing inte-

grated circuits that provide galvanic isolation and digitized outputs. Serial communi-

cation interfaces, including SPI, I2C, and UART, are employed to reduce susceptibility

to switching noise and to o�oad signal conditioning and analog-to-digital conversion

from the microcontroller while preserving system-level electrical observability.

Environmental sensing is incorporated to capture slow-varying stress factors rele-

vant to long-term reliability. Internal temperature is measured using a resistance tem-

perature detector (PT1000) positioned in thermal proximity to the power conversion

module heat-spreading surface and sampled through an analog-to-digital conversion
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(ADC) stage, providing an approximation for cumulative thermal stress. Relative

humidity is measured using a digital sensor positioned within the enclosure to detect

moisture ingress and condensation conditions associated with aging, corrosion, and

insulation degradation.

3.5.1.2 RTD-Based Temperature Measurement

Internal temperature is measured using a PT1000 resistance temperature detector

(RTD) connected to the on-board ADC through a ratiometric voltage divider. The

RTD is excited from the same supply voltage used as the ADC reference, so variations

in the supply a�ect both the measured signal and the reference equally.

Let VRTD [k] denote the voltage across the RTD at sampling instant k. The corre-

sponding ADC output code n[k] is

n[k] =
�

2N VRTD [k]
Vref

�
(3.5)

where N is the ADC resolution and Vref is the ADC reference voltage.

Although the resistance{temperature relationship of a PT1000 RTD can be ex-

pressed analytically, evaluating this relationship in real time would require 
oating-

point operations. To avoid this overhead, temperature is estimated using a precom-

puted lookup table

Tint [k] = L
�
n[k]

�
(3.6)

where L(�) maps ADC codes directly to temperature values.

The lookup table is generated o�ine using the RTD datasheet characteristics and

the known excitation circuit parameters. During runtime, temperature estimation

reduces to a table access, followed by linear interpolation between adjacent entries to

improve resolution. This approach ensures �xed execution time, minimal computa-

tional load, and predictable behavior on the embedded platform.

3.5.2 Sampling, Calibration, and State Vector Formation

3.5.2.1 Timer-Driven Acquisition and Bu�ering

All sensing operations are synchronized by a hardware timer that de�nes the global

sampling period Ts. Sampling instants occur at

ts[k] = t 0 + kT s (3.7)
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where k 2 N. Each timer event triggers a bounded-time acquisition routine that

updates all sensing channels within a �xed execution window, ensuring temporal

consistency across measured variables.

Acquired samples are written into dedicated circular bu�ers to decouple real-time

acquisition from downstream processing. For each measured variable x, a bu�er Bx

of length Nx is maintained with write index

wx [k] =
�
wx [k � 1] + 1

�
mod Nx (3.8)

and update rule

Bx [wx [k]]  x[k] (3.9)

The bu�ered variables are

x 2 fv AC ; iAC ; vDC ; iDC ; Tint ; H int g (3.10)

This bu�ering strategy preserves time-consistent sampling while allowing protec-

tion, telemetry, and diagnostic inference tasks to access measurement data asyn-

chronously without introducing blocking behavior or timing interference with the

acquisition path.

3.5.2.2 Calibration and Measurement Normalization

To compensate for sensor tolerances, front-end nonidealities, and manufacturing vari-

ation, each sensing channel incorporates a software calibration stage. Raw measure-

ments are mapped to calibrated values according to

xcal[k] = a i xraw [k] + bi (3.11)

where ai and bi are channel-speci�c gain and o�set coe�cients determined through

experimental characterization and stored in nonvolatile memory. Calibration param-

eters remain �xed during runtime to preserve numerical stability.

3.5.2.3 Digital Filtering and State Vector Construction

To suppress measurement noise and short-term 
uctuations while preserving the slow

dynamics associated with thermal loading, environmental exposure, and gradual elec-

trical drift, each calibrated signal is �ltered using a �rst-order exponential moving

average

�x[k] = (1 � �)�x[k � 1] + �x cal[k] (3.12)
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where 0 < � � 1 governs the trade-o� between noise attenuation and responsive-

ness. An exponential moving average is employed in preference to a �nite-window

moving average to ensure constant memory usage, �xed computational cost, and a

well-de�ned �rst-order time constant, all of which are advantageous for deterministic

embedded implementation.

The �ltered measurements are assembled into the system state vector

x[k] =
�
vAC [k]; iAC [k]; vDC [k]; iDC [k]; Tint [k]; H int [k]

� T
(3.13)

This state vector provides a synchronized, noise-mitigated representation of the

converter operating condition and serves as the uni�ed measurement interface for

deterministic hard-fault protection, supervisory telemetry, and higher-layer diagnostic

intelligence introduced in subsequent sections.

3.6 Embedded Control and Diagnostic Subsystem

The embedded control and diagnostic subsystem is the real-time decision-making

core of the proposed system. It consumes the synchronized state vector produced

by the sensing and data-acquisition subsystem and is responsible for enforcing safety

constraints, maintaining stable operation, and identifying abnormal operating condi-

tions. All decisions that may in
uence physical behavior are executed locally, ensuring

bounded response latency and safety behavior independent of network connectivity

or supervisory availability.

3.6.1 Execution Model and Safety Priority

Control and diagnostic routines execute under a deterministic periodic schedule

aligned to the sensing update interval. Task triggering is derived from hardware

timers, and execution order is pre-de�ned to eliminate runtime scheduling ambiguity.

Time-critical operations, including protection evaluation and diagnostic feature

updates, execute within bounded windows. Dynamic memory allocation, blocking

I/O, and non-deterministic system services are explicitly excluded from the real-time

execution path to preserve timing analyzability.

A strict safety-�rst hierarchy is enforced. Hard protection logic is evaluated at

every cycle and always dominates system behavior. Diagnostic inference and super-

visory actions are permitted only when no protection latch is active. This ordering
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guarantees that embedded intelligence cannot delay or override safety-critical response

paths.

3.6.2 Hard Protection Logic

Hard protection mechanisms enforce absolute safety limits on electrical and thermal

operating variables. Let x[k] denote the �ltered discrete-time state vector produced

by the sensing subsystem. Each channel xi [k] is evaluated against prede�ned safety

bounds

x i;min � x i [k] � x i;max (3.14)

To prevent nuisance tripping caused by measurement noise, or short-duration

transients, limit violations are not acted upon instantaneously. Instead, a persistence

requirement is applied such that a safety bound must be violated for Np consecutive

samples before a fault is declared.

For each channel, a violation indicator is de�ned as

vi [k] =

8
<

:
1; xi [k] < x i;min or xi [k] > x i;max

0; otherwise
(3.15)

and accumulated using a counter

ci [k] =

8
<

:
ci [k � 1] + 1; v i [k] = 1

0; vi [k] = 0
(3.16)

A channel-level fault is con�rmed only if ci [k] � N p. The global protection 
ag is

then formed as

G[k] =
_

i

(ci [k] � N p) (3.17)

When G[k] becomes active, a protection latch is set and immediate mitigation

actions are executed, including output disable and fault annunciation. Once latched,

the protection state persists until cleared through an explicit reset command or phys-

ical intervention, ensuring controlled recovery and eliminating oscillatory behavior

under marginal operating conditions.

3.6.3 Embedded Diagnostic Framework for Soft-Fault

Detection

While hard protection mechanisms provide a deterministic response to severe limit

violations, they are unable to detect slow degradation processes that remain within
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nominal operating limits and often precede catastrophic failure. Monitoring indi-

vidual electrical or environmental variables using �xed thresholds provides only a

snapshot of system behavior and lacks the temporal and multivariate context needed

for early fault discrimination

To address these limitations, the proposed system incorporates an embedded di-

agnostic framework that operates alongside deterministic protection logic without

compromising real-time behavior. The framework combines rule-based safety screen-

ing with quantized neural network inference to enable early detection of incipient soft

faults by exploiting correlated, windowed feature representations while preserving

bounded execution time and predictable resource usage.

3.6.3.1 Feature Windowing and Normalization

The QNN does not operate on instantaneous samples. Diagnostic features are com-

puted over a sliding window of the �ltered state vector x[k]. Let Wk denote a window

of length L ending at index k

Wk = fx[k � L + 1]; : : : ; x[k]g (3.18)

From Wk , a compact feature vector f [k] is constructed using statistical descriptors

including mean, standard deviation, minimum, and maximum computed per channel.

These features capture both short-term variability and longer-term trends associated

with incipient faults.

To ensure consistency between o�ine training and embedded inference, each fea-

ture is standardized using precomputed parameters

~f j [k] =
f j [k] � � j

� j
(3.19)

where � j and � j are training-set statistics stored in nonvolatile memory and applied

at runtime.

3.6.3.2 Quantized Neural Network Inference

When no hard-limit violation is present (G[k] = 0), indicating nominal operation

and an inactive protection latch, the controller evaluates a quantized neural network

(QNN) using the normalized feature vector~f [k]. In this operating state, the QNN

serves as a lightweight diagnostic layer intended to detect emerging or abnormal

conditions that do not immediately violate �xed protection thresholds.



CHAPTER 3. PROPOSED SYSTEM DESIGN 41

Let f � (�) denote the trained neural network parameterized by the set of weights

and biases �. For each evaluation step, the network produces a vector of diagnostic

scores

p̂[k] = f �
� ~f [k]

�
(3.20)

where each element of̂p[k] corresponds to a prede�ned operating or fault category.

The diagnostic class estimate is obtained by selecting the index of the maximum score

ĉ[k] = arg max
i

p̂i [k] (3.21)

The QNN architecture employed in this work is illustrated in Fig. 3.2. It consists

of two fully connected hidden layers followed by an output layer representing the

supported diagnostic states. The network depth and width were deliberately limited

in order to balance fault discrimination capability with the computational constraints

of microcontroller-class hardware.

To enable e�cient embedded deployment, the network is implemented in quan-

tized form. All weights, biases, and intermediate activations are represented using

�xed-width integer formats rather than 
oating-point values. Prior to deployment,

each layer is assigned �xed scaling parameters that map real-valued quantities into

bounded integer ranges. These scaling factors are computed o�ine and remain con-

stant during operation, allowing all inference computations to be carried out using

integer arithmetic with known numerical limits.

Because the numeric ranges are �xed at design time, the magnitude of all interme-

diate results is bounded, and no data-dependent growth can occur during execution.

Each network layer therefore executes with a �xed computational structure and data-

independent control 
ow.

As a result, QNN inference exhibits predictable execution time, bounded memory

usage, and stable numerical behavior. These properties make it suitable for inte-

gration alongside real-time protection, control, and communication tasks, ensuring

that the inclusion of diagnostic intelligence does not compromise the deterministic

operation of the overall system.

3.6.3.3 Con�dence Gating and Runtime Decision Control

In addition to producing a diagnostic class estimate, each QNN inference yields a

con�dence measure derived from the classi�er output. For the network considered in

this work, the con�dence metric is de�ned as

pmax [k] = max
i

p̂i [k] (3.22)
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Figure 3.2: A representative quantized neural network architecture used for embedded
fault classi�cation.

where p̂i [k] denotes the score associated with diagnostic class i at sampling instant k.

A minimum con�dence threshold pmin is applied to regulate whether a diagnostic

result is propagated beyond the embedded diagnostic layer. The threshold value was

selected during o�ine validation and �xed at p min = 0:80 for all runtime experiments.

This choice re
ects a conservative tradeo� between diagnostic sensitivity and the risk

of acting on uncertain classi�cations.

When pmax [k] � p min , the diagnostic output is considered su�ciently reliable to be

reported to higher-level supervisory functions. When pmax [k] < pmin , the prediction

is classi�ed as low con�dence. In this case, the embedded controller suppresses the

machine-learning output from triggering supervisory actions and instead retains the

most recent valid diagnostic state.

Con�dence gating is applied exclusively at the supervisory decision level and does

not in
uence hard real-time protection mechanisms. Threshold-based fault detection,

and protection logic remain continuously active and are evaluated independently of

the machine-learning pipeline. As a result, uncertainty in diagnostic inference cannot

a�ect safety-critical system behavior.
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3.6.3.4 Edge-to-Cloud Feedback for O�ine Model Re�nement

Although low-con�dence classi�cations are suppressed at runtime, they still provide

useful information about operating regions where the trained models are less certain.

This behavior can arise from sensor drift, environmental changes, or previously unseen

fault signatures. To use this information without violating real-time constraints, the

proposed architecture applies an edge-to-cloud feedback mechanism that supports

controlled o�ine model re�nement.

Each low-con�dence event is stored locally as a 64-byte frame, as illustrated in

Fig. 3.3 that includes the feature vector, predicted class, con�dence value, timestamp,

model identi�er, and integrity metadata. These records are kept in non-volatile mem-

ory across power cycles so that diagnostically relevant samples are preserved even

during long periods without connectivity.

A dedicated ESP32-based communication gateway monitors network availability

and bu�er usage to select safe upload windows. When a secure connection is available,

the stored samples are uploaded in batches to a backend system, where they are

combined into datasets and used for subsequent retraining and validation.

Updated model parameters obtained from o�ine retraining can be deployed to

the device through controlled o�ine update procedures with explicit human approval.

The new parameters are stored in a protected con�guration region. Before activation,

each update is veri�ed for integrity and version consistency and is applied only during

de�ned maintenance intervals. This human-in-the-loop process provides a controlled

mechanism for deploying revised model parameters to compensate for sensor drift,

evolving environmental conditions, or newly observed fault behaviors, while avoiding

disruption of safety-critical functionality in the �eld.

3.6.4 Decision Arbitration

Outputs from hard protection and diagnostic inference are handled through a hier-

archical arbitration mechanism that enforces strict safety priority. Hard protection

events always immediately place the system into a safe state, regardless of diagnostic

or supervisory inputs.

When no protection latch is active and diagnostic con�dence exceeds a prede�ned

threshold, diagnostic outcomes may trigger warning 
ags, telemetry annotations, or

operator noti�cations. Supervisory commands received through communication in-
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terfaces are treated as conditional requests and are executed only when they comply

with the current protection state and operating constraints.

This arbitration strategy ensures that embedded diagnostic intelligence and re-

mote supervision enhance system capability without compromising safety behavior.

3.7 Embedded Firmware Architecture

The embedded �rmware architecture provides the execution framework that enables

deterministic control, embedded diagnostic inference, and secure supervisory commu-

nication to coexist on resource-constrained microcontroller platforms. The �rmware

is explicitly partitioned to isolate safety-critical real-time execution from variable-

latency networking and supervisory functions, preserving analyzable timing behavior

and enforcing fault containment across processing domains.

Algorithmic details related to protection logic, diagnostic feature extraction, and

machine-learning inference are presented in Section 3.6 and are not repeated here.

Communication protocol formats, integrity mechanisms, and latency characteriza-

tion are presented in Section 3.9. This section focuses on �rmware organization and

execution boundaries that support deterministic operation under industrial deploy-

ment conditions.

3.7.1 Dual-Processor Partitioning and Responsibilities

To enforce strict separation between safety-critical control functions and cyber-facing

communication services, the �rmware is partitioned across two physically distinct

processing units, as illustrated in Fig. 3.3. This dual-processor architecture establishes

a hardware-enforced boundary between the critical protection zone associated with

the operational-technology (OT) network and the supervisory information-technology

(IT) network.

The STM32H7 microcontroller was selected as the primary real-time controller

within the critical protection zone due to its suitability for deterministic, time-

bounded execution on microcontroller-class hardware. The device combines a high-

performance Cortex-M7 core with tightly coupled memory, hardware 
oating-point

support, and a rich set of low-latency peripherals, enabling sensor acquisition, fea-

ture extraction, fault classi�cation, and protection logic to execute within a bounded

control cycle on the order of 1 ms. Unlike application processors or wireless-enabled
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Figure 3.3: Dual-path communication architecture partitioning the critical protection
zone (OT network) from the supervisory IT network with hardware-separated SCADA
integration and encrypted external telemetry.

system-on-chip (SoC) platforms, the STM32H7 in this work operates without an op-

erating system, dynamic task scheduling, or background network stacks. This design

choice simpli�es execution-time analysis and enables static memory allocation for all

safety-critical functions.

The ESP32 microcontroller functions exclusively as a supervisory gateway within

the IT network. It was selected to isolate wireless connectivity, cryptographic process-

ing, and higher-level communication protocols from the real-time control domain. In-

tegrating these services onto the primary controller would introduce non-deterministic

execution paths associated with TCP/IP stacks, encryption, wireless contention, and

background task scheduling. By o�oading all cyber-facing functionality to a dedi-

cated gateway processor, such sources of non-determinism and expanded attack sur-

face are physically excluded from the safety-critical control path.

Communication between the STM32H7 and ESP32 occurs over a dedicated UART

interface using �xed-length, validated binary frames with explicit integrity checks

transferred via direct memory acces (DMA). This mechanism ensures non-blocking

operation and bounded communication latency, while maintaining strict decoupling

between gateway activity and the real-time control loop. The gateway processor has

no direct access to power-stage actuation, protection thresholds, or timing-critical

execution paths.

As a result of this partitioning, network-induced latency, cryptographic overhead,
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or gateway faults a�ect only remote visibility and supervisory interaction. Local

fault detection and protection remain fully operational, ensuring that safety-critical

behavior is preserved even in the presence of network disruption or compromise.

3.7.2 STM32H7 Firmware Organization

The STM32H7 �rmware is organized into prede�ned modules corresponding to sens-

ing acquisition, protection evaluation, diagnostic processing, actuation control, and

system management. Execution follows a timer-driven periodic model aligned with

the sensing update interval, ensuring bounded latency between measurement acqui-

sition and safety-critical decision paths.

Interrupt service routines are minimized and restricted to time-sensitive events

such as sampling triggers and fault signaling. Where appropriate, DMA is employed

to o�oad data movement and reduce CPU overhead. All real-time tasks execute with

�xed priority and bounded execution time, ensuring that timing behavior remains

analyzable.

Memory usage is strictly controlled through static allocation and �xed-size bu�ers.

Dynamic memory allocation is excluded from the real-time execution path to prevent

fragmentation and unbounded latency.

3.7.3 ESP32 Gateway Firmware Organization

The ESP32 functions as a cyber{supervisory gateway that bridges embedded teleme-

try and command requests to external supervisory infrastructure. Its responsibilities

include message framing and forwarding, local bu�ering, secure transport handling,

and connectivity management. Gateway tasks are organized using non-blocking ex-

ecution models to accommodate variable network latency without introducing inter-

ference with real-time control execution.

Local bu�ering enables tolerance to intermittent connectivity and backend un-

availability. Telemetry is forwarded opportunistically, and supervisory command re-

quests are treated as conditional inputs rather than direct control actions. Commands

are serialized and relayed to the STM32H7 through the inter-processor interface,

where they are validated and applied only if consistent with current protection status

and operating constraints.
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3.8 Inter-Processor Communication Interface

A dedicated inter-processor communication (IPC) link connects the STM32 real-

time controller and the ESP32 cyber{supervisory gateway. The IPC interface trans-

fers telemetry, diagnostic indicators, timestamps, and supervisory command requests

while preserving strict timing isolation between the safety-critical control loop and

variable-latency networking tasks. To ensure bounded processing cost and robust

synchronization in electrically noisy environments, IPC is implemented as a �xed-

length UART frame protocol with CRC-based integrity validation and deterministic

slot-based transmission.

3.8.1 UART Communication Overview

The STM32 and ESP32 exchange data through a full-duplex Universal Asynchronous

Receiver{Transmitter (UART) interface. UART is a byte-oriented asynchronous se-

rial protocol in which each transmitted byte consists of a start bit, eight data bits,

an optional parity bit, and one or more stop bits. In the proposed design, the IPC

link operates at a baud rate of fbaud = 115;200 bps using an 8-N-1 con�guration.

Under this con�guration, each transmitted byte occupies

Nbit=byte = 1 + 8 + 1 = 10 bits (3.23)

on the physical link. This �xed framing yields directly computable transmission

timing, which is essential for bounding communication latency relative to the control

period.

Unlike synchronous serial buses such as SPI or I2C, UART does not require a

shared clock. Receiver synchronization is achieved by detecting the falling edge of

the start bit, after which data bits are sampled at �xed intervals derived from the

local baud-rate generator. This property makes UART well suited for point-to-point

embedded links, providing low implementation complexity, robust resynchronization

following disturbances, and negligible processing overhead on both processors.

3.8.2 Frame Structure

Deterministic communication between the STM32 and ESP32 is implemented using a

�xed-length 32-byte frame. Fixed-length framing eliminates data-dependent parsing

paths and ensures constant processing cost per transmission, which is critical for

analyzable execution time.
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The complete frame format is illustrated conceptually in Fig. 3.4. Each frame

encapsulates metadata, timestamp information, quantized telemetry payloads, status

�elds, and an integrity check, enabling consistent interpretation across embedded and

supervisory domains.

Figure 3.4: Structure of the �xed-length 32-byte UART telemetry and command
frame exchanged between STM32 and ESP32.

Let F = [B 0; B1; : : : ; B31]T denote the 32-byte frame, where B0 and B31 serve as

explicit start and stop delimiters with values B0 = 0x54 and B31 = 0x55. These

delimiters de�ne frame boundaries and support receiver resynchronization following

line disturbances or partial frame loss.

The intermediate byte sequence B1:::28 carries structured information partitioned

as
F =

�
B0|{z}

Start

; M d|{z}
Metadata

; T s|{z}
Timestamp

; Sp|{z}
Telemetry

; St|{z}
Status

; C r|{z}
CRC16

; B31|{z}
Stop

� T (3.24)

Here, Md encodes device identi�ers, logical channel selection, message type, and

command/result 
ags. The timestamp �eld T s encodes calendar and clock informa-

tion fY; M; D; h; m; sg. Quantized telemetry values are carried in Sp, while St stores

system status 
ags, a message sequence counter, and cumulative uptime indicators.

The CRC �eld C r provides frame-level integrity veri�cation.

3.8.3 Telemetry Quantization and Reconstruction

Each measured quantity xi [k] is mapped to a 16-bit unsigned integer register prior to

transmission according to

Ri [k] = round
�

x i [k]
Si

�
(3.25)
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where Si denotes a channel-speci�c scale factor selected to balance resolution and

numeric range.

The register value is serialized in big-endian byte order,

Ri [k] = (B H � 8) + B L (3.26)

where BH and BL are the high and low bytes, respectively. At the receiving gateway,

the physical quantity is reconstructed as

x i [k] = S i Ri [k] (3.27)

For the full telemetry vector, reconstruction is expressed compactly as

x[k] = S � R[k] (3.28)

where � denotes element-wise multiplication. This �xed-point mapping ensures con-

sistent numerical interpretation across processors and avoids 
oating-point dependen-

cies within the IPC path.

3.8.4 CRC-16 Integrity Check

To detect transmission errors across the inter-processor link, each frame includes a

16-bit cyclic redundancy check (CRC) computed using the Modbus RTU CRC-16

algorithm. The CRC is calculated over the �rst 29 bytes of the frame (bytes B0
through B28), excluding the CRC �eld and the end-of-frame delimiter.

The generator polynomial is expressed as

G(x) = x 16 + x 15 + x 2 + 1 (3.29)

and implemented in its re
ected, least-signi�cant-bit-�rst form using the hexadecimal

constant 0xA001. The CRC �eld is appended in little-endian byte order.

A received frame is accepted only if

CRC(recv)
16 = CRC (calc)

16 (3.30)

otherwise it is discarded without further processing. Under standard random inde-

pendent bit-error assumptions, the probability of an undetected corruption event is

bounded by 2�16 , providing strong detection capability for the single-bit, multi-bit,

and burst error patterns typically encountered on industrial serial links.

The CRC computation follows the standard Modbus RTU bitwise procedure sum-

marized in Algorithm 1, ensuring compatibility with existing industrial tooling.



CHAPTER 3. PROPOSED SYSTEM DESIGN 50

Algorithm 1 Modbus CRC-16 Computation (LSB-�rst, re
ected polynomial
0xA001)

Input: frame[0..28] (bytes excluding CRC and stop delimiter)
Output: 16-bit CRC value crc

1: crc  0xFFFF
2: for i = 0 to 28 do
3: crc  crc XOR frame[i]
4: for b = 0 to 7 do
5: if (crc AND 0x0001) = 1 then
6: crc  (crc � 1) XOR 0xA001
7: else
8: crc  crc � 1
9: end if

10: end for
11: end for
12: return crc

3.8.5 Latency Model

This subsection de�nes an analytical model for the one-way latency associated with

internal inter-processor communication (IPC) between the ESP32 gateway and the

STM32 controller over a dedicated UART link. Latency is de�ned as the time interval

between the transmission of the �rst start bit of an IPC frame by the sending processor

and the point at which the fully received frame has been validated and is available

for use by the receiving processor.

The total one-way IPC latency is modeled as the sum of physical transmission

delay, �xed interface-level overhead, and bounded receiver-side processing time. Ac-

cordingly, the total frame latency is expressed as

t frame = T tx + t if + t rx (3.31)

where Ttx denotes the physical on-wire transmission time imposed by the UART

link, t if captures �xed interface-level overhead associated with UART bu�ering, DMA

transfer completion on both the transmitting and receiving sides, and trx represents

bounded frame-processing operations executed exclusively on the receiving processor,

including CRC evaluation, frame parsing, and message dispatch.

For a �xed-length 32-byte IPC frame transmitted using standard 8-N-1 UART

formatting, the on-wire transmission time is given by

Ttx =
Nbytes Nbit=byte

f baud
=

32 � 10
115;200

� 2:78 ms (3.32)
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where Nbit=byte = 10 accounts for one start bit, eight data bits, and one stop bit per

transmitted byte. This term establishes a deterministic lower bound on one-way IPC

latency that is independent of processor load, software execution, or communication

scheduling.

Under the adopted �rmware architecture, all contributions to trx are strictly

bounded due to the use of �xed-length frames and DMA-based reception. As a

result, variability in IPC latency is dominated by the physical transmission time and

constant interface overhead, enabling analyzable and repeatable timing behavior for

supervisory communication.

3.8.6 Frame Corruption Model

To assess the robustness of the UART-based inter-processor communication (IPC)

link, a simpli�ed frame-level corruption model is used. Rather than attempting to

estimate physical-layer bit error rates, this model serves as a conservative simpli�ed

model that describes how communication disturbances translate into deterministic

frame acceptance or rejection at the protocol boundary.

Each IPC message is transmitted using a �xed-length frame format with explicit

structural validation and a CRC-16 checksum applied over the protected payload re-

gion. Let Nb denote the number of bits covered by the checksum. In the implemented

protocol,

Nb = 29 � 8 = 232 bits (3.33)

A frame corruption event is de�ned as the occurrence of one or more bit errors

within this protected region. Under an idealized assumption of independent bit er-

rors with e�ective probability p b, the probability that a frame contains at least one

corrupted bit is

Pframe = 1 � (1 � p b)Nb (3.34)

For su�ciently small p b, this expression yields the �rst-order approximation

Pframe � N b pb; pb �
1

Nb
(3.35)

which provides an intuitive upper bound on the expected frame rejection rate.

It is emphasized that the independent-error assumption in (3.34){(3.35) is not

intended to describe the physical behavior of asynchronous UART links. In practice,

dominant error sources such as baud-rate mismatch, sampling-phase error, electro-

magnetic interference, and supply transients typically produce correlated or burst
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errors rather than independent random bit 
ips. Consequently, the expressions above

are used solely as a conservative analytical reference.

To illustrate the sensitivity of frame acceptance to low-level disturbances, Table 3.1

reports Pframe computed from (3.34) for a set of e�ective bit-error probabilities pb.

These values are provided to show how the protected payload length maps a given

e�ective error level to an expected frame rejection rate.

Table 3.1: Notional mapping from e�ective bit-error probability to frame corruption
probability (N b = 232 bits)

pb Pframe Interpretation
10�3 2:1 � 10 �1 � 1 in 5 frames rejected
10�4 2:3 � 10 �2 � 1 in 43 frames rejected
10�5 2:3 � 10 �3 � 1 in 430 frames rejected
10�6 2:3 � 10 �4 � 1 in 4,300 frames rejected
10�7 2:3 � 10 �5 � 1 in 43,000 frames rejected
10�9 2:3 � 10 �7 � 1 in 4.3�10 6 frames rejected

The key implication is that reductions in the e�ective bit-error probability lead

to proportional reductions in the expected frame rejection rate, as illustrated in Ta-

ble 3.1. Over multiple decades of improvement in pb, the resulting decrease in frame

rejection probability represents a substantial improvement in communication reliabil-

ity. CRC validation further ensures that corrupted frames are consistently detected

and discarded, regardless of whether errors occur as isolated bit 
ips or as short error

bursts.

3.8.7 Transmission Slot and Bounded Retries

Deterministic inter-processor communication is enforced by allocating a �xed trans-

mission slot Tslot within each control period Ts and by explicitly bounding retrans-

mission attempts. This mechanism prevents communication activity from exceeding

its allocated temporal budget.

Let Ttx denote the on-wire transmission time of a single frame, Tto the per-attempt

acknowledgment timeout, and Mmax the maximum number of retransmissions. A

su�cient condition ensuring that IPC cannot overrun the control period is

Tslot � T tx + M max
�
Ttx + T to

�
(3.36)

Here, Mmax denotes the maximum number of retransmissions in addition to the ini-

tial transmission attempt. Each frame carries a monotonically increasing sequence
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Algorithm 2 Transmit with CRC-16 validation and bounded retransmission
Parameters: control period T s, slot Tslot < T s, timeout Tto , max retries Mmax ,
sequence counter seq
Interfaces: UART send(frame), wait for ack(T to )

1: procedure TX Cycle(z[k])
2: deadline  t 0 + k T s + T slot

3: frame  BuildFrame(z[k]; seq)
4: m  0
5: repeat
6: UARTsend(frame)
7: (status; ack seq)  wait for ack(Tto )
8: if status = Ack and ack seq = seq then
9: break

10: else
11: m  m + 1
12: end if
13: until m > M max or now() � deadline
14: if m � M max and now() < deadline then
15: seq  (seq + 1) mod 256
16: CommitSample(k)
17: else
18: end if
19: end procedure

20: function BuildFrame(z[k]; seq)
21: payload  Serialize(z[k]; seq) . 29 bytes protected by CRC
22: crc16  CRC16(payload)
23: return Pack(SOF, payload, crc16, EOF)
24: end function

counter seq 2 [0; 255]. The receiver maintains the most recently accepted sequence

number seq ok. Duplicate frames resulting from lost acknowledgments are acknowl-

edged but not re-applied. This guarantees that retransmissions do not cause repeated

actuation or inconsistent state updates, and that processing cost remains bounded

under all retry conditions.

The transmission and reception procedures are summarized in Algorithms 2 and 3.
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Algorithm 3 Receiver with CRC-16 veri�cation and idempotent delivery
State: last accepted sequence seqok (init 255)
Interfaces: UART read frame(), UARTsend ack(seq), UARTsend nack(seq)

1: loop
2: frame  UART read frame()
3: (payload; crc rx; seq)  Unpack(frame)
4: crc calc  CRC16(payload)
5: if crc calc 6= crc rx then
6: UARTsend nack(seq)
7: continue
8: end if
9: if seq = seq ok then

10: UARTsend ack(seq) . duplicate frame, ACK without reapply
11: continue
12: else if seq = (seq ok+1) mod 256 then
13: Apply(payload)
14: seq ok  seq
15: UARTsend ack(seq)
16: else
17: FlagOutOfOrder(seq, seq ok)
18: UARTsend nack(seq)
19: end if
20: end loop

3.9 Industrial and Supervisory Communication

Framework

The communication framework of the proposed IIoT-enabled power-supply system

bridges the operational-technology (OT) and information-technology (IT) domains.

The design preserves deterministic �eld-level interaction for PLC/SCADA integra-

tion while supporting secure wide-area supervision for telemetry, visualization, and

authenticated supervisory requests. Because industrial serial buses and IP networks

exhibit fundamentally di�erent timing and availability characteristics, the architec-

ture adopts a dual-channel strategy with explicit separation of authority and timing

guarantees.

A core architectural requirement is that loss, delay, or compromise of any network-

facing interface must not in
uence safety-critical control or protection behavior ex-

ecuted on the embedded controller. Consequently, the OT interface is designed for

bounded latency and analyzable timing behavior, whereas the IT interface is treated
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as best-e�ort and is isolated via a cyber{supervisory gateway.

Detailed cybersecurity mechanisms are addressed in Section 3.10. This section

focuses on the communication architecture, protocol realization, and timing charac-

teristics.

3.9.1 Architecture Overview and Dual-Channel Strategy

As illustrated in Fig. 3.5, the framework comprises two concurrent channels

1. A deterministic OT channel based on Modbus RTU over RS-232/RS-485 for lo-

cal supervisory monitoring and interoperability with PLCs, DCSs, and SCADA

2. A secure IT channel based on HTTPS over TLS, managed by the ESP32 gate-

way, for remote telemetry, dashboard visualization, and authenticated supervi-

sory interaction over IP networks

Both channels operate simultaneously. The STM32 services the OT interface for

time-sensitive supervisory exchange, while the ESP32 handles background HTTPS

updates and request forwarding. Strict separation between real-time and non-real-

time tra�c prevents network variability from a�ecting bounded execution or protec-

tion behavior.

Figure 3.5: Hybrid industrial communication framework linking the OT domain
(Modbus RTU) and IT domain (HTTPS over TLS) through the embedded ESP32
gateway
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3.9.2 OT Channel: Modbus RTU Supervisory Interface

The OT channel provides deterministic, low-latency access to essential system state

information for integration with industrial automation infrastructure. Communica-

tion follows a master{slave architecture in which all exchanges are initiated by a

master node (PLC/SCADA), while the STM32 responds only to explicitly addressed

requests. This arbitration guarantees exclusive bus ownership, eliminates contention,

and enables bounded characterization of latency and jitter.

3.9.2.1 Modbus RTU Frame Structure and Integrity

Each Modbus RTU frame is represented as

FMB = [ A slave; Fcode; D; CRC16 ] (3.37)

where Aslave identi�es the addressed slave, Fcode speci�es the transaction type, D

encodes the payload, and CRC16 provides error detection.

At reception, the CRC is recomputed and any mismatch results in immediate

rejection so corrupted frames do not propagate into supervisory state.

3.9.2.2 Modbus RTU Timing Model

In a polling-based Modbus RTU network, the master initiates all transactions and

cyclically queries each slave at a polling period Tpoll . One master{slave transaction

consists of a request frame transmitted by the master, a bounded processing delay

at the slave, a response frame returned to the master, and a required silent interval

between frames. The total duration is modeled as

Tcycle = T (M!S)
tx + T (S)

proc + T (S!M)
tx + T gap (3.38)

Here, Tgap denotes the Modbus RTU silent interval used for frame separation. In

addition, Modbus RTU constrains the allowable inter-character gap within a frame

to prevent unintended frame breaks. These timing rules support reliable parsing and

deterministic frame delimiting.

For a baud rate B and a frame length of n bytes, including address, function,

data, and CRC, the one-direction transmission time under 8-N-1 framing is

Ttx =
10n
B

(3.39)
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The polling period must satisfy Tpoll � T cycle across all addressed slaves to prevent

bus overrun. The corresponding maximum data refresh rate is

f update =
1

Tpoll
(3.40)

Because all timing components are bounded and master arbitration eliminates con-

tention, Modbus RTU provides predictable supervisory latency suitable for SCADA

integration.

3.9.2.3 Register Mapping and Data Exposure

System measurements, environmental parameters, status 
ags, and diagnostic indi-

cators are exposed via a holding-register map maintained by the STM32. Registers

are updated locally within the embedded execution context and served in response to

master polling requests. Command registers are restricted to non-critical supervisory

actions and remain subject to on-device validation. No register access can bypass

hard protection logic or violate operating constraints.

A representative subset of the implemented Modbus holding-register map, includ-

ing measurement channels, status indicators, and supervisory command registers, is

summarized in Table 3.2, while representative Modbus RTU transactions illustrating

typical telemetry reads and supervisory command writes are shown in Table 3.3.

3.9.2.4 Physical Layer: RS-232 and RS-485

EIA/TIA-232 (RS-232) is restricted to short-distance, point-to-point access for lo-

cal diagnostics, calibration, and commissioning. Because RS-232 uses single-ended

signaling referenced to a common ground, it is vulnerable to ground potential di�er-

ences and common-mode noise. For this reason, in this work, RS-232 is not used for

�eld-deployed supervisory communication paths.

Networked monitoring and supervisory integration are implemented using

EIA/TIA-485 (RS-485), selected for balanced di�erential signaling, multi-drop capa-

bility, and robustness in electrically noisy environments. RS-485 forms the physical

layer for the Modbus RTU OT channel.

Bus loading is governed by the unit-load model, where a standard RS-485 segment

supports up to 32 unit loads. When fractional unit-load transceivers are used, the

allowable node count increases proportionally, subject to termination, biasing, and

noise-margin constraints.
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Table 3.2: Representative Modbus holding-register map

Addr Name Type Units / Notes
0x0000 VoutmV uint16 DC output voltage (mV)
0x0001 IoutmA uint16 DC output current (mA)
0x0002 Vin V uint16 AC input voltage (V RMS )
0x0003 Iin mA uint16 AC input current (mA RMS )
0x000F Tint cC uint16 Internal temperature (0.01� C)
0x0005 TreftC uint16 MCU temperature (0.1 � C)
0x0010 HrelcRH uint16 Internal humidity (0.01 %RH)
0x0007 FaultFlags uint16 Fault and warning 
ags (bit�eld)
0x0008 StateFlags uint16 Operating-state indicators (bit�eld)
0x000C Uptimes Lo uint16 Uptime seconds, low word
0x000D Uptime s Hi uint16 Uptime seconds, high word
0x0020 Command uint16 0x0000=OFF, 0x0001=ON, 0x00FF=RESET
0x0022 Iout lim mA uint16 Output current limit (mA)
0x0023 Tlim cC uint16 Overtemperature threshold (0.01� C)

Table 3.3: Representative Modbus RTU commands

Fn Purpose Addr/Count or
Value

Query Frame
(Hex)

0x03 Read telemetry block (holding regs) start=0x0000,
count=0x0008

01 03 00 00 00
08 44 0C

0x03 Read uptime (holding regs) start=0x000C,
count=0x0002

01 03 00 0C 00
02 04 08

0x06 Write single command (ON) 0x0020  0x0001 01 06 00 20 00
01 49 C0

As a conservative timing sanity bound, propagation delay may be related to bit

time by

Lmax �
vp

2B
(3.41)

where vp � 0:66c is the propagation velocity of shielded twisted-pair cable and B is the

baud rate. Practical distance limits also depend on cable attenuation, termination,

transceiver drive strength, and electromagnetic environment.

End-of-line termination resistors RT � Z 0 � 120 
 are applied to suppress re-


ections, while bias resistors establish a deterministic idle state during idle periods.

These measures support stable Modbus RTU communication under industrial noise

and transient conditions.
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3.9.3 IT Channel: HTTPS/TLS

The IT channel is implemented by the ESP32 cyber{supervisory gateway and sup-

ports encrypted telemetry transport and authenticated supervisory interaction over

IP networks. The gateway periodically collects telemetry frames from the STM32 via

the inter-processor link, encapsulates them into structured payloads, and transmits

them to a backend through HTTPS.

Transport con�dentiality and integrity are provided by TLS session protection.

The IT channel is treated as non-deterministic due to network latency, server re-

sponse time, and cryptographic handshake overhead. Therefore, IT communication

is bu�ered and handled asynchronously at the gateway so variability cannot interfere

with real-time control execution on the STM32.

3.9.4 Dual-Path Availability and Supervisory Degradation

The OT and IT communication channels operate as concurrent and independent

supervisory interfaces that provide complementary visibility and command access

to the embedded system. Both paths may be active simultaneously and neither is

required for safe operation or real-time control, which remain entirely local to the

embedded controller.

If the IT path is interrupted due to network unavailability or backend outage,

the OT interface continues to provide local monitoring and supervisory access. Con-

versely, if the OT bus is unavailable (e.g., due to �eldbus disruption or PLC mainte-

nance), the IT channel may continue to provide remote visibility and authenticated

supervisory requests. In all cases, protection logic, control authority, and safety en-

forcement remain local and una�ected by communication availability.

Rather than implementing control-level failover, the system supports degradation

of supervisory functionality. Communication health is monitored via heartbeat mech-

anisms. The controller maintains the timestamp of the most recent valid transaction

for each channel. A communication timeout is declared when

tnow � t (i)
last > � (i)

timeout ; i 2 fOT; ITg (3.42)

where �(i)
timeout de�nes the maximum allowable silence interval for channel i. Timeout

events raise diagnostic indicators and are logged for traceability.
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3.10 End-to-End Cybersecurity Framework

Cybersecurity in industrial automation extends beyond transport encryption and

must ensure integrity, authenticity, and operational availability across each commu-

nication boundary and processing stage. In safety-relevant cyber{physical systems,

security mechanisms must also preserve deterministic local behavior and must not

interfere with time-critical protection functions.

To meet these requirements, the proposed IIoT-enabled power-supply architecture

adopts a layered security framework in which (i) deterministic edge-layer frame val-

idation, (ii) authenticated transport using TLS, and (iii) backend authorization and

auditing operate as complementary and composable mechanisms. Each layer con-

strains risk within its scope, ensuring that compromise or degradation at one layer

does not directly propagate into the safety-critical control domain.

3.10.1 Security Architecture Overview

The end-to-end communication chain is organized into three protection domains:

1. Edge layer (STM32 and ESP32 gateway): deterministic validation of UART

frames, including structural consistency, integrity, and freshness, prior to any

network exposure.

2. Transport layer (TLS): authenticated encryption and endpoint veri�cation to

protect data con�dentiality and integrity in transit.

3. Backend layer (server and database): authorization, replay rejection, and secu-

rity event logging for traceability and audit.

The cumulative security work
ow is expressed as a functional composition

Ssecure(F[k]) = V backend

�
Vtransport

�
Vedge(F[k])

� �
(3.43)

where F[k] denotes the kth device frame and Vi (�) represents the validation operator

applied at layer i.

3.10.2 Edge-Layer Validation

The edge gateway forms the �rst trust boundary between the embedded controller and

the IP-facing network. Its function is to ensure that only structurally valid, intact,
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and temporally consistent telemetry frames are forwarded for network transmission.

By enforcing validation at this boundary, malformed, corrupted, or replayed frames

are rejected early, reducing unnecessary network tra�c and preventing invalid or

unsafe data from propagating to higher system layers.

Telemetry is transmitted over a UART link using a �xed-length frame format. Let

F[k] = [B 0; : : : ; B31] denote the kth received 32-byte frame. A frame is accepted at

the edge gateway only when all validation conditions are simultaneously satis�ed

Vedge(F[k]) = A sync ^ C(edge)
crc ^ S fresh (3.44)

where each term corresponds to a distinct validation mechanism.

Frame alignment is veri�ed using �xed start and end delimiters

A sync := [ B 0 = 0�54 ] ^ [ B 31 = 0�55 ] (3.45)

which enables deterministic frame boundary detection and rapid resynchronization

following line disturbances or partial frame loss. This mechanism ensures that mis-

aligned byte streams or truncated frames are rejected rather than misinterpreted.

Data integrity is validated using a Modbus CRC-16 computed over the protected

frame region

C(edge)
crc :=

h
CRC16(B 0; : : : ; B29) = u16(B 30; B31)

i
(3.46)

where u16(B30; B31) reconstructs the transmitted checksum using the same byte order-

ing as implemented in �rmware. Frames exhibiting payload corruption are therefore

deterministically rejected at the edge.

To prevent replay, duplication, or reordering, each frame carries a monotonic

sequence counter sk . A frame is considered fresh only if

Sfresh :=
�

sk > s k�1
�

^
�

sk � s k�1 � S max
�

(3.47)

This mechanism enforces temporal consistency without reliance on synchronized

clocks. Frames violating freshness constraints are rejected and are therefore excluded

from probabilistic risk analysis.

A corrupted frame is falsely accepted at the edge only if all validation in (3.44) are

simultaneously satis�ed. A simpli�ed reference estimate of the false-accept probability

may be expressed as

P (edge)
false � P crc Psync (3.48)
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where Pcrc denotes the probability of an undetected CRC coincidence and Psync the

probability of random delimiter coincidence.

For a 16-bit CRC operating on a �xed-length payload, the worst-case undetected

corruption probability under random error assumptions is approximated as

Pcrc � 2 �16 � 1:53 � 10 �5 (3.49)

Conditioned on correct frame alignment, the probability that an arbitrary byte

matches the expected end delimiter is

Psync =
1

256
� 3:9 � 10 �3 (3.50)

Combining these terms yields the reference value

P (edge)
false . 2 �16 �

1
256

� 6:0 � 10 �8 (3.51)

This numerical value is intended as a design-level risk indicator under random,

uncorrelated error assumptions. In practical industrial environments, electromagnetic

interference is frequently bursty rather than memoryless. A single disturbance may

therefore corrupt multiple adjacent bytes, introducing correlation between delimiter

corruption and CRC failure. Under such conditions, the independence assumption

implicit in (3.48) does not strictly hold.

Crucially, the robustness of the edge-validation mechanism does not rely on prob-

abilistic independence. Frame delimiters enable rapid resynchronization, CRC ver-

i�cation rejects payload corruption regardless of error structure, and the freshness

constraint in (3.47) deterministically rejects duplicated or replayed frames. As a

result, burst-induced corruption manifests primarily as frame rejection rather than

silent acceptance, shifting the dominant failure mode from false acceptance to safe

data loss.

Only frames satisfying (3.44) are converted into structured messages for onward

transmission. Let Jk = Serialize(F[k]) denote the validated message constructed from

accepted �elds. These messages are then forwarded to the transport layer, where

con�dentiality and authenticity are enforced using authenticated encryption within

an established TLS session.

3.10.3 Transport-Layer Security

The transport layer provides secure communication between the edge gateway and

the backend server over untrusted IP networks. Its primary role is to ensure that
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telemetry and supervisory data remain con�dential, authentic, and unmodi�ed during

network transmission. These guarantees are provided using standard Transport Layer

Security (TLS), with application data exchanged through an HTTPS interface.

Within the proposed architecture, all messages that pass edge-layer validation are

encapsulated inside a TLS-protected channel before being transmitted beyond the

device. This design ensures that con�dentiality and integrity are enforced indepen-

dently of the underlying network conditions and without reliance on physical network

trust.

The transport layer enforces mutual trust by requiring veri�cation of the backend

endpoint prior to data exchange. Only authenticated servers are permitted to receive

telemetry or issue supervisory requests. Once a secure session is established, sub-

sequent messages are protected using authenticated encryption mechanisms, which

jointly provide con�dentiality and message integrity.

Under standard cryptographic assumptions commonly adopted in industrial net-

working, an external observer without access to the session keys cannot feasibly re-

cover plaintext information or modify protected messages without detection. For au-

thenticated encryption schemes employing a 128-bit authentication tag, which is the

default tag length speci�ed by widely deployed TLS constructions (e.g., AES-GCM),

the probability of a successful random forgery is bounded by

P (tag)
forge � 2 �128 (3.52)

which is negligible for practical deployment scenarios.

Session keys are refreshed when secure connections are re-established and may

also be rotated according to the con�gured session lifetime policy. Key management

is con�ned entirely to the transport layer and remains isolated from the real-time

control and protection functions of the embedded controller.

3.10.4 Backend-Layer Veri�cation

At the backend, telemetry received through the secure transport channel is subjected

to a �nal stage of structured validation before being accepted for persistent storage.

This layer serves as the last barrier preventing malformed, stale, or unauthorized data

from entering the system database.

Let F[k] denote the reconstructed 32-byte device frame obtained after decryption

and deserialization of the received payload. A frame is accepted by the backend only
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if all validation conditions de�ned by

Vbackend(F[k]) = L �xed ^ C(backend)
crc ^ S (backend)

fresh ^ A session (3.53)

are satis�ed, where each condition corresponds to a speci�c backend-level consistency

check.

The �rst validation step enforces structural consistency by verifying that the re-

ceived frame matches the expected �xed-length format

L �xed := [ jF[k]j = 32 ] (3.54)

Frames that violate this condition are rejected immediately, preventing parser ambi-

guities and database desynchronization caused by malformed input.

End-to-end data integrity is subsequently veri�ed by recomputing the CRC-16

checksum at the backend

C(backend)
crc :=

h
CRC16(B 0; : : : ; B29) = u16(B 30; B31)

i
(3.55)

Although transport-layer security already provides integrity protection during net-

work transmission, this check validates consistency across the complete data path,

from the originating embedded controller through serialization, transport, and back-

end parsing. The retained CRC also supports fault isolation and forensic analysis

by distinguishing physical-layer corruption from higher-level formatting or processing

errors.

Freshness is enforced at the backend using the same monotonic sequence counter

embedded within each frame. Let sk denote the sequence value associated with F[k].

A frame is considered valid only if

S(backend)
fresh :=

�
sk > s k�1

�
^

�
sk � s k�1 � S max

�
(3.56)

which rejects replayed, duplicated, or excessively delayed frames without relying on

synchronized clocks or server-side timestamps. This policy maintains consistency with

edge-layer freshness enforcement while remaining robust to network delay variation.

Finally, session authorization is veri�ed to con�rm that each accepted frame orig-

inates from an authenticated and active supervisory session

A session := [ � k 2 T active ] (3.57)

where �k denotes the session token bound to a user identity and role, and Tactive

represents the set of active, non-expired authorization tokens. Tokens are revoked

upon logout or expiration.
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Although the logical conjunction in (3.53) is order-independent, backend valida-

tion is performed sequentially according to

L �xed ! C (backend)
crc ! S (backend)

fresh ! A session

This ordering minimizes computational overhead by rejecting invalid frames as early

as possible, while preserving deterministic and analyzable backend behavior.

3.10.5 Role-Based Access Control and Command

Authentication

To prevent unauthorized actuation and command injection, all supervisory control

operations are governed by a role-based access control (RBAC) policy enforced at

the supervisory interface. Unlike telemetry, control commands can directly a�ect

physical system behavior and therefore require explicit authorization, authentication,

and integrity veri�cation before being accepted by the embedded controller.

Let U denote the set of registered users and C the set of supported command

types, such as ON, OFF, RESET, and WRITE PARAM. Each user u 2 U is

assigned a role �(u) 2 fAdministrator; Operator; Viewerg, which de�nes the subset

of commands that the user is permitted to issue. Authorization is represented by

a binary access matrix A 2 f0; 1gjUj�jCj , where Au;c = 1 indicates that user u is

authorized to issue command c. The role-based authorization condition is expressed

as

Prole(u; c) := [ A u;c = 1 ] (3.58)

which must be satis�ed before a supervisory command is formed for transmission.

Authorized commands are encapsulated into a �xed-length command frame C[k]

and protected using a lightweight message authentication code (MAC) computed

with the SipHash-2-4 function [38]. SipHash-2-4 is a keyed hash function speci�cally

designed for fast message authentication on resource-constrained platforms, o�ering

strong resistance to forgery and attacks while maintaining low computational over-

head.

� = SipHash-2-4(K dev; m) (3.59)

where Kdev denotes a device-speci�c secret key and m represents the �xed command

�elds included in the authentication computation. The resulting MAC provides origin

authentication and integrity assurance, ensuring that only commands generated by a

trusted supervisory gateway are considered valid by the embedded controller.
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Upon reception, each command is subjected to a validation process at the embed-

ded controller, following the same design principles applied to telemetry handling.

Commands that fail any validation step are rejected, ensuring that invalid or unau-

thorized requests do not a�ect system operation. A conceptual representation of this

validation 
ow is shown in Fig. 3.6.

Figure 3.6: Conceptual �nite-state validation 
ow for supervisory command frames,
illustrating staged structural, integrity, freshness, and authentication checks prior to
command execution.

3.10.6 Security Event Logging

To support troubleshooting and post-incident analysis, the backend maintains a se-

curity event log covering both telemetry reception and command processing. For

each received message, the log records the server-side timestamp, device identi�er,

message type, and validation outcome. These records provide basic traceability of

system behavior without duplicating the embedded validation logic described in ear-

lier sections.

To support data integrity and auditability, the backend additionally computes and

stores a cryptographic hash for each accepted frame

H i = SHA-256(F[k]) (3.60)

using the SHA-256 hash function. The resulting hash value serves as a compact

�ngerprint of the stored record. Any subsequent modi�cation of a database entry

can be detected by recomputing and comparing the hash, providing tamper-evident

storage without the complexity of a full digital-signature.
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3.11 Web-Based Supervisory Dashboard

The web-based supervisory dashboard provides a human{machine interface for real-

time monitoring, event awareness, and controlled supervisory interaction with the

proposed IIoT-enabled power-supply system. Its primary role is to improve opera-

tional visibility, facilitate maintenance activities, while remaining strictly decoupled

from embedded real-time control and protection functions.

The dashboard operates exclusively as a supervisory and observational layer. All

safety-critical decisions, protection actions, and diagnostic inference are executed lo-

cally within the embedded control subsystem. The dashboard neither participates in

control arbitration nor in
uences protection logic. This section describes the dash-

board architecture, data 
ow, visualization model, supervisory interaction work
ow,

and logging capabilities.

3.11.1 Dashboard Architecture

The dashboard is implemented as a browser-accessible application that interfaces ex-

clusively with backend services. It does not communicate directly with the embedded

hardware. This architectural separation ensures that browser-side execution variabil-

ity, client device behavior, and network latency do not directly in
uence embedded

operation.

A three-tier architecture is adopted:

1. Presentation layer, implemented as a responsive browser client, which ren-

ders telemetry indicators, trend visualizations, diagnostic summaries, and role-

dependent interaction elements.

2. Application layer, consisting of backend middleware that ingests validated

telemetry, manages user sessions, enforces access control, and mediates super-

visory requests.

3. Data layer, which provides persistent storage for time-stamped telemetry, diag-

nostic outputs, protection events, and supervisory interactions.

This separation of concerns supports concurrent access, scalability, and system

maintainability, while con�ning presentation-layer failures to loss of visibility rather

than loss of system safety or control integrity.
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3.11.2 Event-Driven Data Pipeline

Telemetry generated by the embedded platform is forwarded to backend services

through the gateway, where it is validated and committed to persistent storage. Ac-

cepted updates are then forwarded to connected browser clients using an event-driven

publish{subscribe mechanism.

This approach avoids direct client polling of embedded devices, reduces unneces-

sary network tra�c, and maintains near real-time synchronization between the system

state and the user interface. The dashboard maintains no persistent session with the

embedded controller, and all interactions are mediated by backend services.

3.11.3 Real-Time Visualization and Status Reporting

The dashboard presents key system variables, including electrical measurements, en-

vironmental conditions, operating states, and diagnostic summaries, in a structured

format optimized for human interpretation. Numerical indicators, trend plots, and

status badges provide rapid situational awareness during both normal operation and

abnormal conditions.

Visualization update rates are intentionally decoupled from the embedded sensing

and control sampling frequency. This design balances responsiveness and network

e�ciency while avoiding unnecessary coupling between real-time embedded execution

and supervisory display behavior. Historical views over time windows support trend

analysis and degradation assessment.

Diagnostic outputs generated at the edge, including soft-fault classi�cations and

associated con�dence metrics, are displayed as advisory information. The dashboard

does not reinterpret these results, initiate control actions, or override embedded pro-

tection or arbitration decisions. All visualization elements remain informational in

nature.

3.11.4 Supervisory Interaction and Command Work
ow

Authorized users may issue a limited set of supervisory requests through the dash-

board, such as reset actions, operating-mode transitions, or parameter updates. These

actions are treated as conditional supervisory requests rather than direct control com-

mands.

Each request is authenticated and authorized at the backend before being for-

warded through the gateway for validation by the embedded controller. Execution is
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permitted only if the request is consistent with the current system state and protection

conditions. All supervisory requests are logged, acknowledged, ensuring transparency

and traceability.

3.12 Mechanical Ruggedization and

Environmental Resilience

The proposed IIoT-enabled power-supply prototype is designed to support stable op-

eration in electrically noisy industrial environments and under moderate humidity

and temperature variation. The mechanical implementation emphasizes enclosure in-

tegrity, connector robustness, passive thermal conduction, and electromagnetic shield-

ing. Commercial o�-the-shelf components are selected to achieve repeatable assembly

and traceability of material properties and environmental speci�cations.

3.12.1 Enclosure Structure and Materials

The prototype is housed in an aluminum enclosure (Polycase AN-22F-01), as shown in

Fig. 3.7 [39]. The enclosure was selected to provide mechanical protection, maintain

chassis grounding continuity, and support passive heat dissipation. Its material prop-

erties and geometry promote conduction of internally generated heat to the external

surfaces, enabling reliable operation without the need for active cooling.

A continuous gasket is installed between the enclosure cover and base to reduce

moisture ingress under typical �eld conditions. Electrical interfaces to the external

environment are routed through heavy-duty circular connectors from the Amphenol

MIL-DTL-26482 family [40], selected for its mechanical robustness, secure locking

mechanism, and suitability for industrial handling and repeated mating cycles. Inter-

nally, stando�s are used to mechanically constrain the printed circuit boards, limiting

relative motion and reducing long-term mechanical fatigue during handling, installa-

tion, and maintenance.

3.12.2 Thermal Behavior and Passive Cooling

In addition to providing mechanical protection, the enclosure serves as a passive heat

sink for internally generated losses. During continuous operation, heat is produced

by the AC{DC conversion stage and associated power-conditioning components and
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Figure 3.7: Exploded view of the aluminum enclosure assembly showing the cover,
gasket, and base components.

must be dissipated to the surrounding environment to maintain acceptable operating

temperatures.

The selected enclosure is a die-cast aluminum housing with substantial wall thick-

ness and mass, providing high thermal conductivity as well as signi�cant thermal in-

ertia. As a result, the dominant thermal dynamics observed at the enclosure surface

occur on time scales of minutes rather than milliseconds, and spatial temperature

gradients within the enclosure are strongly attenuated by conduction through the

aluminum body. Under these conditions, the enclosure{converter assembly can be

reasonably approximated as a lumped thermal mass.

To capture the dominant thermal behavior under steady internal power dissipa-

tion, a �rst-order thermal resistance{capacitance (RC) model is adopted. Let T (t)

denote a representative enclosure temperature and Tamb the ambient temperature.

The thermal balance is expressed as

Cth
dT(t)

dt
+

T (t) � T amb

Rth
= P loss (3.61)

where Cth represents the e�ective thermal capacitance of the enclosure, Rth is the

e�ective thermal resistance to ambient, and Ploss denotes the average internal power

dissipation of the conversion stage.
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Solving (3.61) yields the transient temperature response

T(t) = T amb + P lossRth
�
1 � e �t=� th

�
(3.62)

with thermal time constant � th = R th Cth .

The parameters Rth and Cth are interpreted as system-level quantities rather than

device-level thermal properties and are estimated from enclosure geometry, mass,

and published material data. The selected die-cast aluminum enclosure has a mass of

approximately 0.89 kg, and the ADC-12 aluminum alloy exhibits a speci�c heat ca-

pacity of approximately 963 J/kg�K [39]. The resulting e�ective thermal capacitance

is therefore

Cth � 0:89 � 963 � 8:6 � 10 2 J=K (3.63)

The e�ective thermal resistance to ambient is governed primarily by natural con-

vection from the external enclosure surfaces. Using the external enclosure dimensions

to estimate an e�ective surface area of approximately 0.096 m2 and a representative

natural convection heat transfer coe�cient in the range of 3.5{7 W/m2�K, consis-

tent with standard free-convection correlations for air [41], yields an e�ective thermal

resistance on the order of

Rth � 1:5{3:0 K=W (3.64)

The corresponding dominant thermal time constant is therefore

� th = R th Cth � 22{43 min (3.65)

Although simpli�ed, the �rst-order thermal model captures the dominant

enclosure-level time constant relevant for long-duration operation under passive

cooling. Fig. 4.7 illustrates the modeled enclosure temperature response bounds for

a representative constant internal dissipation, assuming natural convection and no

forced air
ow. The shaded region re
ects uncertainty in the e�ective thermal resis-

tance arising from installation-dependent convection conditions, while the bounding

curves correspond to conservative minimum and maximum values of Rth .

Across the bounded region, the response exhibits a monotonic rise toward steady-

state temperatures in the range of approximately 62{74� C for an ambient tempera-

ture of 50 � C. The characteristic rise time, de�ned by the interval required to reach

approximately 63% of the �nal temperature increase, corresponds to thermal time

constants in the range of approximately 22{43 min.
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It is emphasized that the modeled response is intended to capture bulk enclosure

thermal dynamics relevant for endurance assessment and supervisory monitoring,

rather than localized hot-spot temperatures or fast internal transients. Experimental

endurance measurements reported in Chapter 4 are used to verify that the observed

temperature evolution follows the same qualitative �rst-order behavior and time scale

predicted by this bounded model.
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Figure 3.8: Modeled enclosure temperature response based on a �rst-order thermal
RC approximation.

3.12.3 Environmental Protection Measures

To improve long-term reliability under humidity exposure, the printed circuit board

is protected using a silicone conformal coating [42]. The coating reduces moisture ab-

sorption at the board surface and helps limit corrosion and leakage pathways that can

degrade insulation resistance over time. Mechanical sealing at the enclosure interface

further reduces moisture ingress during deployment in industrial environments.
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3.12.4 Electromagnetic Compatibility and Shielding

Electromagnetic compatibility is a key design consideration due to the coexistence of

switching power circuitry, low-level sensing, and communication interfaces within a

shared enclosure. To mitigate coupling between these functional domains, both the

PCB layout and stackup are structured to provide controlled return paths and to

con�ne high-frequency current 
ow.

The proposed printed circuit board employs a six-layer stackup incorporating

continuous ground reference planes and an internal power distribution layer, as il-

lustrated in Fig. 3.9. Signal layers are placed adjacent to solid ground planes to

minimize return-path impedance and reduce loop areas associated with high di=dt

currents. The presence of dual ground planes further improves isolation between

functional blocks and supports e�ective containment of switching noise. This stackup

arrangement reduces susceptibility to both conducted and radiated interference while

improving overall signal integrity.

L1 Top Signal Layer

L2 Continuous Ground Plane

L3 Inner Signal Layer

L4 Power Distribution Layer

L5 Continuous Ground Plane

L6 Bottom Signal Layer

Figure 3.9: Simpli�ed six-layer PCB stackup illustrating ground-referenced signal
layers for EMC control.

At the circuit level, routing practices prioritize short return paths and controlled

loop geometry for noise-sensitive signals. Where external interfaces are exposed, basic

�ltering and transient protection are applied to limit the propagation of electrical

disturbances into or out of the enclosure.

At the enclosure level, the aluminum housing provides a conductive boundary

that acts as a passive electromagnetic shield. When bonded to the system ground,

the enclosure establishes a stable chassis reference that further reduces radiated sus-

ceptibility and helps maintain reliable operation in electrically noisy industrial envi-

ronments.
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3.13 Limitations and Design Trade-O�s

The proposed system brings together real-time power control, embedded diagnostics,

secure communication, and industrial ruggedization within a single cyber{physical

platform. Achieving this level of integration on microcontroller-class hardware in-

evitably requires a number of design trade-o�s. These arise from �nite computa-

tional resources, strict timing requirements, and the practical constraints imposed by

industrial operating environments.

The limitations discussed in this section are presented explicitly to clarify the

intended scope of the proposed design, to provide context for the experimental results

presented later in this thesis.

3.13.1 Embedded Resource Constraints

The system is implemented on resource-constrained embedded hardware with �nite

processing capability, memory capacity, and peripheral bandwidth. These resources

are su�cient for deterministic control, protection logic, and lightweight diagnostic

inference, but they place clear limits on the complexity of algorithms that can be

executed at the edge.

To maintain bounded execution time, the dimensionality of diagnostic features,

the depth of the neural network, and the inference rate were intentionally restricted.

These choices ensure predictable timing behavior and prevent interference with safety-

critical control tasks. At the same time, they reduce representational capacity com-

pared with cloud-based analytics or more powerful embedded processors. As a result,

highly complex nonlinear interactions or long-horizon temporal dependencies cannot

be fully modeled on-device.

3.13.2 Trade-O�s Between Determinism and Runtime

Flexibility

Deterministic execution was treated as a primary design objective throughout the

�rmware architecture. Features such as dynamic memory allocation, adaptive task

scheduling, and computationally intensive background processing were deliberately

excluded from the real-time control domain.

This design choice preserves predictability and simpli�es reasoning about worst-

case behavior, but it limits runtime 
exibility. Capabilities such as adaptive model
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retraining, online parameter optimization, or extended statistical analysis are there-

fore assigned to o�ine tools or backend systems rather than executed directly on the

embedded controller. The resulting separation re
ects a boundary between real-time

embedded operation and non-real-time supervisory computation.

3.13.3 Communication Latency and Availability

The dual-path communication architecture balances deterministic local supervision

with wide-area connectivity. However, neither communication path can guarantee

continuous low-latency or high-bandwidth availability under all conditions.

Local industrial communication is constrained by serial bandwidth, polling inter-

vals, and bus loading. Wide-area connectivity is subject to network latency, packet

loss, and backend service availability. When connectivity is degraded, remote ob-

servability and supervisory interaction may be delayed or temporarily unavailable.

The system is designed to remain safe and autonomous during such periods, but

uninterrupted real-time remote monitoring cannot be assumed.

3.13.4 Limits of Embedded Machine-Learning

Generalization

Embedded diagnostic performance depends on the quality and representativeness

of the training data, as well as on the stability of operating conditions. Although

con�dence-based gating and supervisory logging reduce the impact of incorrect deci-

sions, diagnostic accuracy may degrade when the system encounters previously unseen

fault modes, long-term sensor drift, or extreme environmental variation.

Model simpli�cation and quantization further constrain expressive capacity in

exchange for reduced memory footprint and bounded inference latency. These trade-

o�s are necessary for deterministic embedded deployment, but they limit diagnostic

coverage relative to cloud-scale or continuously retrained machine learning systems.

3.13.5 Cybersecurity and Lifecycle Management

Considerations

The layered cybersecurity framework introduces additional operational complexity

related to credential management, key storage, �rmware updates, and backend coor-
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dination. Secure operation over the system lifecycle therefore depends not only on

technical mechanisms, but also on consistent con�guration and maintenance practices.

Although the architecture supports authenticated updates and credential rotation,

delayed maintenance, miscon�guration, or inconsistent backend policies can reduce

overall security e�ectiveness. These considerations highlight that cybersecurity is an

ongoing operational responsibility rather than a one-time design feature.

3.13.6 Summary of Design Trade-O�s

The limitations described in this section re
ect deliberate engineering decisions that

prioritize deterministic behavior, safety, and long-term reliability over unrestricted

computational capability or continuous network availability. These trade-o�s are

consistent with the constraints and expectations of industrial embedded systems and

establish a clear boundary between on-device real-time intelligence and o�-device

supervisory analytics.

Making these constraints explicit is important for interpreting system performance

and for guiding future extensions of the proposed architecture.

3.14 Chapter Summary

This chapter presented the complete system-level design of the proposed industrial

power-supply platform. The design covered physical energy conversion, sensing and

data acquisition, embedded control and diagnostics, �rmware organization, commu-

nication infrastructure, cybersecurity enforcement, supervisory interaction, and me-

chanical ruggedization. These elements were integrated into a uni�ed cyber{physical

architecture that de�nes clear functional boundaries while preserving deterministic

execution, fault containment, and secure operation under industrial conditions.

At the hardware level, the energy-conversion subsystem provided a stable and

protected foundation for power delivery.

Building upon this foundation, the sensing and data-acquisition subsystem en-

abled consistent observation of electrical and environmental variables. These mea-

surements were organized into a uni�ed system state, which served as the input to

the embedded control and diagnostic logic. Hard protection mechanisms enforced

absolute safety limits, while con�dence-aware embedded intelligence supported early

detection of gradual or correlated fault conditions under strict real-time constraints.
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The chapter introduced a modular �rmware architecture that separates safety-

critical execution from network-facing functionality using a dual-processor design.

This separation allowed industrial communication across both operational-technology

and information-technology domains, while ensuring that network variability could

not in
uence real-time control behavior.

A layered cybersecurity framework was incorporated to protect device access,

data transport, backend services, and user interaction, without compromising timing

determinism.

In addition, the chapter addressed the web-based supervisory dashboard and the

mechanical and environmental design considerations required for reliable industrial

deployment. These elements improved system observability and traceability while

avoiding unsafe control paths. Design limitations and engineering trade-o�s were

discussed explicitly to clarify the practical boundaries of the proposed approach and

to explain the choices made to balance safety, determinism, and embedded resource

constraints.

Overall, the system design developed in this chapter provides a coherent and defen-

sible foundation for an IIoT-enabled industrial power supply that combines embedded

intelligence with secure connectivity. The following chapter builds on this foundation

by presenting experimental validation and performance evaluation, including real-

time behavior, diagnostic e�ectiveness, communication latency, and robustness under

representative operating conditions.



Chapter 4

Experimental Validation and

Results

4.1 Introduction

This chapter presents the experimental validation of the proposed secure IIoT-enabled

power-supply platform, focusing on measured performance of the physical prototype

relative to the design and implementation framework developed in Chapter 3. The

primary objective is to demonstrate that the integrated system can simultaneously

deliver regulated DC power, maintain stable operation under elevated environmental

stress, provide deterministic industrial communication for SCADA interoperability,

and enforce authenticated remote telemetry and control with bounded computational

overhead. In addition, the embedded diagnostics path is validated using a two-stage

strategy consisting of deterministic hard-fault protection logic and a quantized neural

network for soft-fault discrimination, ensuring that incipient or correlated anomalies

can be detected before absolute protection limits are violated.

Validation is conducted across multiple domains. First, electrical performance is

evaluated in terms of output regulation and stability under sustained load and load

change. Second, environmental resilience is assessed using an accelerated thermal en-

durance experiment in which the sealed prototype operates continuously for 18 hours

at elevated ambient temperature while supplying a 12 V, 2 A load. Telemetry is

78
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logged at approximately 2 Hz, yielding 123,926 recorded samples for statistical char-

acterization. Third, industrial communication interoperability is validated through

RS-485 Modbus RTU connectivity to a Mitsubishi FX5U PLC, where timing de-

terminism and error resilience are quanti�ed over 104 transactions at 115,200 bps.

Fourth, the cybersecurity framework is evaluated end to end by measuring TLS 1.2

session establishment overhead on the ESP32 gateway, steady-state encrypted trans-

port latency, and embedded validation costs on the STM32H7, including CRC and

message-authentication timing pro�led using the DWT cycle counter. Fifth, the em-

bedded diagnostics pipeline is validated by exercising deterministic hard-fault protec-

tion logic and on-device QNN inference for soft-fault discrimination using telemetry

collected under controlled electrical and environmental conditions, with inference la-

tency and resource overhead quanti�ed on the STM32H7. Finally, the web-based

dashboard is validated for cross-platform operation and end-to-end responsiveness

under concurrent monitoring and supervisory command workloads.

The remainder of this chapter is organized as follows. Section 4.2 describes the

prototype con�guration, measurement instrumentation, calibration methodology, and

test procedures. Section 4.4 reports results from electrical and accelerated thermal

and environmental endurance testing. Section 4.5 presents industrial communication

interoperability results, while Section 4.6 evaluates cybersecurity performance and

robustness under representative adversarial conditions. Section 4.7 validates the em-

bedded diagnostics pipeline, including QNN classi�cation performance and on-device

resource overhead. Section 4.8 assesses dashboard responsiveness and data-logging

integrity. Finally, Section 4.9 summarizes the key �ndings.

4.2 Experimental Setup and Methodology

This section describes the physical prototype, measurement instrumentation, and ex-

perimental procedures used to validate the proposed IIoT-enabled power-supply plat-

form. The objective is to ensure that all reported results and measured performance

can be directly traced to controlled test conditions.

4.2.1 Prototype Hardware and System Integration

The experimental prototype, as shown in Figure 4.1 is a fully integrated IIoT-enabled

power-supply platform intended for continuous operation in above-ground industrial

instrumentation and control environments. The system is housed in an IP68-rated
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